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Preface and Legal Notices

This is the MySQL Security Guide extract from the MySQL 5.1 Reference Manual.

Legal Notices

Copyright © 1997, 2014, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted

in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and

technical data delivered to U.S. Government customers are "commercial computer software" or
"commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific
supplemental regulations. As such, the use, duplication, disclosure, modification, and adaptation shall be
subject to the restrictions and license terms set forth in the applicable Government contract, and, to the
extent applicable by the terms of the Government contract, the additional rights set forth in FAR 52.227-19,
Commercial Computer Software License (December 2007). Oracle USA, Inc., 500 Oracle Parkway,
Redwood City, CA 94065.

This software is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications which
may create a risk of personal injury. If you use this software in dangerous applications, then you shall be
responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure the safe
use of this software. Oracle Corporation and its affiliates disclaim any liability for any damages caused by
use of this software in dangerous applications.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. MySQL is a trademark of Oracle
Corporation and/or its affiliates, and shall not be used without Oracle's express written authorization. Other
names may be trademarks of their respective owners.

This software and documentation may provide access to or information on content, products, and services
from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services. Oracle Corporation and
its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services.

This document in any form, software or printed matter, contains proprietary information that is the exclusive
property of Oracle. Your access to and use of this material is subject to the terms and conditions of your
Oracle Software License and Service Agreement, which has been executed and with which you agree

to comply. This document and information contained herein may not be disclosed, copied, reproduced,

or distributed to anyone outside Oracle without prior written consent of Oracle or as specifically provided
below. This document is not part of your license agreement nor can it be incorporated into any contractual
agreement with Oracle or its subsidiaries or affiliates.




Legal Notices

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion to other
formats is allowed as long as the actual content is not altered or edited in any way. You shall not publish

or distribute this documentation in any form or on any media, except if you distribute the documentation in
a manner similar to how Oracle disseminates it (that is, electronically for download on a Web site with the
software) or on a CD-ROM or similar medium, provided however that the documentation is disseminated
together with the software on the same medium. Any other use, such as any dissemination of printed
copies or use of this documentation, in whole or in part, in another publication, requires the prior written
consent from an authorized representative of Oracle. Oracle and/or its affiliates reserve any and all rights
to this documentation not expressly granted above.

For more information on the terms of this license, or for details on how the MySQL documentation is built
and produced, please visit MySQL Contact & Questions.

For additional licensing information, including licenses for third-party libraries used by MySQL products,
see Preface and Legal Notices.

For help with using MySQL, please visit either the MySQL Forums or MySQL Mailing Lists where you can
discuss your issues with other MySQL users.

For additional documentation on MySQL products, including translations of the documentation into other
languages, and downloadable versions in variety of formats, including HTML and PDF formats, see the
MySQL Documentation Library.

vi


http://dev.mysql.com/contact/
http://forums.mysql.com
http://lists.mysql.com
http://dev.mysql.com/doc

Chapter 1 Security

When thinking about security within a MySQL installation, you should consider a wide range of possible
topics and how they affect the security of your MySQL server and related applications:

General factors that affect security. These include choosing good passwords, not granting unnecessary
privileges to users, ensuring application security by preventing SQL injections and data corruption, and
others. See Chapter 2, General Security Issues.

Security of the installation itself. The data files, log files, and the all the application files of your
installation should be protected to ensure that they are not readable or writable by unauthorized parties.
For more information, see Chapter 3, Postinstallation Setup and Testing.

Access control and security within the database system itself, including the users and databases
granted with access to the databases, views and stored programs in use within the database. For more
information, see Chapter 4, The MySQL Access Privilege System, and Chapter 5, MySQL User Account
Management.

Network security of MySQL and your system. The security is related to the grants for individual users,
but you may also wish to restrict MySQL so that it is available only locally on the MySQL server host, or
to a limited set of other hosts.

Ensure that you have adequate and appropriate backups of your database files, configuration and log
files. Also be sure that you have a recovery solution in place and test that you are able to successfully
recover the information from your backups. See Backup and Recovery.



http://dev.mysql.com/doc/refman/5.1/en/backup-and-recovery.html
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This section describes general security issues to be aware of and what you can do to make your MySQL
installation more secure against attack or misuse. For information specifically about the access control
system that MySQL uses for setting up user accounts and checking database access, see Chapter 3,
Postinstallation Setup and Testing.

For answers to some questions that are often asked about MySQL Server security issues, see Appendix B,
MySQL 5.1 FAQ: Security.

2.1 Security Guidelines

Anyone using MySQL on a computer connected to the Internet should read this section to avoid the most
common security mistakes.

In discussing security, it is necessary to consider fully protecting the entire server host (not just the MySQL
server) against all types of applicable attacks: eavesdropping, altering, playback, and denial of service. We
do not cover all aspects of availability and fault tolerance here.

MySQL uses security based on Access Control Lists (ACLSs) for all connections, queries, and other
operations that users can attempt to perform. There is also support for SSL-encrypted connections
between MySQL clients and servers. Many of the concepts discussed here are not specific to MySQL at
all; the same general ideas apply to almost all applications.

When running MySQL, follow these guidelines:

» Do not ever give anyone (except MySQL r oot accounts) access to the user table in the mysql
database! This is critical.

» Learn how the MySQL access privilege system works (see Chapter 4, The MySQL Access Privilege
System). Use the GRANT and REVOKE statements to control access to MySQL. Do not grant more
privileges than necessary. Never grant privileges to all hosts.

Checklist:

e« Trynysqgl -u root. If you are able to connect successfully to the server without being asked for a
password, anyone can connect to your MySQL server as the MySQL r oot user with full privileges!
Review the MySQL installation instructions, paying particular attention to the information about setting
ar oot password. See Section 3.2, “Securing the Initial MySQL Accounts”.



http://dev.mysql.com/doc/refman/5.1/en/grant.html
http://dev.mysql.com/doc/refman/5.1/en/revoke.html

Security Guidelines

* Use the SHOW GRANTS statement to check which accounts have access to what. Then use the
REVOKE statement to remove those privileges that are not necessary.

Do not store cleartext passwords in your database. If your computer becomes compromised, the intruder
can take the full list of passwords and use them. Instead, use SHAL( ), MD5() , or some other one-way
hashing function and store the hash value.

To prevent password recovery using rainbow tables, do not use these functions on a plain password;
instead, choose some string to be used as a salt, and use hash(hash(password)+salt) values.

Do not choose passwords from dictionaries. Special programs exist to break passwords. Even
passwords like “xfish98” are very bad. Much better is “duag98” which contains the same word “fish” but
typed one key to the left on a standard QWERTY keyboard. Another method is to use a password that
is taken from the first characters of each word in a sentence (for example, “Four score and seven years
ago” results in a password of “Fsasya”). The password is easy to remember and type, but difficult to
guess for someone who does not know the sentence. In this case, you can additionally substitute digits
for the number words to obtain the phrase “4 score and 7 years ago”, yielding the password “4sa7ya”
which is even more difficult to guess.

Invest in a firewall. This protects you from at least 50% of all types of exploits in any software. Put
MySQL behind the firewall or in a demilitarized zone (DMZ).

Checklist:

e Try to scan your ports from the Internet using a tool such as nmap. MySQL uses port 3306 by default.
This port should not be accessible from untrusted hosts. As a simple way to check whether your
MySQL port is open, try the following command from some remote machine, where ser ver _host is
the host name or IP address of the host on which your MySQL server runs:

shel | > tel net server_host 3306

If t el net hangs or the connection is refused, the port is blocked, which is how you want it to be. If
you get a connection and some garbage characters, the port is open, and should be closed on your
firewall or router, unless you really have a good reason to keep it open.

Applications that access MySQL should not trust any data entered by users, and should be written using
proper defensive programming techniques. See Section 2.7, “Client Programming Security Guidelines”.

Do not transmit plain (unencrypted) data over the Internet. This information is accessible to everyone
who has the time and ability to intercept it and use it for their own purposes. Instead, use an encrypted
protocol such as SSL or SSH. MySQL supports internal SSL connections. Another technique is to use
SSH port-forwarding to create an encrypted (and compressed) tunnel for the communication.

Learn to use the t cpdunp and st ri ngs utilities. In most cases, you can check whether MySQL data
streams are unencrypted by issuing a command like the following:

shell > tcpdunmp -1 -i ethO -w - src or dst port 3306 | strings
This works under Linux and should work with small modifications under other systems.
Warning

If you do not see cleartext data, this does not always mean that the information
actually is encrypted. If you need high security, consult with a security expert.



http://dev.mysql.com/doc/refman/5.1/en/show-grants.html
http://dev.mysql.com/doc/refman/5.1/en/revoke.html
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html#function_sha1
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html#function_md5

Keeping Passwords Secure

2.2 Keeping Passwords Secure

Passwords occur in several contexts within MySQL. The following sections provide guidelines that enable
end users and administrators to keep these passwords secure and avoid exposing them. There is also a
discussion of how MySQL uses password hashing internally.

2.2.1 End-User Guidelines for Password Security

MySQL users should use the following guidelines to keep passwords secure.

When you run a client program to connect to the MySQL server, it is inadvisable to specify your password
in a way that exposes it to discovery by other users. The methods you can use to specify your password
when you run client programs are listed here, along with an assessment of the risks of each method.

In short, the safest methods are to have the client program prompt for the password or to specify the
password in a properly protected option file.

* Usea-pyour_pass or--passwor d=your _pass option on the command line. For example:

shel | > nysqgl -u francis -pfrank db_nane

This is convenient but insecure. On some systems, your password becomes visible to system status
programs such as ps that may be invoked by other users to display command lines. MySQL clients
typically overwrite the command-line password argument with zeros during their initialization sequence.
However, there is still a brief interval during which the value is visible. Also, on some systems this
overwriting strategy is ineffective and the password remains visible to ps. (SystemV Unix systems and
perhaps others are subject to this problem.)

If your operating environment is set up to display your current command in the title bar of your terminal
window, the password remains visible as long as the command is running, even if the command has
scrolled out of view in the window content area.

» Use the - p or - - passwor d option on the command line with no password value specified. In this case,
the client program solicits the password interactively:

shell > nmysql -u francis -p db_nane
Ent er password: ********

The “*” characters indicate where you enter your password. The password is not displayed as you enter
it.

It is more secure to enter your password this way than to specify it on the command line because it is
not visible to other users. However, this method of entering a password is suitable only for programs that
you run interactively. If you want to invoke a client from a script that runs noninteractively, there is no
opportunity to enter the password from the keyboard. On some systems, you may even find that the first
line of your script is read and interpreted (incorrectly) as your password.

» Store your password in an option file. For example, on Unix, you can list your password in the
[client] section of the. ny. cnf file in your home directory:

[client]
passwor d=your _pass

To keep the password safe, the file should not be accessible to anyone but yourself. To ensure this, set
the file access mode to 400 or 600. For example:
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shel | > chnmod 600 . ny. cnf

To name from the command line a specific option file containing the password, use the - - def aul t s-
file=file_name option, where fi | e_nane is the full path name to the file. For example:

shel | > nysqgl --defaults-file=/home/francis/nmysql-opts
Using Option Files, discusses option files in more detail.
» Store your password in the MYSQL_PWD environment variable. See Environment Variables.

This method of specifying your MySQL password must be considered extremely insecure and should

not be used. Some versions of ps include an option to display the environment of running processes.

On some systems, if you set MYSQL_PWD, your password is exposed to any other user who runs ps.
Even on systems without such a version of ps, it is unwise to assume that there are no other methods by
which users can examine process environments.

On Unix, the mysql client writes a record of executed statements to a history file (see mysql Logging).

By default, this file is named . nysql _hi st ory and is created in your home directory. Passwords can be
written as plain text in SQL statements such as CREATE USER, GRANT, and SET PASSWORD, so if you use
these statements, they are logged in the history file. To keep this file safe, use a restrictive access mode,
the same way as described earlier for the . my. cnf file.

If your command interpreter is configured to maintain a history, any file in which the commands
are saved will contain MySQL passwords entered on the command line. For example, bash uses
~/ . bash_hi st ory. Any such file should have a restrictive access mode.

2.2.2 Administrator Guidelines for Password Security
Database administrators should use the following guidelines to keep passwords secure.

MySQL stores passwords for user accounts in the nysql . user table. Access to this table should never be
granted to any nonadministrative accounts.

A user who has access to modify the plugin directory (the value of the pl ugi n_di r system variable)
or the my. cnf file that specifies the location of the plugin directory can replace plugins and modify the
capabilities provided by plugins.

Files such as log files to which passwords might be written should be protected. See Section 2.2.3,
“Passwords and Logging”.

2.2.3 Passwords and Logging

Passwords can be written as plain text in SQL statements such as CREATE USER, GRANT, and SET
PASSWORD, or statements that invoke the PASSWORD( ) function. If these statements are logged by the
MySQL server as written, such passwords become available to anyone with access to the logs. This
applies to the general query log, the slow query log, and the binary log (see MySQL Server Logs). To
guard against unwarranted exposure to log files, they should be located in a directory that restricts access
to only the server and the database administrator. If you log to tables in the nysql database, access to the
tables should never be granted to any nonadministrative accounts.

Replication slaves store the password for the replication master in the nmast er . i nf o file. Restrict this file
to be accessible only to the database administrator.
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Password Hashing in MySQL

Database backups that include tables or log files containing passwords should be protected using a
restricted access mode.

2.2.4 Password Hashing in MySQL

MySQL lists user accounts in the user table of the nysql database. Each MySQL account can be
assigned a password, although the user table does not store the cleartext version of the password, but a
hash value computed from it.

MySQL uses passwords in two phases of client/server communication:

* When a client attempts to connect to the server, there is an initial authentication step in which the client
must present a password that has a hash value matching the hash value stored in the user table for the
account the client wants to use.

« After the client connects, it can (if it has sufficient privileges) set or change the password hash for
accounts listed in the user table. The client can do this by using the PASSWORD( ) function to generate
a password hash, or by using a password-generating statement (CREATE USER, GRANT, or SET
PASSWORD).

In other words, the server checks hash values during authentication when a client first attempts to connect.
The server generates hash values if a connected client invokes the PASSWORD( ) function or uses a
password-generating statement to set or change a password.

Password hashing methods in MySQL have the history described following. These changes are illustrated
by changes in the result from the PASSWORD( ) function that computes password hash values and in the
structure of the user table where passwords are stored.

The Original (Pre-4.1) Hashing Method

The original hashing method produced a 16-byte string. Such hashes look like this:

nysql > SELECT PASSWORD(' nypass');

Fom e e eemaaao +
| PASSWORD(' nypass') |
Fom e e eemaaao +
| 6f8cl114b58f 2ce9e |
Fom e e eemaaao +

To store account passwords, the Passwor d column of the user table was at this point 16 bytes long.
The 4.1 Hashing Method

MySQL 4.1 introduced password hashing that provided better security and reduced the risk of passwords
being intercepted. There were several aspects to this change:

+ Different PASSWORD( ) function result format

* Widening of the Passwor d column

» Control over the default hashing method

» Control over the permitted hashing methods for clients attempting to connect to the server
The changes in MySQL 4.1 took place in two stages:

* MySQL 4.1.0 used a preliminary version of the 4.1 hashing method. Because this method was so short
lived, the following discussion says nothing more about it.

e In MySQL 4.1.1, the hashing method was modified to produce a longer 41-byte hash value:
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nmysql > SELECT PASSWORD( ' nypass');

o o C OO CEONCOC OO OO COOOCOC00O0CO0000C00000C00 0 +
| PASSWORD( ' nypass') |
o o C OO CEONCOC OO OO COOOCOC00O0CO0000C00000C00 0 +
| *6C8989366EAF75BB670ADSEA7A7FCL176A95CEF4 |
o o C OO CEONCOC OO OO COOOCOC00O0CO0000C00000C00 0 +

The longer password hash format has better cryptographic properties, and client authentication based on
long hashes is more secure than that based on the older short hashes.

To accommodate longer password hashes, the Passwor d column in the user table was changed at this
point to be 41 bytes, its current length.

A widened Passwor d column can store password hashes in both the pre-4.1 and 4.1 formats. The
format of any given hash value can be determined two ways:

e The length: 4.1 and pre-4.1 hashes are 41 and 16 bytes, respectively.

« Password hashes in the 4.1 format always begin with a “*” character, whereas passwords in the
pre-4.1 format never do.

To permit explicit generation of pre-4.1 password hashes, two additional changes were made:
e The OLD_PASSWORD() function was added, which returns hash values in the 16-byte format.

» For compatibility purposes, the ol d_passwor ds system variable was added, to enable DBAs and
applications control over the hashing method. The default ol d_passwor ds value of O causes hashing
to use the 4.1 method (41-byte hash values), but setting ol d_passwor ds=1 causes hashing to
use the pre-4.1 method. In this case, PASSWORD( ) produces 16-byte values and is equivalent to
OLD_PASSWORD( )

To permit DBAs control over how clients are permitted to connect, the secur e_aut h system variable
was added. Starting the server with this variable disabled or enabled permits or prohibits clients to
connect using the older pre-4.1 password hashing method. Before MySQL 5.6.5, secur e_aut h is
disabled by default. As of 5.6.5, secur e_aut h is enabled by default to promote a more secure default
configuration. (DBAs can disable it at their discretion, but this is not recommended.)

In addition, the mysql client supports a - - secur e- aut h option that is analogous to secur e_aut h,
but from the client side. It can be used to prevent connections to less secure accounts that use pre-4.1
password hashing. This option is disabled by default before MySQL 5.6.7, enabled thereafter.

Compatibility Issues Related to Hashing Methods

The widening of the Passwor d column in MySQL 4.1 from 16 bytes to 41 bytes affects installation or
upgrade operations as follows:

If you perform a new installation of MySQL, the Passwor d column is made 41 bytes long automatically.

Upgrades from MySQL 4.1 or later to current versions of MySQL should not give rise to any issues in
regard to the Passwor d column because both versions use the same column length and password
hashing method.

For upgrades from a pre-4.1 release to 4.1 or later, you must upgrade the system tables after upgrading.
(See nysql _upgrade — Check and Upgrade MySQL Tables.)

The 4.1 hashing method is understood only by MySQL 4.1 (and newer) servers and clients, which can
result in some compatibility problems. A 4.1 or newer client can connect to a pre-4.1 server, because the
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client understands both the pre-4.1 and 4.1 password hashing methods. However, a pre-4.1 client that
attempts to connect to a 4.1 or newer server may run into difficulties. For example, a 4.0 mysql client may
fail with the following error message:

shel | > nysqgl -h | ocal host -u root
Client does not support authentication protocol requested
by server; consider upgrading MySQL client

This phenomenon also occurs for attempts to use the older PHP nysql extension after upgrading to
MySQL 4.1 or newer. (See Common Problems with MySQL and PHP.)

The following discussion describes the differences between the pre-4.1 and 4.1 hashing methods, and
what you should do if you upgrade your server but need to maintain backward compatibility with pre-4.1
clients. (However, permitting connections by old clients is not recommended and should be avoided if
possible.) Additional information can be found in Client does not support authentication protocol. This
information is of particular importance to PHP programmers migrating MySQL databases from versions
older than 4.1 to 4.1 or higher.

The differences between short and long password hashes are relevant both for how the server uses
passwords during authentication and for how it generates password hashes for connected clients that
perform password-changing operations.

The way in which the server uses password hashes during authentication is affected by the width of the
Passwor d column:

* If the column is short, only short-hash authentication is used.
« If the column is long, it can hold either short or long hashes, and the server can use either format:

« Pre-4.1 clients can connect, but because they know only about the pre-4.1 hashing method, they can
authenticate only using accounts that have short hashes.

« 4.1 and later clients can authenticate using accounts that have short or long hashes.

Even for short-hash accounts, the authentication process is actually a bit more secure for 4.1 and later
clients than for older clients. In terms of security, the gradient from least to most secure is:

e Pre-4.1 client authenticating with short password hash
» 4.1 or later client authenticating with short password hash
» 4.1 or later client authenticating with long password hash

The way in which the server generates password hashes for connected clients is affected by the width of
the Passwor d column and by the ol d_passwor ds system variable. A 4.1 or later server generates long
hashes only if certain conditions are met: The Passwor d column must be wide enough to hold long values
and ol d_passwor ds must not be set to 1.

Those conditions apply as follows:

» The Passwor d column must be wide enough to hold long hashes (41 bytes). If the column has not
been updated and still has the pre-4.1 width of 16 bytes, the server notices that long hashes cannot fit
into it and generates only short hashes when a client performs password-changing operations using
the PASSWORD( ) function or a password-generating statement. This is the behavior that occurs if
you have upgraded from a version of MySQL older than 4.1 to 4.1 or later but have not yet run the
nysql _upgr ade program to widen the Passwor d column.

« If the Passwor d column is wide, it can store either short or long password hashes. In this case, the
PASSWORD( ) function and password-generating statements generate long hashes unless the server was
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started with the ol d_passwor ds system variable set to 1 to force the server to generate short password
hashes instead.

The purpose of the ol d_passwor ds system variable is to permit backward compatibility with pre-4.1
clients under circumstances where the server would otherwise generate long password hashes. The option
does not affect authentication (4.1 and later clients can still use accounts that have long password hashes),
but it does prevent creation of a long password hash in the user table as the result of a password-
changing operation. Were that permitted to occur, the account could no longer be used by pre-4.1 clients.
With ol d_passwor ds disabled, the following undesirable scenario is possible:

* An old pre-4.1 client connects to an account that has a short password hash.

* The client changes its own password. With ol d_passwor ds disabled, this results in the account having
a long password hash.

» The next time the old client attempts to connect to the account, it cannot, because the account has a
long password hash that requires the 4.1 hashing method during authentication. (Once an account has
a long password hash in the user table, only 4.1 and later clients can authenticate for it because pre-4.1
clients do not understand long hashes.)

This scenario illustrates that, if you must support older pre-4.1 clients, it is problematic to run a 4.1

or newer server without ol d_passwor ds set to 1. By running the server with ol d_passwor ds=1,
password-changing operations do not generate long password hashes and thus do not cause accounts to
become inaccessible to older clients. (Those clients cannot inadvertently lock themselves out by changing
their password and ending up with a long password hash.)

The downside of ol d_passwor ds=1 is that any passwords created or changed use short hashes, even
for 4.1 or later clients. Thus, you lose the additional security provided by long password hashes. To create
an account that has a long hash (for example, for use by 4.1 clients) or to change an existing account to
use a long password hash, an administrator can set the session value of ol d_passwor ds set to 0 while
leaving the global value set to 1:

nysqgl > SET @®essi on. ol d_passwords = 0;

Query OK, 0 rows affected (0.00 sec)

nysql > SELECT @@essi on. ol d_passwords, @@l obal . ol d_passwor ds;
e eeeeaaaaa e eeeeeeaeaas +

| @@ession.old_passwords | @@l obal . ol d_passwords |

1 rowin set (0.00 sec)

nysqgl > CREATE USER ' newuser' @I ocal host' | DENTI FI ED BY ' newpass' ;

Query OK, 0 rows affected (0.03 sec)

nmysqgl > SET PASSWORD FOR ' exi stinguser' @I ocal host' = PASSWORD(' exi sti ngpass');
Query OK, 0 rows affected (0.00 sec)

The following scenarios are possible in MySQL 4.1 or later. The factors are whether the Passwor d column
is short or long, and, if long, whether the server is started with ol d_passwor ds enabled or disabled.

Scenario 1: Short Passwor d column in user table:
» Only short hashes can be stored in the Passwor d column.
» The server uses only short hashes during client authentication.

» For connected clients, password hash-generating operations involving the PASSWORD( ) function or
password-generating statements use short hashes exclusively. Any change to an account's password
results in that account having a short password hash.
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e The value of ol d_passwor ds is irrelevant because with a short Passwor d column, the server
generates only short password hashes anyway.

This scenario occurs when a pre-4.1 MySQL installation has been upgraded to 4.1 or later but
nmysqgl _upgr ade has not been run to upgrade the system tables in the mysql database. (This is not a
recommended configuration because it does not permit use of more secure 4.1 password hashing.)

Scenario 2: Long Passwor d column; server started with ol d_passwor ds=1:

» Short or long hashes can be stored in the Passwor d column.

» 4.1 and later clients can authenticate for accounts that have short or long hashes.
» Pre-4.1 clients can authenticate only for accounts that have short hashes.

» For connected clients, password hash-generating operations involving the PASSWORD( ) function or
password-generating statements use short hashes exclusively. Any change to an account's password
results in that account having a short password hash.

In this scenario, newly created accounts have short password hashes because ol d_passwor ds=1
prevents generation of long hashes. Also, if you create an account with a long hash before setting

ol d_passwor ds to 1, changing the account's password while ol d_passwor ds=1 results in the account
being given a short password, causing it to lose the security benefits of a longer hash.

To create a new account that has a long password hash, or to change the password of any existing
account to use a long hash, first set the session value of ol d_passwor ds set to 0 while leaving the global
value set to 1, as described previously.

In this scenario, the server has an up to date Passwor d column, but is running with the default password
hashing method set to generate pre-4.1 hash values. This is not a recommended configuration but

may be useful during a transitional period in which pre-4.1 clients and passwords are upgraded to

4.1 or later. When that has been done, it is preferable to run the server with ol d_passwor ds=0 and
secure_aut h=1.

Scenario 3: Long Passwor d column; server started with ol d_passwor ds=0:

» Short or long hashes can be stored in the Passwor d column.

» 4.1 and later clients can authenticate using accounts that have short or long hashes.
» Pre-4.1 clients can authenticate only using accounts that have short hashes.

» For connected clients, password hash-generating operations involving the PASSWORD( ) function or
password-generating statements use long hashes exclusively. A change to an account's password
results in that account having a long password hash.

As indicated earlier, a danger in this scenario is that it is possible for accounts that have a short password
hash to become inaccessible to pre-4.1 clients. A change to such an account's password made using

the PASSWORD( ) function or a password-generating statement results in the account being given a long
password hash. From that point on, no pre-4.1 client can connect to the server using that account. The
client must upgrade to 4.1 or later.

If this is a problem, you can change a password in a special way. For example, normally you use SET
PASSWORD as follows to change an account password:

SET PASSWORD FOR ' sone_user' @sone_host' = PASSWORD(' nypass');

To change the password but create a short hash, use the OLD_PASSWORD( ) function instead:
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SET PASSWORD FOR ' sone_user' @sone_host' = OLD_PASSWORD(' nypass');

OLD_PASSWORD( ) is useful for situations in which you explicitly want to generate a short hash.

The disadvantages for each of the preceding scenarios may be summarized as follows:

In scenario 1, you cannot take advantage of longer hashes that provide more secure authentication.

In scenario 2, ol d_passwor ds=1 prevents accounts with short hashes from becoming inaccessible, but
password-changing operations cause accounts with long hashes to revert to short hashes unless you take
care to change the session value of ol d_passwor ds to O first.

In scenario 3, accounts with short hashes become inaccessible to pre-4.1 clients if you change their
passwords without explicitly using OLD_PASSWORD( ) .

The best way to avoid compatibility problems related to short password hashes is to not use them:
» Upgrade all client programs to MySQL 4.1 or later.

* Run the server with ol d_passwor ds=0.

» Reset the password for any account with a short password hash to use a long password hash.

» For additional security, run the server with secur e_aut h=1.

2.2.5 Implications of Password Hashing Changes in MySQL 4.1 for Application
Programs

An upgrade to MySQL version 4.1 or later can cause compatibility issues for applications that use
PASSWORD( ) to generate passwords for their own purposes. Applications really should not do this,
because PASSWORD( ) should be used only to manage passwords for MySQL accounts. But some
applications use PASSWORD ) for their own purposes anyway.

If you upgrade to 4.1 or later from a pre-4.1 version of MySQL and run the server under conditions where
it generates long password hashes, an application using PASSWORD( ) for its own passwords breaks. The
recommended course of action in such cases is to modify the application to use another function, such as
SHA1() or MD5(), to produce hashed values. If that is not possible, you can use the OLD PASSWORD( )
function, which is provided for generate short hashes in the old format. However, you should note that
OLD_PASSWORD() may one day no longer be supported.

If the server is running with ol d_passwor ds=1, it generates short hashes and OLD_PASSWORD( ) is
equivalent to PASSVWORDY ) .

PHP programmers migrating their MySQL databases from version 4.0 or lower to version 4.1 or higher
should see MySQL and PHP.

2.3 Making MySQL Secure Against Attackers

When you connect to a MySQL server, you should use a password. The password is not transmitted in
clear text over the connection. Password handling during the client connection sequence was upgraded in
MySQL 4.1.1 to be very secure. If you are still using pre-4.1.1-style passwords, the encryption algorithm is
not as strong as the newer algorithm. With some effort, a clever attacker who can sniff the traffic between
the client and the server can crack the password. (See Section 2.2.4, “Password Hashing in MySQL", for a
discussion of the different password handling methods.)

All other information is transferred as text, and can be read by anyone who is able to watch the connection.
If the connection between the client and the server goes through an untrusted network, and you are
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concerned about this, you can use the compressed protocol to make traffic much more difficult to
decipher. You can also use MySQL's internal SSL support to make the connection even more secure.
See Section 5.6, “Using SSL for Secure Connections”. Alternatively, use SSH to get an encrypted TCP/
IP connection between a MySQL server and a MySQL client. You can find an Open Source SSH client at
http://www.openssh.org/, and a comparison of both Open Source and Commercial SSH clients at http://
en.wikipedia.org/wiki/Comparison_of _SSH_clients.

To make a MySQL system secure, you should strongly consider the following suggestions:

» Require all MySQL accounts to have a password. A client program does not necessarily know the
identity of the person running it. It is common for client/server applications that the user can specify
any user name to the client program. For example, anyone can use the nysql program to connect as
any other person simply by invoking it as nysql -u ot her _user db_nane if ot her _user has no
password. If all accounts have a password, connecting using another user's account becomes much
more difficult.

For a discussion of methods for setting passwords, see Section 5.5, “Assigning Account Passwords”.

» Make sure that the only Unix user account with read or write privileges in the database directories is the
account that is used for running nysql d.

» Never run the MySQL server as the Unix r oot user. This is extremely dangerous, because any
user with the FI LE privilege is able to cause the server to create files as r oot (for example,
~r oot /. bashr c). To prevent this, nysql d refuses to run as r oot unless that is specified explicitly
using the - - user =r oot option.

nysqgl d can (and should) be run as an ordinary, unprivileged user instead. You can create a separate
Unix account named nysql to make everything even more secure. Use this account only for
administering MySQL. To start nysqgl d as a different Unix user, add a user option that specifies the
user name in the [ nysql d] group of the my. cnf option file where you specify server options. For
example:

[nysql d]
user =nysql

This causes the server to start as the designated user whether you start it manually or by using
nmysql d_saf e ornysql . server. For more details, see Section 2.5, “How to Run MySQL as a Normal
User”.

Running nmysql d as a Unix user other than r oot does not mean that you need to change the r oot user
name in the user table. User names for MySQL accounts have nothing to do with user names for Unix
accounts.

» Do not grant the FI LE privilege to nonadministrative users. Any user that has this privilege can write
a file anywhere in the file system with the privileges of the mysqgl d daemon. This includes the server's
data directory containing the files that implement the privilege tables. To make FI LE-privilege operations
a bit safer, files generated with SELECT ... | NTO OUTFI LE do not overwrite existing files and are
writable by everyone.

The FI LE privilege may also be used to read any file that is world-readable or accessible to the Unix
user that the server runs as. With this privilege, you can read any file into a database table. This could
be abused, for example, by using LOAD DATAto load / et ¢/ passwd into a table, which then can be
displayed with SELECT.

To limit the location in which files can be read and written, set the secure fil e priv systemtoa
specific directory. See Server System Variables.
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» Do not grant the PROCESS or SUPER privilege to nonadministrative users. The output of nysql adni n
processl i st and SHOW PROCESSLI ST shows the text of any statements currently being executed, so
any user who is permitted to see the server process list might be able to see statements issued by other
users such as UPDATE user SET passwor d=PASSWORD( ' not _secure').

nysql d reserves an extra connection for users who have the SUPER privilege, so that a MySQL r oot
user can log in and check server activity even if all normal connections are in use.

The SUPER privilege can be used to terminate client connections, change server operation by changing
the value of system variables, and control replication servers.

» Do not permit the use of symlinks to tables. (This capability can be disabled with the - - ski p-
synbol i c- | i nks option.) This is especially important if you run nysql d as r oot , because anyone
that has write access to the server's data directory then could delete any file in the system! See Using
Symbolic Links for MyISAM Tables on Unix.

» Stored programs and views should be written using the security guidelines discussed in Access Control
for Stored Programs and Views.

* If you do not trust your DNS, you should use IP addresses rather than host names in the grant tables.
In any case, you should be very careful about creating grant table entries using host name values that
contain wildcards.

« If you want to restrict the number of connections permitted to a single account, you can do so by setting
the max_user _connecti ons variable in mnysql d. The GRANT statement also supports resource control
options for limiting the extent of server use permitted to an account. See GRANT Syntax.

* If the plugin directory is writable by the server, it may be possible for a user to write executable code
to a file in the directory using SELECT ... | NTO DUMPFI LE. This can be prevented by making
pl ugi n_di r read only to the server or by setting - - secure-fil e-pri v to a directory where SELECT
writes can be made safely.

2.4 Security-Related mysqld Options and Variables

The following table shows nmysql d options and system variables that affect security. For descriptions of
each of these, see Server Command Options, and Server System Variables.

Table 2.1 Security Option/Variable Summary

Name Cmd-Line Option File |System Var |Status Var |Var Scope |Dynamic
allow-suspicious- |Yes Yes

udfs

automatic_sp_privileges Yes Global Yes
chroot Yes Yes

des-key-file Yes Yes

local_infile Yes Global Yes
old_passwords Yes Both Yes
safe-show- Yes Yes

database

safe-user-create |Yes Yes

secure-auth Yes Yes Global Yes
- Variable: Yes Global Yes
secure_auth

14


http://dev.mysql.com/doc/refman/5.1/en/show-processlist.html
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_symbolic-links
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_symbolic-links
http://dev.mysql.com/doc/refman/5.1/en/symbolic-links-to-tables.html
http://dev.mysql.com/doc/refman/5.1/en/symbolic-links-to-tables.html
http://dev.mysql.com/doc/refman/5.1/en/stored-programs-security.html
http://dev.mysql.com/doc/refman/5.1/en/stored-programs-security.html
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html#sysvar_max_user_connections
http://dev.mysql.com/doc/refman/5.1/en/grant.html
http://dev.mysql.com/doc/refman/5.1/en/grant.html
http://dev.mysql.com/doc/refman/5.1/en/select.html
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html#sysvar_plugin_dir
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_secure-file-priv
http://dev.mysql.com/doc/refman/5.1/en/select.html
http://dev.mysql.com/doc/refman/5.1/en/server-options.html
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_allow-suspicious-udfs
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_allow-suspicious-udfs
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html#sysvar_automatic_sp_privileges
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_chroot
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_des-key-file
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html#sysvar_local_infile
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html#sysvar_old_passwords
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_safe-show-database
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_safe-show-database
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_safe-user-create
http://dev.mysql.com/doc/refman/5.1/en/server-options.html#option_mysqld_secure-auth
http://dev.mysql.com/doc/refman/5.1/en/server-system-variables.html#sysvar_secure_auth

How to Run MySQL as a Normal User

Name Cmd-Line Option File |System Var |Status Var |Var Scope |Dynamic
secure-file-priv Yes Yes Global No
- Variable: Yes Global No
secure_file_priv

skip-grant-tables |Yes Yes

skip-name-resolve|Yes Yes Global No
- Variable: Yes Global No
skip_name_resolve

skip-networking  |Yes Yes Global No
- Variable: Yes Global No
skip_networking

skip-show- Yes Yes Global No
database

- Variable: Yes Global No

skip_show_database

2.5 How to Run MySQL as a Normal User

On Windows, you can run the server as a Windows service using a hormal user account.

On Unix, the MySQL server mysql d can be started and run by any user. However, you should avoid
running the server as the Unix r oot user for security reasons. To change nysql d to run as a normal
unprivileged Unix user user nane, you must do the following:

1. Stop the server if it is running (use nysql adn n shut down).

2. Change the database directories and files so that user _nane has privileges to read and write files in
them (you might need to do this as the Unix r oot user):

shel | > chown -R user_nane /path/to/ nmysql/datadir

If you do not do this, the server will not be able to access databases or tables when it runs as
user _nane.

If directories or files within the MySQL data directory are symbolic links, chown - R might not follow
symbolic links for you. If it does not, you will also need to follow those links and change the directories
and files they point to.

3. Start the server as user user _namne. Another alternative is to start nysql d as the Unix r oot user
and use the - - user =user _nane option. nysql d starts up, then switches to run as the Unix user
user _nane before accepting any connections.

4. To start the server as the given user automatically at system startup time, specify the user name by
adding a user option to the [ nysql d] group of the / et ¢/ ny. cnf option file or the ny. cnf option file
in the server's data directory. For example:

[nysql d]
user =user _name

If your Unix machine itself is not secured, you should assign passwords to the MySQL r oot accounts
in the grant tables. Otherwise, any user with a login account on that machine can run the mysql client
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with a - - user =r oot option and perform any operation. (It is a good idea to assign passwords to
MySQL accounts in any case, but especially so when other login accounts exist on the server host.) See
Section 3.2, “Securing the Initial MySQL Accounts”.

2.6 Security Issues with LOAD DATA LOCAL

The LOAD DATA statement can load a file that is located on the server host, or it can load a file that is
located on the client host when the LOCAL keyword is specified.

There are two potential security issues with supporting the LOCAL version of LOAD DATA statements:

The transfer of the file from the client host to the server host is initiated by the MySQL server. In theory,
a patched server could be built that would tell the client program to transfer a file of the server's choosing
rather than the file named by the client in the LOAD DATA statement. Such a server could access any file
on the client host to which the client user has read access.

In a Web environment where the clients are connecting from a Web server, a user could use LOAD
DATA LOCAL to read any files that the Web server process has read access to (assuming that a user
could run any command against the SQL server). In this environment, the client with respect to the
MySQL server actually is the Web server, not the remote program being run by the user who connects to
the Web server.

To deal with these problems, we changed how LOAD DATA LOCAL is handled as of MySQL 3.23.49 and
MySQL 4.0.2 (4.0.13 on Windows):

By default, all MySQL clients and libraries in binary distributions are compiled with the - - enabl e-
 ocal -i nfil e option, to be compatible with MySQL 3.23.48 and before.

If you build MySQL from source but do not invoke conf i gur e with the - - enabl e-1 ocal -infile
option, LOAD DATA LOCAL cannot be used by any client unless it is written explicitly to invoke
nysql _options(... MySQ._OPT_LOCAL_I NFI LE, 0).See mysqgl_options().

You can disable all LOAD DATA LOCAL statements from the server side by starting nmysql d with the - -
| ocal -infile=0 option.

For the nysql command-line client, enable LOAD DATA LOCAL by specifying the - - | ocal -

i nfile[=1] option, or disable it with the - - | ocal -i nfi | e=0 option. For nysql i npor t, local data
file loading is off by default; enable it with the - - | ocal or - L option. In any case, successful use of a
local load operation requires that the server permits it.

If you use LOAD DATA LOCAL in Perl scripts or other programs that read the [ cl i ent] group from
option files, you can add the | ocal -i nfi | e=1 option to that group. However, to keep this from causing
problems for programs that do not understand | ocal -i nfi | e, specify it using the | oose- prefix:

[client]
| oose-local -infile=1

If LOAD DATA LOCAL is disabled, either in the server or the client, a client that attempts to issue such a
statement receives the following error message:

ERROR 1148: The used conmand is not allowed with this M/SQ version

2.7 Client Programming Security Guidelines

Applications that access MySQL should not trust any data entered by users, who can try to trick your
code by entering special or escaped character sequences in Web forms, URLS, or whatever application
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you have built. Be sure that your application remains secure if a user enters something like “; DROP
DATABASE nysql ; ". This is an extreme example, but large security leaks and data loss might occur as a
result of hackers using similar techniques, if you do not prepare for them.

A common mistake is to protect only string data values. Remember to check numeric data as well. If an
application generates a query such as SELECT * FROM t abl e WHERE | D=234 when a user enters
the value 234, the user can enter the value 234 OR 1=1 to cause the application to generate the query
SELECT * FROM tabl e WHERE | D=234 OR 1=1. As a result, the server retrieves every row in the
table. This exposes every row and causes excessive server load. The simplest way to protect from

this type of attack is to use single quotation marks around the numeric constants: SELECT * FROM

tabl e WHERE | D=" 234" . If the user enters extra information, it all becomes part of the string. In a
numeric context, MySQL automatically converts this string to a number and strips any trailing nonnumeric
characters from it.

Sometimes people think that if a database contains only publicly available data, it need not be protected.
This is incorrect. Even if it is permissible to display any row in the database, you should still protect against
denial of service attacks (for example, those that are based on the technique in the preceding paragraph
that causes the server to waste resources). Otherwise, your server becomes unresponsive to legitimate
users.

Checklist:

» Enable strict SQL mode to tell the server to be more restrictive of what data values it accepts. See
Server SQL Modes.

» Try to enter single and double quotation marks (*' " and “" ") in all of your Web forms. If you get any kind
of MySQL error, investigate the problem right away.

e Try to modify dynamic URLs by adding %22 (“" "), %23 (“#"), and %27 (*' ") to them.

» Try to modify data types in dynamic URLs from numeric to character types using the characters shown in
the previous examples. Your application should be safe against these and similar attacks.

» Try to enter characters, spaces, and special symbols rather than numbers in numeric fields. Your
application should remove them before passing them to MySQL or else generate an error. Passing
unchecked values to MySQL is very dangerous!

» Check the size of data before passing it to MySQL.

» Have your application connect to the database using a user name different from the one you use for
administrative purposes. Do not give your applications any access privileges they do not need.

Many application programming interfaces provide a means of escaping special characters in data values.
Properly used, this prevents application users from entering values that cause the application to generate
statements that have a different effect than you intend:

» MySQL C API: Use the nysql real escape_string() APIcall.
* MySQL++:; Use the escape and quot e modifiers for query streams.

» PHP: Use either the nysql i or pdo_mysql extensions, and not the older ext / mysql extension.
The preferred API's support the improved MySQL authentication protocol and passwords, as well as
prepared statements with placeholders. See also Choosing an API.

If the older ext / nysql extension must be used, then for escaping use the

nysql real escape_string() functionand not mysql escape_string() oraddsl ashes()
because only nysql real escape_string() is character set-aware; the other functions can be
“bypassed” when using (invalid) multibyte character sets.
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» Perl DBI: Use placeholders or the quot e() method.
» Ruby DBI: Use placeholders or the quot e() method.
» Java JDBC: Use a Pr epar edSt at enent object and placeholders.

Other programming interfaces might have similar capabilities.
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This section discusses post-installation items for Unix systems. If you are using Windows, see Windows
Postinstallation Procedures.

After installing MySQL, there are some items that you should address. For example:

» You should initialize the data directory and create the MySQL grant tables, as describe in Section 3.1,
“Unix Postinstallation Procedures”.

« An important security concern is that the initial accounts in the grant tables have no passwords. You
should assign passwords to prevent unauthorized access to the MySQL server. For instructions, see
Section 3.2, “Securing the Initial MySQL Accounts”.

» Optionally, you can create time zone tables to enable recognition of named time zones. For instructions,
seenysql tzinfo to sql — Load the Time Zone Tables.

« If you have trouble getting the server to start, see Section 3.1.3, “Starting and Troubleshooting the
MySQL Server”.

* When you are ready to create additional user accounts, you can find information on the MySQL access
control system and account management in Chapter 4, The MySQL Access Privilege System, and
Chapter 5, MySQL User Account Management.

3.1 Unix Postinstallation Procedures

After installing MySQL on Unix, you must initialize the grant tables, start the server, and make sure that
the server works satisfactorily. You may also wish to arrange for the server to be started and stopped
automatically when your system starts and stops. You should also assign passwords to the accounts in the
grant tables.

On Unix, the grant tables are set up by the mysqgl i nstal | _db program. For some installation methods,
this program is run for you automatically if an existing database cannot be found.

« If you install MySQL on Linux using RPM distributions, the server RPM runs nysql _i nstal | _db.

 Using the native packaging system on many platforms, including Debian Linux, Ubuntu Linux, Gentoo
Linux and others, the nysql i nstal | _db command is run for you.

« If you install MySQL on Mac OS X using a DMG distribution, the installer runs mysqgl i nstal | _db.

For other platforms and installation types, including generic binary and source installs, you will need to run
nysqgl _i nstall _db yourself.

The following procedure describes how to initialize the grant tables (if that has not previously been done)
and start the server. It also suggests some commands that you can use to test whether the server is
accessible and working properly. For information about starting and stopping the server automatically, see
Section 3.1.2, “Starting and Stopping MySQL Automatically”.
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After you complete the procedure and have the server running, you should assign passwords to the
accounts created by nysql i nstal | _db and perhaps restrict access to test databases. For instructions,
see Section 3.2, “Securing the Initial MySQL Accounts”.

In the examples shown here, the server runs under the user ID of the mysql login account. This assumes
that such an account exists. Either create the account if it does not exist, or substitute the name of a
different existing login account that you plan to use for running the server. For information about creating
the account, see Creating a nysql System User and Group, in Installing MySQL on Unix/Linux Using
Generic Binaries.

1. Change location into the top-level directory of your MySQL installation, represented here by BASEDI R:

shel | > cd BASEDI R

BASEDI Ris the installation directory for your MySQL instance. It is likely to be something like / usr/
[ ocal / mysql or/usr/ | ocal . The following steps assume that you have changed location to this
directory.

You will find several files and subdirectories in the BASEDI R directory. The most important for
installation purposes are the bi n and scr i pt s subdirectories:

e The bi n directory contains client programs and the server. You should add the full path name of this
directory to your PATH environment variable so that your shell finds the MySQL programs properly.
See Environment Variables.

For some distribution types, nysql d is installed in the | i bexec directory.

e The scri pt s directory contains the mysqgl _i nstal | _db program used to initialize the mysq|l
database containing the grant tables that store the server access permissions.

For some distribution types, nysql _i nst al | _db is installed in the bi n directory.

2. If necessary, ensure that the distribution contents are accessible to nysql . If you installed the
distribution as nmysql , no further action is required. If you installed the distribution as r oot , its contents
will be owned by r oot . Change its ownership to mysql by executing the following commands as r oot
in the installation directory. The first command changes the owner attribute of the files to the mysql
user. The second changes the group attribute to the mysql group.

shel | > chown -R nysql
shel | > chgrp -R nysql

3. If necessary, run the nysql i nstal | _db program to set up the initial MySQL grant tables containing
the privileges that determine how users are permitted to connect to the server. You will need to do this
if you used a distribution type for which the installation procedure does not run the program for you.

Typically, nysql i nstal | _db needs to be run only the first time you install MySQL, so you can
skip this step if you are upgrading an existing installation, However, nysql _i nst al | _db does not
overwrite any existing privilege tables, so it should be safe to run in any circumstances.

The exact location of mysql _i nst al | _db depends on the layout for your given installation.
To initialize the grant tables, use one of the following commands, depending on whether
nysqgl _install _dbislocated in the bi n or scri pt s directory:

shel | > scripts/nysqgl _install _db --user=nysql
shel | > bin/nysqgl _install _db --user=nysql
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It might be necessary to specify other options such as - - basedi r or - - dat adi r if
nysql i nstal |l _db does not identify the correct locations for the installation directory or data
directory. For example:

shel | > scripts/nmysqgl _install_db --user=nysql \
- - basedi r=/ opt/ nysql / mysqgl \
--dat adi r=/ opt/ nysql / nysql / dat a

The nysql _i nstal | _db program creates the server's data directory with mysql as the owner. Under
the data directory, it creates directories for the nysgl database that holds the grant tables and the

t est database that you can use to test MySQL. The script also creates privilege table entries for r oot
and anonymous-user accounts. The accounts have no passwords initially. Section 3.2, “Securing the
Initial MySQL Accounts”, describes the initial privileges. Briefly, these privileges permit the MySQL

r oot user to do anything, and permit anybody to create or use databases with a name of t est or
starting with t est _. See Chapter 4, The MySQL Access Privilege System, for a complete listing and
description of the grant tables.

It is important to make sure that the database directories and files are owned by the mysql login
account so that the server has read and write access to them when you run it later. To ensure this if
you run nmysgl _install _db asroot,include the - - user option as shown. Otherwise, you should
execute the program while logged in as mysql , in which case you can omit the - - user option from the
command.

If you do not want to have the t est database, you can remove it after starting the server, using the
instructions in Section 3.2, “Securing the Initial MySQL Accounts”.

If you have trouble with mysql _i nstal | _db at this point, see Section 3.1.1, “Problems Running
mysql_install_db”.

Most of the MySQL installation can be owned by r oot if you like. The exception is that the data
directory must be owned by nmysql . To accomplish this, run the following commands as r oot in the
installation directory. For some distribution types, the data directory might be named var rather than
dat a; adjust the second command accordingly.

shel | > chown -R root .
shel | > chown -R nysqgl data

If the plugin directory (the directory named by the pl ugi n_di r system variable) is writable by

the server, it may be possible for a user to write executable code to a file in the directory using
SELECT ... | NTO DUWMPFI LE. This can be prevented by making pl ugi n_di r read only to the
server or by setting - - secure-fil e-priv to adirectory where SELECT writes can be made safely.

If you installed MySQL using a source distribution, you may want to optionally copy one of the provided
configuration files from the support -fi | es directory into your / et ¢ directory. There are different
sample configuration files for different use cases, server types, and CPU and RAM configurations. If
you want to use one of these standard files, you should copyitto/ et c/ ny. cnf,or/etc/ nmysql/

ny. cnf and edit and check the configuration before starting your MySQL server for the first time.

If you do not copy one of the standard configuration files, the MySQL server will be started with the
default settings.

If you want MySQL to start automatically when you boot your machine, you can copy support -
files/nysql.server tothe location where your system has its startup files. More information can
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be found in the mysql . ser ver script itself, and in Section 3.1.2, “Starting and Stopping MySQL
Automatically”.

Start the MySQL server:

shel | > bin/ nmysql d_safe --user=nysql &

It is important that the MySQL server be run using an unprivileged (non-r oot ) login account. To ensure
this if you run mysql d_saf e asr oot , include the - - user option as shown. Otherwise, you should
execute the program while logged in as mysql , in which case you can omit the - - user option from the
command.

For further instructions for running MySQL as an unprivileged user, see Section 2.5, “How to Run
MySQL as a Normal User”.

If the command fails immediately and prints nysql d ended, look for information in the error log (which
by default is the host _nane. err file in the data directory).

If you neglected to create the grant tables by running nysql _i nstal | _db before proceeding to this
step, the following message appears in the error log file when you start the server:

nysqld: Can't find file: 'host.frni

This error also occurs if you run nmysql _i nstal | _db asroot without the - - user option. Remove
the dat a directory and run nysql _i nst al | _db with the - - user option as described previously.

If you have other problems starting the server, see Section 3.1.3, “Starting and Troubleshooting the
MySQL Server”. For more information about nysql d_saf e, see nysql d_saf e — MySQL Server
Startup Script.

Use nysql admi n to verify that the server is running. The following commands provide simple tests to

check whether the server is up and responding to connections:

shel | > bi n/ nmysqgl adm n versi on
shel | > bi n/ nysql adm n vari abl es

The output from nysql admi n ver si on varies slightly depending on your platform and version of
MySQL, but should be similar to that shown here:

shel | > bi n/ nysqgl adm n versi on
nysql admin Ver 14.12 Distrib 5.1.73, for pc-Ilinux-gnu on i 686

Server version 5.1.73

Pr ot ocol version 10

Connecti on Local host via UN X socket
UNI X socket /var/lib/nysql /nysql . sock
Upti ne: 14 days 5 hours 5 min 21 sec

Threads: 1 Questions: 366 Slow queries: O
Opens: 0 Flush tables: 1 Open tables: 19
Queri es per second avg: 0.000

To see what else you can do with nysql admi n, invoke it with the - - hel p option.

Verify that you can shut down the server:

shel | > bin/nmysqgl adm n -u root shutdown
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10. Verify that you can start the server again. Do this by using nysql d_saf e or by invoking mysql d
directly. For example:

shel | > bi n/ nysql d_safe --user=nysql &

If nysql d_saf e fails, see Section 3.1.3, “Starting and Troubleshooting the MySQL Server”.

11. Run some simple tests to verify that you can retrieve information from the server. The output should be
similar to what is shown here:

shel | > bi n/ nysqgl show

doococcooocococoooooo +
[ Dat abases [
doococcooocococoooooo +
| information_schema |
| nysql |
| test [
doococcooocococoooooo +

shel | > bi n/ mysqgl show nysql
Dat abase: nysql

| colums_priv [
| db |
| event [
| func [
| hel p_category [
| hel p_keyword [
| help_relation [
| hel p_topic [
| host [
| plugin |
| proc |
| procs_priv [
| servers [
| tables_priv [
| time_zone [
| time_zone_| eap_second [
| time_zone_nane [
| time_zone_transition [
| time_zone_transition_type |
| user [

+

shel | > bi n/ mysql -e "SELECT Host, Db, User FROM db" nysql

12. There is a benchmark suite in the sql - bench directory (under the MySQL installation directory) that
you can use to compare how MySQL performs on different platforms. The benchmark suite is written
in Perl. It requires the Perl DBI module that provides a database-independent interface to the various
databases, and some other additional Perl modules:

DBl
DBD: : nysql
Dat a: : Dunper

Dat a: : ShowTabl e
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These modules can be obtained from CPAN (http://www.cpan.org/). See also Installing Perl on Unix.

The sql - bench/ Resul t s directory contains the results from many runs against different databases
and platforms. To run all tests, execute these commands:

shel | > cd sql - bench
shell > perl run-all-tests

If you do not have the sql - bench directory, you probably installed MySQL using RPM files other than
the source RPM. (The source RPM includes the sql - bench benchmark directory.) In this case, you
must first install the benchmark suite before you can use it. There are separate benchmark RPM files
named nysql - bench- VERSI ON. i 386. r pmthat contain benchmark code and data.

If you have a source distribution, there are also tests inits t est s subdirectory that you can run. For
example, to run aut o_i ncrenent . t st, execute this command from the top-level directory of your
source distribution:

shel | > nysqgl -vvf test < ./tests/auto_increnent.tst

The expected result of the test can be found in the . / t est s/ aut o_i ncrenent . r es file.

13. At this point, you should have the server running. However, none of the initial MySQL accounts have a
password, and the server permits permissive access to test databases. To tighten security, follow the
instructions in Section 3.2, “Securing the Initial MySQL Accounts”.

The MySQL 5.1 installation procedure creates time zone tables in the nysql database but does not
populate them. To do so, use the instructions in MySQL Server Time Zone Support.

To make it more convenient to invoke programs installed in the bi n directory under the installation
directory, you can add that directory to your PATH environment variable setting. That enables you to run a
program by typing only its name, not its entire path name. See Setting Environment Variables.

You can set up new accounts using the bi n/ mysqgl _set per m ssi on script if you install the DBI and
DBD: : nysql Perl modules. See nysql _set per m ssi on — Interactively Set Permissions in Grant
Tables. For Perl module installation instructions, see Perl Installation Notes.

If you would like to use nysql access and have the MySQL distribution in some nonstandard location,

you must change the location where nysql access expects to find the mysql client. Edit the bi n/
nysql access script at approximately line 18. Search for a line that looks like this:

$MYSQL = '"Jusr/local /bin/nysqgl"'; # path to nmysqgl executable

Change the path to reflect the location where nysql actually is stored on your system. If you do not do
this, a Br oken pi pe error will occur when you run nysql access.

3.1.1 Problems Running mysql_install_db

The purpose of the nysql _i nstal | _db program is to generate new MySQL privilege tables. It does not
overwrite existing MySQL privilege tables, and it does not affect any other data.

If you want to re-create your privilege tables, first stop the nysql d server if it is running. Then rename
the mysql directory under the data directory to save it, and then run nysql i nstal | _db. Suppose
that your current directory is the MySQL installation directory and that nysql i nstal | _db is located
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in the bi n directory and the data directory is named dat a. To rename the nysql database and re-run
nysqgl i nstall _db, use these commands.

shel | > nv data/nysqgl data/nysql.old
shel | > scripts/nysqgl _install _db --user=nysq

When you run nysql _i nstal | _db, you might encounter the following problems:
* nysql _install _db fails to install the grant tables

You may find that mysqgl i nstall db fails to install the grant tables and terminates after displaying the
following messages:

Starting nysqgld daenon with databases from XXXXXX
nysql d ended

In this case, you should examine the error log file very carefully. The log should be located in the
directory XXXXXX named by the error message and should indicate why nysql d did not start. If you do
not understand what happened, include the log when you post a bug report. See How to Report Bugs or
Problems.

e Thereis anysql d process running

This indicates that the server is running, in which case the grant tables have probably been created
already. If so, there is no need to run nysql _i nst al | _db at all because it needs to be run only once
(when you install MySQL the first time).

 Installing a second nysql d server does not work when one server is running

This can happen when you have an existing MySQL installation, but want to put a new installation in a
different location. For example, you might have a production installation, but you want to create a second
installation for testing purposes. Generally the problem that occurs when you try to run a second server
is that it tries to use a network interface that is in use by the first server. In this case, you should see one
of the following error messages:

Can't start server: Bind on TCP/IP port:
Address al ready in use
Can't start server: Bind on unix socket...

For instructions on setting up multiple servers, see Running Multiple MySQL Instances on One Machine.
* You do not have write access to the / t np directory

If you do not have write access to create temporary files or a Unix socket file in the default location (the
/ t mp directory) or the TMP_DI R environment variable, if it has been set, an error occurs when you run
nysqgl _install _db orthe mysqgl d server.

You can specify different locations for the temporary directory and Unix socket file by executing these
commands prior to starting mysql _i nstal | _db ornysqgl d, where sone_t np_di r is the full path
name to some directory for which you have write permission:

shel | > TMPDI R=/ sone_tnp_di r/
shel | > MYSQL_UNI X_PORT=/ sone_t np_di r/ nmysql . sock
shel | > export TMPDI R MYSQL_UNI X_PORT

Then you should be able to run nysqgl _i nstal | _db and start the server with these commands:
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shel | > scripts/nmysqgl _install_db --user=nysql
shel | > bin/ nmysql d_safe --user=nysql &

If nysql _i nstal |l _db islocated in the bi n directory, modify the first command to bi n/
nmysql _install _db.

See How to Protect or Change the MySQL Unix Socket File, and Environment Variables.

There are some alternatives to running the nysql i nstal | _db program provided in the MySQL
distribution:

« If you want the initial privileges to be different from the standard defaults, you can modify
nysql i nstall _db before you run it. However, it is preferable to use GRANT and REVOKE to change
the privileges after the grant tables have been set up. In other words, you can run nmysqgl i nstal | _db,
and then use nysql -u root nysql to connect to the server as the MySQL r oot user so that you
can issue the necessary GRANT and REVOKE statements.

If you want to install MySQL on several machines with the same privileges, you can put the
GRANT and REVOKE statements in a file and execute the file as a script using nysql after running
nysql i nstall _db. For example:

shel | > scripts/nysqgl _install_db --user=nysql
shel | > bin/nysgl -u root < your_script_file

By doing this, you can avoid having to issue the statements manually on each machine.

* Itis possible to re-create the grant tables completely after they have previously been created. You
might want to do this if you are just learning how to use GRANT and REVOKE and have made so many
modifications after running nysql _i nst al | _db that you want to wipe out the tables and start over.

To re-create the grant tables, remove all the . f rm . Myl , and . MyDfiles in the mysql database
directory. Then run the nysql _i nst al | _db program again.

* You can start mysql d manually using the - - ski p- gr ant - t abl es option and add the privilege
information yourself using nmysql :

shel | > bi n/ nysql d_safe --user=nysql --skip-grant-tables &
shel | > bi n/ mysql nysql

From nysql , manually execute the SQL commands contained in nysql _i nstal | _db. Make sure that
you run nysgl admi n flush-privil eges ornysql adm n rel oad afterward to tell the server to
reload the grant tables.

Note that by not using nysql i nstal | _db, you not only have to populate the grant tables manually,
you also have to create them first.

3.1.2 Starting and Stopping MySQL Automatically

Generally, you start the mysql d server in one of these ways:
» Invoke nysql d directly. This works on any platform.

* Invoke nysql d_saf e, which tries to determine the proper options for mysql d and then runs it with
those options. This script is used on Unix and Unix-like systems. See nysql d_saf e — MySQL Server
Startup Script.
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e Invoke nysql . server. This script is used primarily at system startup and shutdown on systems that
use System V-style run directories (thatis, / et ¢/ i ni t . d and run-level specific directories), where
it usually is installed under the name nysql . The nysql . server script starts the server by invoking
nysql d_saf e. See nysql . server — MySQL Server Startup Script.

* On Mac OS X, install a separate MySQL Startup Item package to enable the automatic startup of
MySQL on system startup. The Startup Item starts the server by invoking nysql . ser ver . See Installing
the MySQL Startup Item, for details. A MySQL Preference Pane also provides control for starting and
stopping MySQL through the System Preferences, see Installing and Using the MySQL Preference
Pane.

» Use the Solaris/OpenSolaris service management framework (SMF) system to initiate and control
MySQL startup. For more information, see Installing MySQL on OpenSolaris Using IPS.

The nysql d_saf e and nysql . ser ver scripts, Solaris/‘OpenSolaris SMF, and the Mac OS X Startup
Item (or MySQL Preference Pane) can be used to start the server manually, or automatically at system
startup time. nysql . server and the Startup Item also can be used to stop the server.

To start or stop the server manually using the nysqgl . ser ver script, invoke it with st art or st op
arguments:

shel | > nysqgl . server start
shel | > nysqgl . server stop

Before mysql . ser ver starts the server, it changes location to the MySQL installation directory, and
then invokes mysql d_saf e. If you want the server to run as some specific user, add an appropriate
user option to the [ mysql d] group of the / et ¢/ ny. cnf option file, as shown later in this section. (It is
possible that you will need to edit nysql . server if you've installed a binary distribution of MySQL in a
nonstandard location. Modify it to change location into the proper directory before it runs nysql d_saf e.
If you do this, your modified version of nysql . ser ver may be overwritten if you upgrade MySQL in the
future, so you should make a copy of your edited version that you can reinstall.)

nysql . server st op stops the server by sending a signal to it. You can also stop the server manually by
executing nysqgl adm n shut down.

To start and stop MySQL automatically on your server, you need to add start and stop commands to the
appropriate places in your / et c/ r c* files.

If you use the Linux server RPM package (MySQL- ser ver - VERSI ON. r p), or a native Linux package
installation, the nysql . ser ver script may be installed in the / et c/ i ni t . d directory with the name
nysql . See Installing MySQL on Linux Using RPM Packages, for more information on the Linux RPM
packages.

Some vendors provide RPM packages that install a startup script under a different name such as nysql d.

If you install MySQL from a source distribution or using a binary distribution format that does not install
nysql . server automatically, you can install it manually. The script can be found in the support-files
directory under the MySQL installation directory or in a MySQL source tree.

Toinstall mysql . ser ver manually, copy ittothe /et c/init. d directory with the name nysql , and then
make it executable. Do this by changing location into the appropriate directory where nysql . server is
located and executing these commands:

shel | > cp nysql .server /etc/init.d/ mysql
shel | > chnmod +x /etc/init.d/ mysql
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Note

Older Red Hat systems use the / et ¢/ rc. d/ i ni t. d directory rather than / et ¢/
i ni t.d.Adjust the preceding commands accordingly. Alternatively, first create /
etc/init.dasasymbolic link that pointsto/etc/rc.d/init.d:

shell > cd /etc
shell>1In -s rc.d/init.d .

After installing the script, the commands needed to activate it to run at system startup depend on your
operating system. On Linux, you can use chkconfi g:

shel | > chkconfig --add nysql

On some Linux systems, the following command also seems to be necessary to fully enable the nysql
script:

shel | > chkconfig --1evel 345 nysqgl on

On FreeBSD, startup scripts generally should goin/ usr/ |l ocal /etc/rc.d/.Therc(8) manual page
states that scripts in this directory are executed only if their basename matches the *. sh shell file name
pattern. Any other files or directories present within the directory are silently ignored. In other words, on
FreeBSD, you should install the nysql . server scriptas/usr/ |l ocal /etc/rc.d/ nysql.server. sh
to enable automatic startup.

As an alternative to the preceding setup, some operating systems also use / etc/rc. | ocal or/etc/
init.d/ boot.|ocal to start additional services on startup. To start up MySQL using this method, you
could append a command like the one following to the appropriate startup file:

/bin/sh -c 'cd /usr/local/nysql; ./bin/nysqld_safe --user=nysql &
For other systems, consult your operating system documentation to see how to install startup scripts.

You can add options for mysql . server inaglobal/ et c/ ny. cnf file. A typical / et ¢/ ny. cnf file might
look like this:

[nysql d]

dat adi r=/usr /| ocal / mysql / var
socket =/ var/t np/ nysql . sock
por t =3306

user =nysql

[ mysql . server]

basedi r=/usr/ 1 ocal / mysql

The nysql . server script supports the following options: basedi r, dat adi r,and pi d-fil e. If
specified, they must be placed in an option file, not on the command line. mysql . ser ver supports only
start and st op as command-line arguments.

The following table shows which option groups the server and each startup script read from option files.

Table 3.1 MySQL Startup scripts and supported server option groups

Script Option Groups

mysql d [ nysqgl d], [server],[mysql d- maj or _versi on]
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Script Option Groups

mysql d_safe [nysqgl d],[server],[mysql d_saf e]

nmysql . server [mysql d], [ nysql .. server],[server]

[ mysqgl d- maj or _ver si on] means that groups with names like [ mysql d- 5. 0] and [ nysql d- 5. 1]
are read by servers having versions 5.0.x, 5.1.x, and so forth. This feature can be used to specify options
that can be read only by servers within a given release series.

For backward compatibility, nysql . ser ver also reads the [ mysql _server] group and nysqgl d_saf e
also reads the [ saf e_mnysql d] group. However, you should update your option files to use the
[ mysql . server] and [ nysql d_saf e] groups instead when using MySQL 5.1.

For more information on MySQL configuration files and their structure and contents, see Using Option
Files.

3.1.3 Starting and Troubleshooting the MySQL Server

This section provides troubleshooting suggestions for problems starting the server on Unix. If you are using
Windows, see Troubleshooting a Microsoft Windows MySQL Server Installation.

If you have problems starting the server, here are some things to try:

» Check the error log to see why the server does not start.

» Specify any special options needed by the storage engines you are using.
» Make sure that the server knows where to find the data directory.

» Make sure that the server can access the data directory. The ownership and permissions of the data
directory and its contents must be set such that the server can read and modify them.

 Verify that the network interfaces the server wants to use are available.

Some storage engines have options that control their behavior. You can create a ny. cnf file and specify
startup options for the engines that you plan to use. If you are going to use storage engines that support
transactional tables (I nnoDB, NDB), be sure that you have them configured the way you want before
starting the server:

If you are using | nnoDB tables, see InnoDB Configuration.
If you are using MySQL Cluster, see Configuration of MySQL Cluster NDB 6.1-7.1.

Storage engines will use default option values if you specify none, but it is recommended that you review
the available options and specify explicit values for those for which the defaults are not appropriate for your
installation.

When the mysql d server starts, it changes location to the data directory. This is where it expects to find
databases and where it expects to write log files. The server also writes the pid (process ID) file in the data
directory.

The data directory location is hardwired in when the server is compiled. This is where the server looks for
the data directory by default. If the data directory is located somewhere else on your system, the server will
not work properly. You can determine what the default path settings are by invoking mysql d with the - -
ver bose and - - hel p options.
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If the default locations do not match the MySQL installation layout on your system, you can override them
by specifying options to nysql d or nysql d_saf e on the command line or in an option file.

To specify the location of the data directory explicitly, use the - - dat adi r option. However, normally you
can tell mysql d the location of the base directory under which MySQL is installed and it looks for the data
directory there. You can do this with the - - basedi r option.

To check the effect of specifying path options, invoke nysqgl d with those options followed by the - -
ver bose and - - hel p options. For example, if you change location into the directory where nysql d
is installed and then run the following command, it shows the effect of starting the server with a base
directory of / usr/ | ocal :

shell > ./ nysqgl d --basedir=/usr/local --verbose --help

You can specify other options such as - - dat adi r as well, but - - ver bose and - - hel p must be the last
options.

Once you determine the path settings you want, start the server without - - ver bose and - - hel p.

If mysql d is currently running, you can find out what path settings it is using by executing this command:

shel | > nysqgl adm n vari abl es

Or:

shel | > nysqgl admi n -h host_nane vari abl es
host _nane is the name of the MySQL server host.

If you get Er r code 13 (which means Per m ssi on deni ed) when starting mysql d, this means that the
privileges of the data directory or its contents do not permit server access. In this case, you change the
permissions for the involved files and directories so that the server has the right to use them. You can also
start the server as r oot , but this raises security issues and should be avoided.

On Unix, change location into the data directory and check the ownership of the data directory and its
contents to make sure the server has access. For example, if the data directory is / usr/ | ocal / nmysql /
var, use this command:

shell> |s -la /usr/local/nysql/var

If the data directory or its files or subdirectories are not owned by the login account that you use for running
the server, change their ownership to that account. If the account is named nysql , use these commands:

shel | > chown -R nysqgl /usr/local/nysql/var
shel | > chgrp -R nysqgl /usr/l|ocal/nysql/var

If it possible that even with correct ownership, MySQL may fail to start up if there is other security software
running on your system that manages application access to various parts of the file system. In this case,
you may need to reconfigure that software to enable mysql d to access the directories it uses during
normal operation.

If the server fails to start up correctly, check the error log. Log files are located in the data directory
(typically C: \ Program Fi | es\ MySQL\ MySQL Server 5. 1\ dat a on Windows, / usr/ | ocal / mysql /
dat a for a Unix binary distribution, and / usr /| ocal / var for a Unix source distribution). Look in the data
directory for files with names of the form host _nane. err and host _nane. | og, where host _nane is
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Securing the Initial MySQL Accounts

the name of your server host. Then examine the last few lines of these files. On Unix, you canuset ai | to
display them:

shel | > tail host_nane.err
shel |l > tail host_nane. | og

The error log should contain information that indicates why the server could not start.

If either of the following errors occur, it means that some other program (perhaps another mysql d server)
is using the TCP/IP port or Unix socket file that nysql d is trying to use:

Can't start server: Bind on TCP/IP port: Address already in use
Can't start server: Bind on unix socket...

Use ps to determine whether you have another nysql d server running. If so, shut down the server before
starting nysql d again. (If another server is running, and you really want to run multiple servers, you can
find information about how to do so in Running Multiple MySQL Instances on One Machine.)

If no other server is running, try to execute the command t el net your host nane

tcp_i p_port_nunber. (The default MySQL port number is 3306.) Then press Enter a couple of
times. If you do not get an error message liket el net: Unable to connect to renote host:
Connection refused, some other program is using the TCP/IP port that nysql d is trying to use. You
will need to track down what program this is and disable it, or else tell mysql d to listen to a different port
with the - - port option. In this case, you will also need to specify the port number for client programs
when connecting to the server using TCP/IP.

Another reason the port might be inaccessible is that you have a firewall running that blocks connections to
it. If so, modify the firewall settings to permit access to the port.

If the server starts but you cannot connect to it, you should make sure that you have an entry in/ et c/
host s that looks like this:

127.0.0.1 | ocal host

If you cannot get mysql d to start, you can try to make a trace file to find the problem by using the - -
debug option. See The DBUG Package.

3.2 Securing the Initial MySQL Accounts

Part of the MySQL installation process is to set up the nysql database that contains the grant tables:
» Windows distributions contain preinitialized grant tables.

* On Unix, the nysqgl _i nstal | _db program populates the grant tables. Some installation methods run
this program for you. Others require that you execute it manually. For details, see Section 3.1, “Unix
Postinstallation Procedures”.

The nysql . user grant table defines the initial MySQL user accounts and their access privileges:

* Some accounts have the user name r oot . These are superuser accounts that have all privileges and
can do anything. The initial r oot account passwords are empty, So anyone can connect to the MySQL
server as r oot without a password and be granted all privileges.

* On Windows, r oot accounts are created that permit connections from the local host only.
Connections can be made by specifying the host name | ocal host or the IP address 127. 0. 0. 1.
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If the user selects the Enable root access from remote machines option during installation, the
Windows installer creates another r oot account that permits connections from any host.

* On Unix, each r oot account permits connections from the local host. Connections can be made by
specifying the host name | ocal host , the IP address 127. 0. 0. 1, or the actual host name or IP
address.

An attempt to connect to the host 127. 0. 0. 1 normally resolves to the | ocal host account. However,
this fails if the server is run with the - - ski p- nane- r esol ve option, so the 127. 0. 0. 1 account is
useful in that case.

¢ Some accounts are for anonymous users. These have an empty user name. The anonymous accounts
have no password, so anyone can use them to connect to the MySQL server.

* On Windows, there is one anonymous account that permits connections from the local host.
Connections can be made by specifying a host name of | ocal host . The account has no global
privileges. (Before MySQL 5.1.16, it has all global privileges, just like the r oot accounts.)

« On Unix, each anonymous account permits connections from the local host. Connections can be
made by specifying a host name of | ocal host for one of the accounts, or the actual host name or IP
address for the other.

To display which accounts exist in the mysql . user table and check whether their passwords are empty,
use the following statement:

nmysqgl > SELECT User, Host, Password FROM nysql . user;

I
+
| root | Iocal host | |
| root | myhost.exanpl e.com | |
| root | 127.0.0.1 | |
| | 1 ocal host | |
| nmyhost . exanpl e. com | |
+

This output indicates that there are several r oot and anonymous-user accounts, none of which have
passwords. The output might differ on your system, but the presence of accounts with empty passwords
means that your MySQL installation is unprotected until you do something about it:

* You should assign a password to each MySQL r oot account.

« If you want to prevent clients from connecting as anonymous users without a password, you should
either assign a password to each anonymous account or else remove the accounts.

In addition, the nmysql . db table contains rows that permit all accounts to access the t est database and
other databases with names that start with t est _. This is true even for accounts that otherwise have no
special privileges such as the default anonymous accounts. This is convenient for testing but inadvisable
on production servers. Administrators who want database access restricted only to accounts that have
permissions granted explicitly for that purpose should remove these mysqgl . db table rows.

The following instructions describe how to set up passwords for the initial MySQL accounts, first for

the r oot accounts, then for the anonymous accounts. The instructions also cover how to remove the
anonymous accounts, should you prefer not to permit anonymous access at all, and describe how to
remove permissive access to test databases. Replace newpwd in the examples with the password that you
want to use. Replace host _nane with the name of the server host. You can determine this name from the
output of the preceding SELECT statement. For the output shown, host _nane is nyhost . exanpl e. com
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Assigning root Account Passwords

Note

For additional information about setting passwords, see Section 5.5, “Assigning
Account Passwords”. If you forget your r oot password after setting it, see How to
Reset the Root Password.

You might want to defer setting the passwords until later, to avoid the need to specify them while you
perform additional setup or testing. However, be sure to set them before using your installation for
production purposes.

To set up additional accounts, see Section 5.2, “Adding User Accounts”.

Assigning root Account Passwords

The r oot account passwords can be set several ways. The following discussion demonstrates three
methods:

» Use the SET PASSWORD statement
» Use the UPDATE statement
* Use the nysql adm n command-line client program

To assign passwords using SET PASSWORD, connect to the server as r oot and issue a SET PASSWORD
statement for each r oot account listed in the mysqgl . user table. Be sure to encrypt the password using
the PASSWORD( ) function.

For Windows, do this:

shel | > nysqgl -u root

nysqgl > SET PASSWORD FOR 'root' @I ocal host' PASSWORD( ' newpwd' ) ;
nysql > SET PASSWORD FCR 'root' @127.0.0. 1' PASSWORD( ' newpwd' ) ;
nysqgl > SET PASSWORD FOR 'root' @ % = PASSWORD(' newpwd' ) ;

The last statement is unnecessary if the nysql . user table has no r oot account with a host value of %

For Unix, do this:

shel | > nysqgl -u root

nmysql > SET PASSWORD FOR 'root' @I ocal host'
nysql > SET PASSWORD FOR 'root' @127.0.0.1'
nmysql > SET PASSWORD FOR 'root' @ host _nane'

PASSWORD( ' newpwd' ) ;
PASSWORD( ' newpwd' ) ;
PASSWORD( ' newpwd' ) ;

You can also use a single statement that assigns a password to all r oot accounts by using UPDATE to
modify the nysqgl . user table directly. This method works on any platform:

shel | > nysqgl -u root

nysql > UPDATE nysql . user SET Password = PASSWORD(' newpwd' )
-> VWHERE User = 'root';

nysql > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to reread the grant tables. Without it, the password change
remains unnoticed by the server until you restart it.

To assign passwords to the r oot accounts using mysql adni n, execute the following commands:
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Assigning Anonymous Account Passwords

shel | > nysgl admi n -u root password "newpwd"
shel | > nysgl admin -u root -h host_nane password "newpwd"

Those commands apply both to Windows and to Unix. The double quotation marks around the password
are not always necessary, but you should use them if the password contains spaces or other characters
that are special to your command interpreter.

The nysql adm n method of setting the r oot account passwords does not work for the
"root' @127.0.0.1" account. Use the SET PASSWORD method shown earlier.

After the r oot passwords have been set, you must supply the appropriate password whenever you
connect as r oot to the server. For example, to shut down the server with nysql admi n, use this
command:

shel | > nysgl admin -u root -p shutdown
Enter password: (enter root password here)

Assigning Anonymous Account Passwords

The mysqgl commands in the following instructions include a - p option based on the assumption that you
have set the r oot account passwords using the preceding instructions and must specify that password
when connecting to the server.

To assign passwords to the anonymous accounts, connect to the server as r oot , then use either SET
PASSWORD or UPDATE. Be sure to encrypt the password using the PASSWORD( ) function.

To use SET PASSWORD on Windows, do this:

shell > nysgl -u root -p
Enter password: (enter root password here)
nysql > SET PASSWORD FOR '' @1 ocal host' = PASSWORD(' newpwd' ) ;

To use SET PASSWORD on Unix, do this:

shell > mysgl -u root -p

Ent er password: (enter root password here)

nmysqgl > SET PASSWORD FOR '' @1 ocal host' = PASSWORD(' newpwd' ) ;
nmysqgl > SET PASSWORD FOR '' @ host _nane' PASSWORD( ' newpwd' ) ;

To set the anonymous-user account passwords with a single UPDATE statement, do this (on any platform):

shel | > nysql -u root -p

Enter password: (enter root password here)

nysql > UPDATE nysql . user SET Password = PASSWORD(' newpwd' )
-> VWHERE User = "'

nysqgl > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to reread the grant tables. Without it, the password change
remains unnoticed by the server until you restart it.

Removing Anonymous Accounts

If you prefer to remove any anonymous accounts rather than assigning them passwords, do so as follows
on Windows:
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Securing Test Databases

shel | > nysql -u root -p
Enter password: (enter root password here)
nmysql > DROP USER '' @1 ocal host ' ;

On Unix, remove the anonymous accounts like this:

shell > nysgl -u root -p

Enter password: (enter root password here)
nmysqgl > DROP USER '' @I ocal host "' ;

nmysqgl > DROP USER '' @ host _nane';

Securing Test Databases

By default, the nysql . db table contains rows that permit access by any user to the t est database and
other databases with names that start with t est _. (These rows have an empty User column value, which
for access-checking purposes matches any user name.) This means that such databases can be used
even by accounts that otherwise possess no privileges. If you want to remove any-user access to test
databases, do so as follows:

shell > nysgl -u root -p

Enter password: (enter root password here)

nysql > DELETE FROM nysql . db WHERE Db LIKE 'test%;
nysql > FLUSH PRI VI LEGES;

The FLUSH statement causes the server to reread the grant tables. Without it, the privilege change remains
unnoticed by the server until you restart it.

With the preceding change, only users who have global database privileges or privileges granted explicitly
for the t est database can use it. However, if you do not want the database to exist at all, drop it:

mysql > DROP DATABASE t est ;
Note

On Windows, you can also perform the process described in this section using
the Configuration Wizard (see MySQL Server Instance Config Wizard: The
Security Options Dialog). On all platforms, the MySQL distribution includes

nysqgl secure_install ation,acommand-line utility that automates much of
the process of securing a MySQL installation.

35


http://dev.mysql.com/doc/refman/5.1/en/flush.html
http://dev.mysql.com/doc/refman/5.1/en/mysql-config-wizard-security.html
http://dev.mysql.com/doc/refman/5.1/en/mysql-config-wizard-security.html

36



Chapter 4 The MySQL Access Privilege System

Table of Contents

4.1 Privileges Provided DY MYSQL .......iiiiiiiiiiiii ettt 38
4.2 Privilege System Grant TabIES ........ccoouiiiiiiii e 42
4.3 SPecCifying ACCOUNT NAIMES ......iiiiiii ittt ettt ettt e et et e e et e e e ebe s a7
4.4 Access Control, Stage 1: Connection VerifiCation ...........ccoooiiiiiiiiiii e 49
4.5 Access Control, Stage 2: Request VErifiCation ............ooouuiiiiiiiiiiii e 52
4.6 When Privilege Changes Take EffECt ..o 54
4.7 Causes Of ACCESS-DENIEU EITOIS ......cciiiuiieeiiiiiee ettt ettt e et et a e et eeenba s 55

The primary function of the MySQL privilege system is to authenticate a user who connects from a given
host and to associate that user with privileges on a database such as SELECT, | NSERT, UPDATE, and
DELETE. Additional functionality includes the ability to have anonymous users and to grant privileges for
MySQL-specific functions such as LOAD DATA | NFI LE and administrative operations.

There are some things that you cannot do with the MySQL privilege system:

» You cannot explicitly specify that a given user should be denied access. That is, you cannot explicitly
match a user and then refuse the connection.

» You cannot specify that a user has privileges to create or drop tables in a database but not to create or
drop the database itself.

» A password applies globally to an account. You cannot associate a password with a specific object such
as a database, table, or routine.

The user interface to the MySQL privilege system consists of SQL statements such as CREATE USER,
GRANT, and REVOKE. See Account Management Statements.

Internally, the server stores privilege information in the grant tables of the nysql database (that is, in the
database named nysql ). The MySQL server reads the contents of these tables into memory when it starts
and bases access-control decisions on the in-memory copies of the grant tables.

The MySQL privilege system ensures that all users may perform only the operations permitted to them.
As a user, when you connect to a MySQL server, your identity is determined by the host from which you
connect and the user name you specify. When you issue requests after connecting, the system grants
privileges according to your identity and what you want to do.

MySQL considers both your host name and user name in identifying you because there is no reason

to assume that a given user name belongs to the same person on all hosts. For example, the user

j oe who connects from of fi ce. exanpl e. comneed not be the same person as the user j oe who
connects from hone. exanpl e. com MySQL handles this by enabling you to distinguish users on
different hosts that happen to have the same name: You can grant one set of privileges for connections
by j oe from of fi ce. exanpl e. com and a different set of privileges for connections by j oe from

hone. exanpl e. com To see what privileges a given account has, use the SHOW GRANTS statement. For
example:

SHOW GRANTS FOR ' j oe' @of fi ce. exanpl e. conl ;
SHOW GRANTS FOR ' j oe' @ hone. exanpl e. conl ;

MySQL access control involves two stages when you run a client program that connects to the server:
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Privileges Provided by MySQL

Stage 1: The server accepts or rejects the connection based on your identity and whether you can verify
your identity by supplying the correct password.

Stage 2: Assuming that you can connect, the server checks each statement you issue to determine
whether you have sufficient privileges to perform it. For example, if you try to select rows from a table in a
database or drop a table from the database, the server verifies that you have the SELECT privilege for the
table or the DROP privilege for the database.

For a more detailed description of what happens during each stage, see Section 4.4, “Access Control,
Stage 1: Connection Verification”, and Section 4.5, “Access Control, Stage 2: Request Verification”.

If your privileges are changed (either by yourself or someone else) while you are connected, those
changes do not necessarily take effect immediately for the next statement that you issue. For details about
the conditions under which the server reloads the grant tables, see Section 4.6, “When Privilege Changes
Take Effect”.

For general security-related advice, see Chapter 2, General Security Issues. For help in diagnosing
privilege-related problems, see Section 4.7, “Causes of Access-Denied Errors”.

4.1 Privileges Provided by MySQL

MySQL provides privileges that apply in different contexts and at different levels of operation:

« Administrative privileges enable users to manage operation of the MySQL server. These privileges are
global because they are not specific to a particular database.

» Database privileges apply to a database and to all objects within it. These privileges can be granted for
specific databases, or globally so that they apply to all databases.

 Privileges for database objects such as tables, indexes, views, and stored routines can be granted for
specific objects within a database, for all objects of a given type within a database (for example, all
tables in a database), or globally for all objects of a given type in all databases).

Information about account privileges is stored in the user, db, host , t abl es_pri v, col umms_pri v,
and procs_pri v tables in the nysqgl database (see Section 4.2, “Privilege System Grant Tables”). The
MySQL server reads the contents of these tables into memory when it starts and reloads them under the
circumstances indicated in Section 4.6, “When Privilege Changes Take Effect”. Access-control decisions
are based on the in-memory copies of the grant tables.

Some releases of MySQL introduce changes to the structure of the grant tables to add new privileges or
features. To make sure that you can take advantage of any new capabilities, update your grant tables to
have the current structure whenever you update to a new version of MySQL. See nysql _upgr ade —
Check and Upgrade MySQL Tables.

The following table shows the privilege names used at the SQL level in the GRANT and REVOKE
statements, along with the column name associated with each privilege in the grant tables and the context
in which the privilege applies.

Table 4.1 Permissible Privileges for GRANT and REVOKE

Privilege Column Context

CREATE Create priv databases, tables, or indexes

DROP Drop_priv databases, tables, or views

GRANT OPTI ON Gant_priv databases, tables, or stored routines
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Privileges Provided by MySQL

Privilege Column Context

LOCK TABLES Lock _tables priv databases
REFERENCES Ref erences_priv databases or tables
EVENT Event priv databases
ALTER Alter _priv tables

DELETE Delete priv tables

| NDEX | ndex_priv tables

| NSERT I nsert_priv tables or columns
SELECT Sel ect _priv tables or columns
UPDATE Update _priv tables or columns
CREATE TEMPORARY Create tnp_table priv tables

TABLES

TRI GGER Trigger _priv tables

CREATE VI EW Create_view priv views

SHOW VI EW Show view priv views

ALTER ROUTI NE

Al'ter_routine_priv

stored routines

CREATE ROUTI NE

Create_routine_priv

stored routines

EXECUTE

Execute_priv

stored routines

FI LE File priv file access on server host
CREATE USER Create_user_priv server administration
PROCESS Process_priv server administration
RELOAD Rel oad_priv server administration

REPLI CATI ON CLI ENT

Repl _client _priv

server administration

REPLI CATI ON SLAVE

Repl _slave_priv

server administration

SHOW DATABASES

Show _db_priv

server administration

SHUTDOWN

Shut down_pri v

server administration

SUPER

Super _priv

server administration

ALL [ PRI VI LEGES]

server administration

USAGE

server administration

The following list provides a general description of each privilege available in MySQL. Particular SQL
statements might have more specific privilege requirements than indicated here. If so, the description for
the statement in question provides the details.

e The ALL or ALL PRI VI LEGES privilege specifier is shorthand. It stands for “all privileges available at
a given privilege level” (except GRANT OPTI ON). For example, granting ALL at the global or table level
grants all global privileges or all table-level privileges.

e The ALTER privilege enables use of ALTER TABLE to change the structure of tables. ALTER TABLE
also requires the CREATE and | NSERT privileges. Renaming a table requires ALTER and DROP on the
old table, ALTER, CREATE, and | NSERT on the new table.

e The ALTER ROUTI NE privilege is needed to alter or drop stored routines (procedures and functions).

e The CREATE privilege enables creation of new databases and tables.
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The CREATE ROUTI NE privilege is needed to create stored routines (procedures and functions).

The CREATE TEMPORARY TABLES privilege enables the creation of temporary tables using the CREATE
TEMPORARY TABLE statement.

However, other operations on a temporary table, such as | NSERT, UPDATE, or SELECT, require
additional privileges for those operations for the database containing the temporary table, or for the
nontemporary table of the same name.

To keep privileges for temporary and nontemporary tables separate, a common workaround for this
situation is to create a database dedicated to the use of temporary tables. Then for that database, a user
can be granted the CREATE TEMPORARY TABLES privilege, along with any other privileges required for
temporary table operations done by that user.

The CREATE USER privilege enables use of CREATE USER, DROP USER, RENAMVE USER, and REVOKE
ALL PRI VI LEGES.

The CREATE VI EWprivilege enables use of CREATE VI EW
The DELETE privilege enables rows to be deleted from tables in a database.

The DROP privilege enables you to drop (remove) existing databases, tables, and views. Beginning with
MySQL 5.1.10, the DROP privilege is also required to use the statement ALTER TABLE ... DROP
PARTI TI ON on a partitioned table. Beginning with MySQL 5.1.16, the DROP privilege is required for
TRUNCATE TABLE (before that, TRUNCATE TABLE requires the DELETE privilege). If you grant the
DROP privilege for the mysql database to a user, that user can drop the database in which the MySQL
access privileges are stored.

The EVENT privilege is required to create, alter, drop, or see events for the Event Scheduler. This
privilege was added in MySQL 5.1.6.

The EXECUTE privilege is required to execute stored routines (procedures and functions).

The FI LE privilege gives you permission to read and write files on the server host using the LOAD DATA
I NFI LEand SELECT ... | NTO OUTFI LE statements and the LOAD _FI LE() function. A user who
has the FI LE privilege can read any file on the server host that is either world-readable or readable

by the MySQL server. (This implies the user can read any file in any database directory, because the
server can access any of those files.) The FI LE privilege also enables the user to create new files in any
directory where the MySQL server has write access. This includes the server's data directory containing
the files that implement the privilege tables. As a security measure, the server will not overwrite existing
files.

To limit the location in which files can be read and written, set the secure_fil e _priv systemtoa
specific directory. See Server System Variables.

The GRANT OPTI ON privilege enables you to give to other users or remove from other users those
privileges that you yourself possess.

The | NDEX privilege enables you to create or drop (remove) indexes. | NDEX applies to existing tables.
If you have the CREATE privilege for a table, you can include index definitions in the CREATE TABLE
statement.

The | NSERT privilege enables rows to be inserted into tables in a database. | NSERT is also required for
the ANALYZE TABLE, OPTI M ZE TABLE, and REPAI R TABLE table-maintenance statements.

The LOCK TABLES privilege enables the use of explicit LOCK TABLES statements to lock tables for
which you have the SELECT privilege. This includes the use of write locks, which prevents other sessions
from reading the locked table.
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Privileges Provided by MySQL

e The PROCESS privilege pertains to display of information about the threads executing within the server
(that is, information about the statements being executed by sessions). The privilege enables use of
SHOW PROCESSLI ST or nysqgl adm n processl i st to see threads belonging to other accounts; you
can always see your own threads. The PROCESS privilege also enables use of SHOW ENG NE.

» The REFERENCES privilege currently is unused.

» The RELOAD privilege enables use of the FLUSH statement. It also enables nysql adm n commands
that are equivalent to FLUSH operations: f | ush- host s, f1 ush-1 ogs, fl ush-privil eges, fl ush-
status,flush-tabl es,flush-threads,refresh,andrel oad.

The r el oad command tells the server to reload the grant tables into memory. f | ush- pri vi |l eges is
a synonym for r el oad. The r ef r esh command closes and reopens the log files and flushes all tables.
The other f | ush- xxx commands perform functions similar to r ef r esh, but are more specific and may
be preferable in some instances. For example, if you want to flush just the log files, f | ush- 1 ogs is a
better choice than r ef r esh.

* The REPLI CATI ON CLI ENT privilege enables the use of SHOW MASTER STATUS and SHOW SLAVE
STATUS. In MySQL 5.1.64 and later, it also enables the use of the SHOW Bl NARY LOGS statement.

e The REPLI CATI ON SLAVE privilege should be granted to accounts that are used by slave servers to
connect to the current server as their master. Without this privilege, the slave cannot request updates
that have been made to databases on the master server.

» The SELECT privilege enables you to select rows from tables in a database. SELECT statements require
the SELECT privilege only if they actually retrieve rows from a table. Some SELECT statements do not
access tables and can be executed without permission for any database. For example, you can use
SELECT as a simple calculator to evaluate expressions that make no reference to tables:

SELECT 1+1;
SELECT PI () *2;

The SELECT privilege is also needed for other statements that read column values. For example,
SELECT is needed for columns referenced on the right hand side of col _nane=expr assignment in
UPDATE statements or for columns named in the WHERE clause of DELETE or UPDATE statements.

» The SHOW DATABASES privilege enables the account to see database names by issuing the SHOWV
DATABASE statement. Accounts that do not have this privilege see only databases for which they have
some privileges, and cannot use the statement at all if the server was started with the - - ski p- show-
dat abase option. Note that any global privilege is a privilege for the database.

e The SHOW VI EWprivilege enables use of SHOW CREATE VI EW

» The SHUTDOWN privilege enables use of the nysql adm n shut down command. There is no
corresponding SQL statement.

» The SUPER privilege enables an account to use CHANGE MASTER TO, KI LL or nysql admi n kil to
kill threads belonging to other accounts (you can always kill your own threads), PURGE Bl NARY LOGS,
configuration changes using SET GLOBAL to modify global system variables, the nysql adm n debug
command, enabling or disabling logging, performing updates even if the r ead_onl y system variable is
enabled, starting and stopping replication on slave servers, specification of any account in the DEFI NER
attribute of stored programs and views, and enables you to connect (once) even if the connection limit
controlled by the max_connect i ons system variable is reached.

To create or alter stored functions if binary logging is enabled, you may also need the SUPER privilege,
as described in Binary Logging of Stored Programs.
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Privilege System Grant Tables

The TRI GGER privilege enables trigger operations. You must have this privilege for a table to create,
drop, or execute triggers for that table. This privilege was added in MySQL 5.1.6. (Prior to MySQL 5.1.6,
trigger operations required the SUPER privilege.)

The UPDATE privilege enables rows to be updated in tables in a database.

The USAGE privilege specifier stands for “no privileges.” It is used at the global level with GRANT to
modify account attributes such as resource limits or SSL characteristics without affecting existing
account privileges.

Itis a good idea to grant to an account only those privileges that it needs. You should exercise particular
caution in granting the FI LE and administrative privileges:

The FI LE privilege can be abused to read into a database table any files that the MySQL server can
read on the server host. This includes all world-readable files and files in the server's data directory. The
table can then be accessed using SELECT to transfer its contents to the client host.

The GRANT OPTI ON privilege enables users to give their privileges to other users. Two users that have
different privileges and with the GRANT OPTI ON privilege are able to combine privileges.

The ALTER privilege may be used to subvert the privilege system by renaming tables.
The SHUTDOWN privilege can be abused to deny service to other users entirely by terminating the server.

The PROCESS privilege can be used to view the plain text of currently executing statements, including
statements that set or change passwords.

The SUPER privilege can be used to terminate other sessions or change how the server operates.

Privileges granted for the mysql database itself can be used to change passwords and other access
privilege information. Passwords are stored encrypted, so a malicious user cannot simply read them to
know the plain text password. However, a user with write access to the user table Passwor d column
can change an account's password, and then connect to the MySQL server using that account.

4.2 Privilege System Grant Tables

Normally, you manipulate the contents of the grant tables in the nysql database indirectly by using
statements such as GRANT and REVOKE to set up accounts and control the privileges available to each
one. See Account Management Statements. The discussion here describes the underlying structure of the
grant tables and how the server uses their contents when interacting with clients.

These nysql database tables contain grant information:

user : Contains user accounts, global privileges, and other non-privilege columns.
db: Contains database-level privileges.

host : Obsolete.

tabl es_pri v: Contains table-level privileges.

col utms_pri v: Contains column-level privileges.

procs_pri v: Contains stored procedure and function privileges.

Other tables in the mysql database do not hold grant information and are discussed elsewhere:

event : Contains information about Event Scheduler events: See Using the Event Scheduler.
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Privilege System Grant Tables

« func: Contains information about user-defined functions: See Adding New Functions to MySQL.
* hel p_xxx: These tables are used for server-side help: See Server-Side Help.

» pl ugi n: Contains information about server plugins: See Installing and Uninstalling Plugins, and The
MySQL Plugin API.

» proc: Contains information about stored procedures and functions: See Using Stored Routines
(Procedures and Functions).

» servers: Used by the FEDERATED storage engine: See Creating a FEDERATED Table Using CREATE
SERVER.

e tine_zone_ xxx: These tables contain time zone information: See MySQL Server Time Zone Support.
» Tables with _| og in their name are used for logging: See MySQL Server Logs.
Note

Modifications to tables in the mysql database normally are made by the server in
response to statements such as CREATE USER, GRANT, or CREATE PROCEDURE.
Direct modification of these tables using statements such as | NSERT, UPDATE,

or DELETE is not encouraged. The server is free to ignore rows that become
malformed as a result of such modifications.

Each grant table contains scope columns and privilege columns:

» Scope columns determine the scope of each row (entry) in the tables; that is, the context in which
the row applies. For example, a user table row with Host and User values of ' t honas. | oc. gov'
and ' bob' would be used for authenticating connections made to the server from the host
t homas. | oc. gov by a client that specifies a user name of bob. Similarly, a db table row with Host ,
User, and Db column values of ' t homas. | oc. gov', ' bob' and' reports' would be used when
bob connects from the hostt honas. | oc. gov to access the r eport s database. Thet abl es_priv
and col utms_pri v tables contain scope columns indicating tables or table/column combinations to
which each row applies. The procs_pri v scope columns indicate the stored routine to which each row
applies.

 Privilege columns indicate which privileges are granted by a table row; that is, what operations can
be performed. The server combines the information in the various grant tables to form a complete
description of a user's privileges. Section 4.5, “Access Control, Stage 2: Request Verification”, describes
the rules that are used to do this.

The server uses the grant tables in the following manner:

e The user table scope columns determine whether to reject or permit incoming connections. For
permitted connections, any privileges granted in the user table indicate the user's global privileges. Any
privilege granted in this table applies to all databases on the server.

Note

Because any global privilege is considered a privilege for all databases,
any global privilege enables a user to see all database names with SHONV
DATABASES or by examining the SCHENVATA table of | NFORVATI ON_SCHENA.

» The db table scope columns determine which users can access which databases from which hosts. The
privilege columns determine which operations are permitted. A privilege granted at the database level
applies to the database and to all objects in the database, such as tables and stored programs.
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Privilege System Grant Tables

e The host table is used in conjunction with the db table when you want a given db table row to apply to
several hosts. For example, if you want a user to be able to use a database from several hosts in your
network, leave the Host value empty in the user's db table row, then populate the host table with a row
for each of those hosts. This mechanism is described more detail in Section 4.5, “Access Control, Stage
2: Request Verification”.

Note

The host table must be modified directly with statements such as | NSERT,
UPDATE, and DELETE. It is not affected by statements such as GRANT and
REVOKE that modify the grant tables indirectly. Most MySQL installations need not
use this table at all.

e Thetabl es privandcol utms_pri v tables are similar to the db table, but are more fine-grained:
They apply at the table and column levels rather than at the database level. A privilege granted at the
table level applies to the table and to all its columns. A privilege granted at the column level applies only
to a specific column.

» The procs_pri v table applies to stored routines. A privilege granted at the routine level applies only to
a single routine.

The server uses the user, db, and host tables in the mysql database at both the first and second stages
of access control (see Chapter 4, The MySQL Access Privilege System). The columns in the user and db
tables are shown here. The host table is similar to the db table but has a specialized use as described in
Section 4.5, “Access Control, Stage 2: Request Verification”.

Table 4.2 user and db Table Columns

Table Name user db

Scope columns Host Host
User Db
Passwor d User

Privilege columns

Sel ect _priv

Sel ect _priv

I nsert_priv

Insert _priv

Update_priv Update_priv
Del ete priv Delete priv
I ndex_priv | ndex_priv
Al ter priv Alter priv
Create_priv Create_priv
Drop_priv Drop_priv
Gant_priv Grant _priv

Create_view priv

Create_view priv

Show_vi ew _priv

Show_vi ew _priv

Create_routine_priv

Create_routine_priv

Alter _routine_priv

Alter_routine_priv

Execute_priv

Execute_priv

Trigger_priv

Trigger _priv

Event _priv

Event _priv
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Privilege System Grant Tables

Table Name

user

db

Create_tnp_table priv

Create_tnp_table priv

Lock tables priv

Lock tables priv

Ref erences_priv

Ref erences_priv

Rel oad_priv

Shut down_pri v

Process_priv

File_priv

Show _db_priv

Super _priv

Repl _slave_priv

Repl _client_priv

Create_user_priv

Security columns

ssl _type

ssl _ci pher

x509 i ssuer

x509_subj ect

Resource control columns

mex_questi ons

max_updat es

max_connecti ons

Max_user _connect i ons

The Event _priv and Tri gger pri v columns were added in MySQL 5.1.6.

During the second stage of access control, the server performs request verification to make sure that
each client has sufficient privileges for each request that it issues. In addition to the user, db, and host
grant tables, the server may also consult the t abl es_pri v and col unms_pri v tables for requests that

involve tables. The latter tables provide finer privilege control at the table and column levels. They have the

columns shown in the following table.

Table 4.3 tables_priv and columns_priv Table Columns

Table Name tables_priv colums_priv
Scope columns Host Host

Db Db

User User

Tabl e_nane

Tabl e_nane

Col um_nane

Privilege columns

Tabl e _priv

Col um_priv

Col um_priv

Other columns

Ti mest anp

Ti mest anp

G ant or

The Ti nest anp and Gr ant or columns currently are unused and are discussed no further here.
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For verification of requests that involve stored routines, the server may consult the procs_pri v table,
which has the columns shown in the following table.

Table 4.4 procs_priv Table Columns

Table Name procs_priv
Scope columns Host

Db

User

Rout i ne_nane

Routi ne_type

Privilege columns Proc_priv
Other columns Ti mest anp
G ant or

The Rout i ne_t ype column is an ENUMcolumn with values of " FUNCTI ON' or ' PROCEDURE' to indicate
the type of routine the row refers to. This column enables privileges to be granted separately for a function
and a procedure with the same name.

The Ti nest anp and Gr ant or columns are set to the current timestamp and the CURRENT _USER value,
respectively. However, they are unused and are discussed no further here.

Scope columns in the grant tables contain strings. They are declared as shown here; the default value for
each is the empty string.

Table 4.5 Grant Table Scope Column Types

Column Name Type

Host CHAR( 60)
User CHAR( 16)
Passwor d CHAR(41)
Db CHAR( 64)
Tabl e_nane CHAR( 64)
Col um_nane CHAR( 64)
Rout i ne_nane CHAR( 64)

For access-checking purposes, comparisons of User , Passwor d, Db, and Tabl e_nane values are case
sensitive. Comparisons of Host , Col unm_nane, and Rout i ne_nane values are not case sensitive.

In the user, db, and host tables, each privilege is listed in a separate column that is declared as
ENUM "N ,"Y' ) DEFAULT ' N . In other words, each privilege can be disabled or enabled, with the
default being disabled.

Inthetabl es_priv, colums_priv,and procs_pri v tables, the privilege columns are declared as
SET columns. Values in these columns can contain any combination of the privileges controlled by the
table. Only those privileges listed in the column value are enabled.
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Specifying Account Names

Table 4.6 Set-Type Privilege Column Values

Table Name Column Name Possible Set Elements

tables_priv Tabl e_priv "Select', '"Insert', 'Update',
"Delete', '"Create', 'Drop', 'Grant',
"References', 'Index', "Ater',
"Create View, 'Show view, 'Trigger'

tables_priv Col um_priv "Select', '"lInsert', 'Update',
' Ref er ences'’

col ums_priv Col umm_priv "Select', '"lInsert', 'Update',
' Ref er ences'

procs_priv Proc_priv "Execute', "Alter Routine', 'Gant’

Administrative privileges (such as RELOAD or SHUTDOWN) are specified only in the user table.
Administrative operations are operations on the server itself and are not database-specific, so there is
no reason to list these privileges in the other grant tables. Consequently, to determine whether you can
perform an administrative operation, the server need consult only the user table.

The FI LE privilege also is specified only in the user table. It is not an administrative privilege as such, but
your ability to read or write files on the server host is independent of the database you are accessing.

The nysql d server reads the contents of the grant tables into memory when it starts. You can tell it to
reload the tables by issuing a FLUSH PRI VI LEGES statement or executing a nysql adnmi n fl ush-
privileges ornysqgl adn n rel oad command. Changes to the grant tables take effect as indicated in
Section 4.6, “When Privilege Changes Take Effect”.

When you modify an account's privileges, it is a good idea to verify that the changes set up privileges the
way you want. To check the privileges for a given account, use the SHOV GRANTS statement (see SHOW
GRANTS Syntax). For example, to determine the privileges that are granted to an account with user name
and host name values of bob and pc84. exanpl e. com use this statement:

SHOW GRANTS FOR ' bob' @ pc84. exanpl e. com ;

4.3 Specifying Account Names

MySQL account names consist of a user name and a host name. This enables creation of accounts for
users with the same name who can connect from different hosts. This section describes how to write
account names, including special values and wildcard rules.

In SQL statements such as CREATE USER, GRANT, and SET PASSWORD, write account names using the
following rules:

» Syntax for account names is ' user _nane' @ host _nane' .

» An account name consisting only of a user name is equivalentto ' user _nane' @ % . For example,

"nme' isequivalentto’' ne' @ % .

» The user name and host name need not be quoted if they are legal as unquoted identifiers. Quotes are
necessary to specify a user _nane string containing special characters (such as “- "), or a host _nane
string containing special characters or wildcard characters (such as “%); for example, ' t est -
user' @ % coni .

* Quote user names and host names as identifiers or as strings, using either backticks (** ”), single
quotation marks (' "), or double quotation marks (*'”).
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Specifying Account Names

The user name and host name parts, if quoted, must be quoted separately. That is, write
"me' @Il ocal host',not' ne@ ocal host' ; the latter is interpreted as ' ne@ ocal host' @ % .

A reference to the CURRENT _USER or CURRENT_USER() function is equivalent to specifying the current
client's user name and host name literally.

MySQL stores account names in grant tables in the mysql database using separate columns for the user
name and host name parts:

The user table contains one row for each account. The User and Host columns store the user name
and host name. This table also indicates which global privileges the account has.

Other grant tables indicate privileges an account has for databases and objects within databases. These
tables have User and Host columns to store the account name. Each row in these tables associates
with the account in the user table that has the same User and Host values.

For additional detail about grant table structure, see Section 4.2, “Privilege System Grant Tables”.

User names and host names have certain special values or wildcard conventions, as described following.

A user name is either a nonblank value that literally matches the user name for incoming connection
attempts, or a blank value (empty string) that matches any user name. An account with a blank user name
is an anonymous user. To specify an anonymous user in SQL statements, use a quoted empty user name
part,suchas'' @I ocal host".

The host name part of an account name can take many forms, and wildcards are permitted:

A host value can be a host name or an IP address. The name ' | ocal host' indicates the local host.
The IP address ' 127. 0. 0. 1' indicates the loopback interface.

You can use the wildcard characters “%6 and “_" in host name or IP address values. These have the
same meaning as for pattern-matching operations performed with the LI KE operator. For example, a
host value of ' % matches any host name, whereas a value of ' % nysql . com matches any host in
the mysqgl . comdomain. ' 192. 168. 1. % matches any host in the 192.168.1 class C network.

Because you can use IP wildcard values in host values (for example, ' 192. 168. 1. % to

match every host on a subnet), someone could try to exploit this capability by naming a host

192. 168. 1. somewher e. com To foil such attempts, MySQL disallows matching on host names that
start with digits and a dot. Thus, if you have a host named something like 1. 2. exanpl e. com its name
never matches the host part of account names. An IP wildcard value can match only IP addresses, not
host names.

For a host value specified as an IP address, you can specify a netmask indicating how many address
bits to use for the network number. The syntax is host i p/ net nask. For example:

CREATE USER ' davi d' @ 192. 58. 197. 0/ 255. 255. 255. 0' ;

This enables davi d to connect from any client host having an IP address cl i ent _i p for which the
following condition is true:

client _ip & netmask = host _ip

That is, for the CREATE USER statement just shown:

client_ip & 255.255.255.0 = 192.58.197.0
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IP addresses that satisfy this condition and can connect to the MySQL server are those in the range from
192.58. 197. 010 192. 58. 197. 255.

The netmask can only be used to tell the server to use 8, 16, 24, or 32 bits of the address. Examples:
e 192. 0. 0.0/ 255. 0. 0. 0: Any host on the 192 class A network

e 192.168. 0.0/ 255. 255. 0. 0: Any host on the 192.168 class B network

e 192.168. 1. 0/ 255. 255. 255. 0: Any host on the 192.168.1 class C network

e 192.168. 1. 1: Only the host with this specific IP address

The following netmask will not work because it masks 28 bits, and 28 is not a multiple of 8:

192. 168. 0. 1/ 255. 255. 255. 240

The server performs matching of host values in account names against the client host using the value
returned by the system DNS resolver for the client host name or IP address. Except in the case that the
account host value is specified using netmask notation, this comparison is performed as a string match,
even for an account host value given as an IP address. This means that you should specify account host
values in the same format used by DNS. Here are examples of problems to watch out for:

» Suppose that a host on the local network has a fully qualified name of host 1. exanpl e. com If DNS
returns name lookups for this host as host 1. exanpl e. com use that name in account host values. But
if DNS returns just host 1, use host 1 instead.

 If DNS returns the IP address for a given host as 192. 168. 1. 2, that will match an account host value of
192.168. 1. 2 but not 192. 168. 01. 2. Similarly, it will match an account host pattern like 192. 168. 1.
%but not 192. 168. 01. %

To avoid problems like this, it is advisable to check the format in which your DNS returns host names and
addresses, and use values in the same format in MySQL account names.

4.4 Access Control, Stage 1. Connection Verification

When you attempt to connect to a MySQL server, the server accepts or rejects the connection based on
your identity and whether you can verify your identity by supplying the correct password. If not, the server
denies access to you completely. Otherwise, the server accepts the connection, and then enters Stage 2
and waits for requests.

Your identity is based on two pieces of information:
» The client host from which you connect
* Your MySQL user name

Identity checking is performed using the three user table scope columns (Host, User, and Passwor d).
The server accepts the connection only if the Host and User columns in some user table row match the
client host name and user name and the client supplies the password specified in that row. The rules for
permissible Host and User values are given in Section 4.3, “Specifying Account Names”.

If the User column value is nonblank, the user name in an incoming connection must match exactly. If the
User value is blank, it matches any user name. If the user table row that matches an incoming connection
has a blank user name, the user is considered to be an anonymous user with no name, not a user with the
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name that the client actually specified. This means that a blank user name is used for all further access
checking for the duration of the connection (that is, during Stage 2).

The Passwor d column can be blank. This is not a wildcard and does not mean that any password
matches. It means that the user must connect without specifying a password.

Nonblank Passwor d values in the user table represent encrypted passwords. MySQL does not store
passwords in plaintext form for anyone to see. Rather, the password supplied by a user who is attempting
to connect is encrypted (using the PASSWORD( ) function). The encrypted password then is used during the
connection process when checking whether the password is correct. This is done without the encrypted
password ever traveling over the connection. See Section 5.1, “User Names and Passwords”.

From MySQL's point of view, the encrypted password is the real password, so you should never give
anyone access to it. In particular, do not give nonadministrative users read access to tables in the nysql
database.

The following table shows how various combinations of Host and User values in the user table apply to
incoming connections.

Host Value User Value |Permissible Connections

"t honas. | oc. gov' "fred f r ed, connecting from t honas. | oc. gov

"t honas. | oc. gov' v Any user, connecting from t hones. | oc. gov

"% "fred f r ed, connecting from any host

"% v Any user, connecting from any host

"% 1 oc. gov' "fred f r ed, connecting from any host in the | oc. gov
domain

"X. Y. % "fred f r ed, connecting from x. y. net, x. y. com
X.y. edu, and so on; this is probably not useful

'144. 155. 166. 177" "fred f r ed, connecting from the host with IP address
144. 155. 166. 177

'144. 155. 166. % "fred f r ed, connecting from any host in the
144. 155. 166 class C subnet

'144.155. 166. 0/ 255. 255. 255. 0'fred’ Same as previous example

It is possible for the client host name and user name of an incoming connection to match more than one
row in the user table. The preceding set of examples demonstrates this: Several of the entries shown
match a connection from t horas. | oc. gov by f r ed.

When multiple matches are possible, the server must determine which of them to use. It resolves this issue
as follows:

» Whenever the server reads the user table into memory, it sorts the rows.
* When a client attempts to connect, the server looks through the rows in sorted order.
» The server uses the first row that matches the client host name and user name.

The server uses sorting rules that order rows with the most-specific Host values first. Literal host names
and IP addresses are the most specific. (The specificity of a literal IP address is not affected by whether it
has a netmask, so 192. 168. 1. 13 and 192. 168. 1. 0/ 255. 255. 255. 0 are considered equally specific.)
The pattern ' % means “any host” and is least specific. The empty string' ' also means “any host” but
sorts after ' % . Rows with the same Host value are ordered with the most-specific User values first (a
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blank User value means “any user” and is least specific). For rows with equally-specific Host and User
values, the order is indeterminate.

To see how this works, suppose that the user table looks like this:

ooccococoocooo ooccoooooo +-
| Host | User |
ooccococoocooo ooccoooooo +-
| % | root |
| % | jeffrey |
| local host | root |
| local host | |
ooccococoocooo ooccoooooo +-

When the server reads the table into memory, it sorts the rows using the rules just described. The result
after sorting looks like this:

ooccooocoos ooocooccoaos +-
| Host | User |
ooccooocoos ooocooccoaos +-
| local host | root |
| local host | |
| % | jeffrey |
| % | root |
ooccooocoos ooocooccoaos +-

When a client attempts to connect, the server looks through the sorted rows and uses the first match
found. For a connection from | ocal host by | ef f r ey, two of the rows from the table match: the one with
Host and User values of ' | ocal host' and' ', and the one with values of ' % and ' j effrey' . The
"l ocal host' row appears first in sorted order, so that is the one the server uses.

Here is another example. Suppose that the user table looks like this:

frocomeoooooooooo mocomooooc +-
| Host | User |
frocomeoooooooooo mocomooooc +-
| % | jeffrey |
| thones. | oc.gov | |
frocomeoooooooooo mocomooooc +-
The sorted table looks like this:
ffooccococoococoooooooo frooccocoooooo +-
| Host | User |
ffooccococoococoooooooo frooccocoooooo +-
| thonas. | oc.gov | |
| % | jeffrey |
ffooccococoococoooooooo frooccocoooooo +-

A connection by j ef fr ey from t hormas. | oc. gov is matched by the first row, whereas a connection by
j ef f r ey from any host is matched by the second.

Note

It is a common misconception to think that, for a given user name, all rows that
explicitly name that user are used first when the server attempts to find a match
for the connection. This is not true. The preceding example illustrates this, where
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a connection from t honas. | oc. gov by j ef f r ey is first matched not by the row
containing ' j ef frey' asthe User column value, but by the row with no user
name. As a result, j ef f r ey is authenticated as an anonymous user, even though
he specified a user name when connecting.

If you are able to connect to the server, but your privileges are not what you expect, you probably

are being authenticated as some other account. To find out what account the server used to
authenticate you, use the CURRENT _USER() function. (See Information Functions.) It returns a value in
user _nane@ost nane format that indicates the User and Host values from the matching user table
row. Suppose that j ef f r ey connects and issues the following query:

nysql > SELECT CURRENT_USER() ;

e +
| CURRENT_USER() |
e +
| @ ocal host |
e +

The result shown here indicates that the matching user table row had a blank User column value. In other
words, the server is treating j ef f r ey as an anonymous user.

Another way to diagnose authentication problems is to print out the user table and sort it by hand to see
where the first match is being made.

4.5 Access Control, Stage 2: Request Verification

After you establish a connection, the server enters Stage 2 of access control. For each request that

you issue through that connection, the server determines what operation you want to perform, then
checks whether you have sufficient privileges to do so. This is where the privilege columns in the grant
tables come into play. These privileges can come from any of the user, db, host ,tabl es_pri v,

col ums_priv,orprocs_priv tables. (You may find it helpful to refer to Section 4.2, “Privilege System
Grant Tables”, which lists the columns present in each of the grant tables.)

The user table grants privileges that are assigned to you on a global basis and that apply no matter what
the default database is. For example, if the user table grants you the DELETE privilege, you can delete
rows from any table in any database on the server host! It is wise to grant privileges in the user table only
to people who need them, such as database administrators. For other users, you should leave all privileges
in the user table setto' N' and grant privileges at more specific levels only. You can grant privileges for
particular databases, tables, columns, or routines.

The db and host tables grant database-specific privileges. Values in the scope columns of these tables
can take the following forms:

» A blank User value in the db table matches the anonymous user. A nonblank value matches literally;
there are no wildcards in user names.

» The wildcard characters “96 and “_" can be used in the Host and Db columns of either table. These have
the same meaning as for pattern-matching operations performed with the LI KE operator. If you want to
use either character literally when granting privileges, you must escape it with a backslash. For example,
to include the underscore character (*_") as part of a database name, specify it as “\ _" in the GRANT
statement.

* A' % Host value in the db table means “any host.” A blank Host value in the db table means “consult
the host table for further information” (a process that is described later in this section).

e A' % orblank Host value in the host table means “any host.”
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« A' % or blank Db value in either table means “any database.”

The server reads the db and host tables into memory and sorts them at the same time that it reads the
user table. The server sorts the db table based on the Host , Db, and User scope columns, and sorts
the host table based on the Host and Db scope columns. As with the user table, sorting puts the most-
specific values first and least-specific values last, and when the server looks for matching entries, it uses
the first match that it finds.

The tabl es_priv,colums_priv, and procs_pri v tables grant table-specific, column-specific, and
routine-specific privileges. Values in the scope columns of these tables can take the following forms:

» The wildcard characters “% and “_” can be used in the Host column. These have the same meaning as
for pattern-matching operations performed with the LI KE operator.

« A' % orblank Host value means “any host.”

e The Db, Tabl e_nane, Col utm_nane, and Rout i ne_namne columns cannot contain wildcards or be
blank.

The server sorts the t abl es_pri v, col unms_pri v, and procs_pri v tables based on the Host , Db,
and User columns. This is similar to db table sorting, but simpler because only the Host column can
contain wildcards.

The server uses the sorted tables to verify each request that it receives. For requests that require
administrative privileges such as SHUTDOMN or RELOAD, the server checks only the user table row
because that is the only table that specifies administrative privileges. The server grants access if the
row permits the requested operation and denies access otherwise. For example, if you want to execute
nmysqgl adm n shut down but your user table row does not grant the SHUTDOWN privilege to you, the
server denies access without even checking the db or host tables. (They contain no Shut down_pri v
column, so there is no need to do so.)

For database-related requests (I NSERT, UPDATE, and so on), the server first checks the user's global
privileges by looking in the user table row. If the row permits the requested operation, access is granted.
If the global privileges in the user table are insufficient, the server determines the user's database-specific
privileges by checking the db and host tables:

1. The server looks in the db table for a match on the Host , Db, and User columns. The Host and User
columns are matched to the connecting user's host name and MySQL user name. The Db column
is matched to the database that the user wants to access. If there is no row for the Host and User ,
access is denied.

2. If there is a matching db table row and its Host column is not blank, that row defines the user's
database-specific privileges.

3. If the matching db table row's Host column is blank, it signifies that the host table enumerates which
hosts should be permitted access to the database. In this case, a further lookup is done in the host
table to find a match on the Host and Db columns. If no host table row matches, access is denied.

If there is a match, the user's database-specific privileges are computed as the intersection (not the
union!) of the privileges in the db and host table entries; that is, the privileges that are * Y' in both
entries. (This way you can grant general privileges in the db table row and then selectively restrict them
on a host-by-host basis using the host table entries.)

After determining the database-specific privileges granted by the db and host table entries, the server
adds them to the global privileges granted by the user table. If the result permits the requested operation,
access is granted. Otherwise, the server successively checks the user's table and column privileges in
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thetabl es_priv andcol ums_pri v tables, adds those to the user's privileges, and permits or denies
access based on the result. For stored-routine operations, the server uses the procs_pri v table rather
thant abl es_priv and col utms_pri v.

Expressed in boolean terms, the preceding description of how a user's privileges are calculated may be
summarized like this:

gl obal privil eges

OR (dat abase privileges AND host privil eges)
OR tabl e privil eges

OR col um privil eges

OR routine privil eges

It may not be apparent why, if the global user row privileges are initially found to be insufficient for the
requested operation, the server adds those privileges to the database, table, and column privileges later.
The reason is that a request might require more than one type of privilege. For example, if you execute

an | NSERT | NTO ... SELECT statement, you need both the | NSERT and the SELECT privileges. Your
privileges might be such that the user table row grants one privilege and the db table row grants the other.
In this case, you have the necessary privileges to perform the request, but the server cannot tell that from
either table by itself; the privileges granted by the entries in both tables must be combined.

The host table is not affected by the GRANT or REVOKE statements, so it is unused in most MySQL
installations. If you modify it directly, you can use it for some specialized purposes, such as to maintain a
list of secure servers on the local network that are granted all privileges.

You can also use the host table to indicate hosts that are not secure. Suppose that you have a machine
publ i c. your. donmi n that is located in a public area that you do not consider secure. You can enable
access to all hosts on your network except that machine by using host table entries like this:

foococoommosoooons oo oo m -

| Host | Db

foococoommosoooons oo oo m -

| public.your.domain | % | ... (all privileges set to 'N)
| % your . donai n | % | ... (all privileges set to 'Y")
foococoommosoooons oo oo m -

4.6 When Privilege Changes Take Effect

When nysql d starts, it reads all grant table contents into memory. The in-memory tables become effective
for access control at that point.

If you modify the grant tables indirectly using account-management statements such as GRANT, REVOKE,
SET PASSWORD, or RENANMVE USER, the server notices these changes and loads the grant tables into
memory again immediately.

If you modify the grant tables directly using statements such as | NSERT, UPDATE, or DELETE, your
changes have no effect on privilege checking until you either restart the server or tell it to reload the tables.
If you change the grant tables directly but forget to reload them, your changes have no effect until you
restart the server. This may leave you wondering why your changes seem to make no difference!

To tell the server to reload the grant tables, perform a flush-privileges operation. This can be done by
issuing a FLUSH PRI VI LEGES statement or by executing a nysql adm n fl ush-privil eges or
nysgl adm n rel oad command.

A grant table reload affects privileges for each existing client connection as follows:
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» Table and column privilege changes take effect with the client's next request.

» Database privilege changes take effect the next time the client executes a USE db_nane statement.
Note

Client applications may cache the database name; thus, this effect may not be
visible to them without actually changing to a different database or flushing the
privileges.

» Global privileges and passwords are unaffected for a connected client. These changes take effect only
for subsequent connections.

If the server is started with the - - ski p- gr ant - t abl es option, it does not read the grant tables or
implement any access control. Anyone can connect and do anything, which is insecure. To cause a server
thus started to read the tables and enable access checking, flush the privileges.

4.7 Causes of Access-Denied Errors

If you encounter problems when you try to connect to the MySQL server, the following items describe
some courses of action you can take to correct the problem.

» Make sure that the server is running. If it is not, clients cannot connect to it. For example, if an attempt to
connect to the server fails with a message such as one of those following, one cause might be that the
server is not running:

shel | > nysql

ERROR 2003: Can't connect to MySQ. server on 'host_nanme' (111)
shel | > nysql

ERROR 2002: Can't connect to | ocal MySQ server through socket
"/tnp/ nmysql . sock' (111)

« It might be that the server is running, but you are trying to connect using a TCP/IP port, named pipe, or
Unix socket file different from the one on which the server is listening. To correct this when you invoke
a client program, specify a - - por t option to indicate the proper port number, or a - - socket option to
indicate the proper named pipe or Unix socket file. To find out where the socket file is, you can use this
command:

shel | > netstat -In | grep nysql

» Make sure that the server has not been configured to ignore network connections or (if you are
attempting to connect remotely) that it has not been configured to listen only locally on its network
interfaces. If the server was started with - - ski p- net wor ki ng, it will not accept TCP/IP connections at
all. If the server was started with - - bi nd- addr ess=127. 0. 0. 1, it will listen for TCP/IP connections
only locally on the loopback interface and will not accept remote connections.

» Check to make sure that there is no firewall blocking access to MySQL. Your firewall may be configured
on the basis of the application being executed, or the port number used by MySQL for communication
(3306 by default). Under Linux or Unix, check your IP tables (or similar) configuration to ensure that
the port has not been blocked. Under Windows, applications such as ZoneAlarm or the Windows XP
personal firewall may need to be configured not to block the MySQL port.

» The grant tables must be properly set up so that the server can use them for access control. For
some distribution types (such as binary distributions on Windows, or RPM distributions on Linux), the
installation process initializes the nysql database containing the grant tables. For distributions that do
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not do this, you must initialize the grant tables manually by running the nysql i nstal | _db program.
For details, see Section 3.1, “Unix Postinstallation Procedures”.

To determine whether you need to initialize the grant tables, look for a mysql directory under the

data directory. (The data directory normally is named dat a or var and is located under your MySQL
installation directory.) Make sure that you have a file named user . MYDin the mysql database directory.
If not, execute the nysql _i nst al | _db program. After running this program and starting the server, test
the initial privileges by executing this command:

shel | > nmysqgl -u root test
The server should let you connect without error.

 After a fresh installation, you should connect to the server and set up your users and their access
permissions:

shel | > nysqgl -u root mnysq

The server should let you connect because the MySQL r oot user has no password initially. That is also
a security risk, so setting the password for the r oot accounts is something you should do while you're
setting up your other MySQL accounts. For instructions on setting the initial passwords, see Section 3.2,
“Securing the Initial MySQL Accounts”.

» If you have updated an existing MySQL installation to a newer version, did you run the
nysql _upgr ade script? If not, do so. The structure of the grant tables changes occasionally when
new capabilities are added, so after an upgrade you should always make sure that your tables have the
current structure. For instructions, see nysql _upgr ade — Check and Upgrade MySQL Tables.

* If a client program receives the following error message when it tries to connect, it means that the server
expects passwords in a newer format than the client is capable of generating:

shel | > nysq
Client does not support authentication protocol requested
by server; consider upgrading MySQ client

For information on how to deal with this, see Section 2.2.4, “Password Hashing in MySQL”", and Client
does not support authentication protocol.

. Remember that client programs use connection parameters specified in option files or environment
variables. If a client program seems to be sending incorrect default connection parameters when you
have not specified them on the command line, check any applicable option files and your environment.
For example, if you get Access deni ed when you run a client without any options, make sure that you
have not specified an old password in any of your option files!

You can suppress the use of option files by a client program by invoking it with the - - no- def aul t s
option. For example:

shel | > nmysql admi n --no-defaults -u root version

The option files that clients use are listed in Using Option Files. Environment variables are listed in
Environment Variables.

« If you get the following error, it means that you are using an incorrect r oot password:
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shel | > nmysqgl admi n -u root -pxxxx ver
Access denied for user 'root' @Il ocal host' (using password: YES)

If the preceding error occurs even when you have not specified a password, it means that you have
an incorrect password listed in some option file. Try the - - no- def aul t s option as described in the
previous item.

For information on changing passwords, see Section 5.5, “Assigning Account Passwords”.
If you have lost or forgotten the r oot password, see How to Reset the Root Password.

If you change a password by using SET PASSWORD, | NSERT, or UPDATE, you must encrypt the
password using the PASSWORD( ) function. If you do not use PASSWORD( ) for these statements, the
password will not work. For example, the following statement assigns a password, but fails to encrypt it,
so the user is not able to connect afterward:

SET PASSWORD FOR ' abe' @ host_nane' = 'eagle';

Instead, set the password like this:

SET PASSWORD FOR ' abe' @ host _nanme' = PASSWORD(' eagl e');

The PASSWORD( ) function is unnecessary when you specify a password using the CREATE USER

or GRANT statements or the nysql adm n passwor d command. Each of those automatically uses
PASSWORD( ) to encrypt the password. See Section 5.5, “Assigning Account Passwords”, and CREATE
USER Syntax.

| ocal host is a synonym for your local host name, and is also the default host to which clients try to
connect if you specify no host explicitly.

To avoid this problem on such systems, you can use a - - host =127. 0. 0. 1 option to name the server
host explicitly. This will make a TCP/IP connection to the local nysql d server. You can also use TCP/
IP by specifying a - - host option that uses the actual host name of the local host. In this case, the host
name must be specified in a user table row on the server host, even though you are running the client
program on the same host as the server.

The Access deni ed error message tells you who you are trying to log in as, the client host from which
you are trying to connect, and whether you were using a password. Normally, you should have one

row in the user table that exactly matches the host name and user name that were given in the error
message. For example, if you get an error message that contains usi ng passwor d: NGO, it means that
you tried to log in without a password.

If you get an Access deni ed error when trying to connect to the database with mysqgl -u
user _namne, you may have a problem with the user table. Check this by executing mysqgl -u root
nysql and issuing this SQL statement:

SELECT * FROM user;

The result should include a row with the Host and User columns matching your client's host name and
your MySQL user name.

If the following error occurs when you try to connect from a host other than the one on which the MySQL
server is running, it means that there is no row in the user table with a Host value that matches the
client host:
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Host ... is not allowed to connect to this MySQ. server

You can fix this by setting up an account for the combination of client host name and user name that you
are using when trying to connect.

If you do not know the IP address or host name of the machine from which you are connecting, you
should put a row with ' % as the Host column value in the user table. After trying to connect from the
client machine, use a SELECT USER() query to see how you really did connect. Then change the ' %
in the user table row to the actual host name that shows up in the log. Otherwise, your system is left
insecure because it permits connections from any host for the given user name.

On Linux, another reason that this error might occur is that you are using a binary MySQL version that

is compiled with a different version of the gl i bc library than the one you are using. In this case, you
should either upgrade your operating system or gl i bc, or download a source distribution of MySQL
version and compile it yourself. A source RPM is normally trivial to compile and install, so this is not a big
problem.

If you specify a host name when trying to connect, but get an error message where the host name is not
shown or is an IP address, it means that the MySQL server got an error when trying to resolve the IP
address of the client host to a name:

shel | > mysqgl admin -u root -pxxxx -h sonme_host nane ver
Access denied for user 'root' @' (using password: YES)

If you try to connect as r oot and get the following error, it means that you do not have a row in the user
table with a User column value of ' root ' and that mysqgl d cannot resolve the host name for your
client:

Access denied for user '' @ unknown'

These errors indicate a DNS problem. To fix it, execute nysql adni n f | ush- host s to reset the
internal DNS host cache. See DNS Lookup Optimization and the Host Cache.

Some permanent solutions are:

< Determine what is wrong with your DNS server and fix it.

» Specify IP addresses rather than host names in the MySQL grant tables.

¢ Put an entry for the client machine name in/ et ¢/ host s on Unix or \ wi ndows\ host s on Windows.
« Start nysql d with the - - ski p- nane- r esol ve option.

o Start nysql d with the - - ski p- host - cache option.

< On Unix, if you are running the server and the client on the same machine, connect to | ocal host .
Unix connections to | ocal host use a Unix socket file rather than TCP/IP.

* On Windows, if you are running the server and the client on the same machine and the server
supports named pipe connections, connect to the host name . (period). Connections to . use a
named pipe rather than TCP/IP.

If nysqgl -u root test worksbutmysgl -h your hostnane -u root test resultsinAccess
deni ed (where your _host nane is the actual host name of the local host), you may not have the
correct name for your host in the user table. A common problem here is that the Host value in the
user table row specifies an unqualified host name, but your system's name resolution routines return a
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fully qualified domain name (or vice versa). For example, if you have an entry with host ' pl ut o' in the
user table, but your DNS tells MySQL that your host name is ' pl ut 0. exanpl e. coni , the entry does
not work. Try adding an entry to the user table that contains the IP address of your host as the Host
column value. (Alternatively, you could add an entry to the user table with a Host value that contains a
wildcard; for example, ' pl ut 0. % . However, use of Host values ending with “% is insecure and is not
recommended!)

Ifnysqgl -u user _nane test works butnmysgl -u user nane ot her db does not, you have not
granted access to the given user for the database named ot her _db.

If mysgl -u user_nanme works when executed on the server host, but mysgl -h host_nanme -u
user _nane does not work when executed on a remote client host, you have not enabled access to the
server for the given user name from the remote host.

If you cannot figure out why you get Access deni ed, remove from the user table all entries that
have Host values containing wildcards (entries that contain ' % or' _' characters). A very common
error is to insert a new entry with Host =" % and User =' sone_user ' , thinking that this enables

you to specify | ocal host to connect from the same machine. The reason that this does not work

is that the default privileges include an entry with Host =' | ocal host' and User =' ' . Because that
entry has a Host value ' | ocal host' that is more specific than' % , it is used in preference to the
new entry when connecting from | ocal host ! The correct procedure is to insert a second entry with
Host =' | ocal host' and User =" sone_user ', or to delete the entry with Host =' | ocal host"' and
User ="" . After deleting the entry, remember to issue a FLUSH PRI VI LEGES statement to reload the
grant tables. See also Section 4.4, “Access Control, Stage 1: Connection Verification”.

If you are able to connect to the MySQL server, but get an Access deni ed message whenever you
issue a SELECT ... | NTO OQUTFI LE or LOAD DATA | NFI LE statement, your entry in the user table
does not have the FI LE privilege enabled.

If you change the grant tables directly (for example, by using | NSERT, UPDATE, or DELETE statements)
and your changes seem to be ignored, remember that you must execute a FLUSH PRI VI LEGES
statement or a nysql adm n fl ush-privil eges command to cause the server to reload the privilege
tables. Otherwise, your changes have no effect until the next time the server is restarted. Remember
that after you change the r oot password with an UPDATE statement, you will not need to specify the
new password until after you flush the privileges, because the server will not know you've changed the
password yet!

If your privileges seem to have changed in the middle of a session, it may be that a MySQL administrator
has changed them. Reloading the grant tables affects new client connections, but it also affects existing
connections as indicated in Section 4.6, “When Privilege Changes Take Effect”.

If you have access problems with a Perl, PHP, Python, or ODBC program, try to connect to the server
with nysql -u user_nane db_nane ornysql -u user_name -pyour_pass db_nane. If

you are able to connect using the mysql client, the problem lies with your program, not with the
access privileges. (There is no space between - p and the password; you can also use the - -
passwor d=your _pass syntax to specify the password. If you use the - p or - - passwor d option with
no password value, MySQL prompts you for the password.)

For testing purposes, start the mysql d server with the - - ski p- gr ant - t abl es option. Then you can
change the MySQL grant tables and use the nmysql access script to check whether your modifications
have the desired effect. When you are satisfied with your changes, execute nysql adnmi n f | ush-
privil eges to tell the nysql d server to reload the privileges. This enables you to begin using the new
grant table contents without stopping and restarting the server.

If you get the following error, you may have a problem with the db or host table:
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Access to database deni ed

If the entry selected from the db table has an empty value in the Host column, make sure that there are
one or more corresponding entries in the host table specifying which hosts the db table entry applies to.
This problem occurs infrequently because the host table is rarely used.

If everything else fails, start the mysql d server with a debugging option (for example, - -
debug=d, gener al , query). This prints host and user information about attempted connections, as well
as information about each command issued. See The DBUG Package.

If you have any other problems with the MySQL grant tables and feel you must post the problem to
the mailing list, always provide a dump of the MySQL grant tables. You can dump the tables with
the mysql dunp mysqgl command. To file a bug report, see the instructions at How to Report Bugs
or Problems. In some cases, you may need to restart nysql d with - - ski p- grant -t abl es to run
nmysql dunp.
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Chapter 5 MySQL User Account Management
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This section describes how to set up accounts for clients of your MySQL server. It discusses the following
topics:

» The meaning of account names and passwords as used in MySQL and how that compares to names
and passwords used by your operating system

» How to set up new accounts and remove existing accounts
» How to change passwords

» Guidelines for using passwords securely

» How to use secure connections with SSL

See also Account Management Statements, which describes the syntax and use for all user-management
SQL statements.

5.1 User Names and Passwords

MySQL stores accounts in the user table of the nysqgl database. An account is defined in terms of a
user name and the client host or hosts from which the user can connect to the server. The account may
also have a password. For information about account representation in the user table, see Section 4.2,
“Privilege System Grant Tables”.

There are several distinctions between the way user names and passwords are used by MySQL and the
way they are used by your operating system:

» User names, as used by MySQL for authentication purposes, have nothing to do with user names (login
names) as used by Windows or Unix. On Unix, most MySQL clients by default try to log in using the
current Unix user name as the MySQL user name, but that is for convenience only. The default can be
overridden easily, because client programs permit any user name to be specified with a - u or - - user
option. Because this means that anyone can attempt to connect to the server using any user name, you
cannot make a database secure in any way unless all MySQL accounts have passwords. Anyone who
specifies a user name for an account that has no password is able to connect successfully to the server.
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» MySQL user names can be up to 16 characters long. Operating system user names, because they are
completely unrelated to MySQL user names, may be of a different maximum length. For example, Unix
user names typically are limited to eight characters.

Warning

The limit on MySQL user name length is hard-coded in the MySQL servers and
clients, and trying to circumvent it by modifying the definitions of the tables in the
mysql database does not work.

You should never alter any of the tables in the nysql database in any
manner whatsoever except by means of the procedure that is described
inmysql upgr ade — Check and Upgrade MySQL Tables. Attempting to
redefine MySQL's system tables in any other fashion results in undefined (and
unsupported!) behavior.

» The server uses MySQL passwords stored in the user table to authenticate client connections using
MySQL built-in authentication. These passwords have nothing to do with passwords for logging in to
your operating system. There is no necessary connection between the “external” password you use to
log in to a Windows or Unix machine and the password you use to access the MySQL server on that
machine.

» MySQL encrypts passwords stored in the user table using its own algorithm. This encryption is the
same as that implemented by the PASSWORD( ) SQL function but differs from that used during the
Unix login process. Unix password encryption is the same as that implemented by the ENCRYPT( )
SQL function. See the descriptions of the PASSWORD( ) and ENCRYPT( ) functions in Encryption and
Compression Functions.

From version 4.1 on, MySQL employs a stronger authentication method that has better password
protection during the connection process than in earlier versions. It is secure even if TCP/IP packets are
sniffed or the nysql database is captured. (In earlier versions, even though passwords are stored in
encrypted form in the user table, knowledge of the encrypted password value could be used to connect
to the MySQL server.) Section 2.2.4, “Password Hashing in MySQL”", discusses password encryption
further.

« Itis possible to connect to the server regardless of character set settings if the user name and
password contain only ASCII characters. To connect when the user name or password contain
non-ASCII characters, the client should call the mysqgl _opti ons() C API function with the
MYSQL_SET CHARSET NANE option and appropriate character set name as arguments. This causes
authentication to take place using the specified character set. Otherwise, authentication will fail unless
the server default character set is the same as the encoding in the authentication defaults.

Standard MySQL client programs support a - - def aul t - char act er - set option that causes

nysqgl _options() to be called as just described. For programs that use a connector that is not based
on the C API, the connector may provide an equivalent to mysql _opti ons() that can be used instead.
Check the connector documentation.

The preceding notes do not apply for ucs2, which is not permitted as a client character set.

When you install MySQL, the grant tables are populated with an initial set of accounts. The names and
access privileges for these accounts are described in Section 3.2, “Securing the Initial MySQL Accounts”,
which also discusses how to assign passwords to them. Thereafter, you normally set up, modify, and
remove MySQL accounts using statements such as CREATE USER, GRANT, and REVOKE. See Account
Management Statements.

62


http://dev.mysql.com/doc/refman/5.1/en/mysql-upgrade.html
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html#function_password
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html#function_encrypt
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html#function_password
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html#function_encrypt
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.1/en/encryption-functions.html
http://dev.mysql.com/doc/refman/5.1/en/mysql-options.html
http://dev.mysql.com/doc/refman/5.1/en/mysql-options.html
http://dev.mysql.com/doc/refman/5.1/en/mysql-options.html
http://dev.mysql.com/doc/refman/5.1/en/create-user.html
http://dev.mysql.com/doc/refman/5.1/en/grant.html
http://dev.mysql.com/doc/refman/5.1/en/revoke.html
http://dev.mysql.com/doc/refman/5.1/en/account-management-sql.html
http://dev.mysql.com/doc/refman/5.1/en/account-management-sql.html

Adding User Accounts

When you connect to a MySQL server with a command-line client, specify the user name and password as
necessary for the account that you want to use:

shel | > nysqgl --user=nonty --password=password db_nane

If you prefer short options, the command looks like this:

shel | > nysqgl -u nonty -ppassword db_nane
There must be no space between the - p option and the following password value.

If you omit the passwor d value following the - - passwor d or - p option on the command line, the client
prompts for one.

Specifying a password on the command line should be considered insecure. See Section 2.2.1, “End-
User Guidelines for Password Security”. You can use an option file to avoid giving the password on the
command line.

For additional information about specifying user names, passwords, and other connection parameters, see
Connecting to the MySQL Server.

5.2 Adding User Accounts

You can create MySQL accounts in two ways:

» By using statements intended for creating accounts, such as CREATE USER or GRANT. These
statements cause the server to make appropriate modifications to the grant tables.

» By manipulating the MySQL grant tables directly with statements such as | NSERT, UPDATE, or DELETE.

The preferred method is to use account-creation statements because they are more concise and less
error-prone than manipulating the grant tables directly. CREATE USER and GRANT are described in
Account Management Statements.

Another option for creating accounts is to use the GUI tool MySQL Workbench. Or one of several available
third-party programs that offer capabilities for MySQL account administration. phpMy/Adni n is one such
program.

The following examples show how to use the nysql client program to set up new accounts. These
examples assume that privileges have been set up according to the defaults described in Section 3.2,
“Securing the Initial MySQL Accounts”. This means that to make changes, you must connect to the MySQL
server as the MySQL r oot user, and the r oot account must have the | NSERT privilege for the mysq|l
database and the REL OAD administrative privilege.

As noted in the examples where appropriate, some of the statements will fail if the server's SQL

mode has been set to enable certain restrictions. In particular, strict mode (STRI CT_TRANS TABLES,
STRI CT_ALL_TABLES) and NO AUTO CREATE_USER will prevent the server from accepting some of the
statements. Workarounds are indicated for these cases. For more information about SQL modes and their
effect on grant table manipulation, see Server SQL Modes, and GRANT Syntax.

First, use the mysql program to connect to the server as the MySQL r oot user:

shel | > nysqgl --user=root nysql
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If you have assigned a password to the r oot account, you will also need to supply a - - password or - p
option, both for this nysql command and for those later in this section.

After connecting to the server as r oot , you can add new accounts. The following statements use GRANT to
set up four new accounts:

nmysql > CREATE USER ' nonty' @I ocal host' | DENTI FI ED BY ' sone_pass';
mysql > GRANT ALL PRI VILEGES ON *.* TO 'nonty' @I ocal host'
-> W TH GRANT OPTI ON,
mysql > CREATE USER ' nonty' @ % | DENTI FI ED BY ' sone_pass' ;
nysql > GRANT ALL PRI VILEGES ON *.* TO 'nonty' @ %
-> W TH GRANT OPTI ON,
mysql > CREATE USER ' adnmin' @I ocal host "' ;
mysql > GRANT RELQAD, PROCESS ON *.* TO 'adm n' @1 ocal host "' ;
nmysql > CREATE USER ' dummy' @I ocal host "' ;

The accounts created by these statements have the following properties:

» Two of the accounts have a user name of nont y and a password of sonme_pass. Both accounts are
superuser accounts with full privileges to do anything. The ' nonty' @ | ocal host' account can be
used only when connecting from the local host. The ' nonty' @ % account uses the ' % wildcard for
the host part, so it can be used to connect from any host.

It is necessary to have both accounts for nont y to be able to connect from anywhere as nont y.
Without the | ocal host account, the anonymous-user account for | ocal host that is created by

nysql i nstall _db would take precedence when nont y connects from the local host. As a result,
nont y would be treated as an anonymous user. The reason for this is that the anonymous-user account
has a more specific Host column value than the ' nonty' @ % account and thus comes earlier in

the user table sort order. (user table sorting is discussed in Section 4.4, “Access Control, Stage 1:
Connection Verification”.)

 The'adm n' @I ocal host"' account has no password. This account can be used only by admi n to
connect from the local host. It is granted the RELOAD and PROCESS administrative privileges. These
privileges enable the adni n user to execute the nmysql admi n rel oad, nysql adnmi n refresh,
and nysql admi n fl ush-xxx commands, as well as nysql admi n processli st . No privileges
are granted for accessing any databases. You could add such privileges later by issuing other GRANT
statements.

e The' dummy' @1 ocal host"' account has no password. This account can be used only to connect
from the local host. No privileges are granted. It is assumed that you will grant specific privileges to the
account later.

The statements that create accounts with no password will fail if the NO_AUTO_CREATE_USER SQL mode
is enabled. To deal with this, use an | DENTI FI ED BY clause that specifies a nonempty password.

To check the privileges for an account, use SHON GRANTS:

nysgl > SHOW GRANTS FOR 'adnin' @I ocal host ' ;

L L T e +
| Grants for adm n@ ocal host |
L L T e +
| GRANT RELOAD, PROCESS ON *.* TO 'adnmin' @Il ocal host' |
L L T e +

As an alternative to CREATE USER and GRANT, you can create the same accounts directly by issuing
| NSERT statements and then telling the server to reload the grant tables using FLUSH PRI VI LECES:
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shel | > nysqgl --user=root nysql
nmysqgl > | NSERT | NTO user
-> VALUES(' | ocal host' , ' nonty' , PASSWORD( ' sone_pass'),
-> Y LY LYY Y LY LYY LY Y LY LY LY LY,
nmysqgl > | NSERT | NTO user
-> VALUES(' % , ' nonty' , PASSWORD( ' sonme_pass' ),
-> Y LY LYY LY LY LY LY LY LY LY LYY LY,
-> YL LYY LYY LY LYY LY LY LYY LY,
-> eyttt ,'1,0,0,0,0);
nmysqgl > | NSERT | NTO user SET Host ='1 ocal host', User="adnin',
-> Rel oad_priv="Y'", Process_priv="Y";
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)
-> VALUES(' | ocal host"' , ' dummy' ,"");

nmysqgl > FLUSH PRI VI LEGES;

When you create accounts with | NSERT, it is necessary to use FLUSH PRI VI LEGES to tell the server to
reload the grant tables. Otherwise, the changes go unnoticed until you restart the server. With CREATE
USER, FLUSH PRI VI LECGES is unnecessary.

The reason for using the PASSWORD( ) function with | NSERT is to encrypt the password. The CREATE
USER statement encrypts the password for you, so PASSWORD( ) is unnecessary.

The ' Y' values enable privileges for the accounts. Depending on your MySQL version, you may have to
use a different number of ' Y' values in the first two | NSERT statements. The | NSERT statement for the
adm n account employs the more readable extended | NSERT syntax using SET.

In the | NSERT statement for the durmy account, only the Host , User , and Passwor d columns in the
user table row are assigned values. None of the privilege columns are set explicitly, so MySQL assigns
them all the default value of ' N' . This is equivalent to what CREATE USER does.

If strict SQL mode is enabled, all columns that have no default value must have a value specified. In
this case, | NSERT statements must explicitly specify values for the ssl _ci pher, x509 i ssuer, and
x509 subj ect columns.

To set up a superuser account, it is necessary only to insert a user table row with all privilege columns set
to' Y'. The user table privileges are global, so no entries in any of the other grant tables are needed.

The next examples create three accounts and give them access to specific databases. Each of them has a
user name of cust omand password of obscur e.

To create the accounts with CREATE USER and GRANT, use the following statements:

shel | > nysqgl --user=root nysql
nmysql > CREATE USER ' customl @I ocal host' | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON bankaccount . *

-> TO 'custom @1 ocal host ' ;
nmysql > CREATE USER ' cust oml @ host 47. exanpl e. coml | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON expenses. *

-> TO ' cust oml @ host 47. exanpl e. com ;
nmysql > CREATE USER ' cust oml @ server. domai n' | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON cust oner. *

-> TO 'custonl @ server. domai n' ;

The three accounts can be used as follows:

e The first account can access the bankaccount database, but only from the local host.
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e The second account can access the expenses database, but only from the host
host 47. exanpl e. com

» The third account can access the cust oner database, but only from the host ser ver. domai n.

To set up the cust omaccounts without GRANT, use | NSERT statements as follows to modify the grant
tables directly:

shel | > nysqgl --user=root nysql
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' | ocal host' , ' cust om , PASSWORD(' obscure'));
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES( ' host 47. exanpl e. coml , ' cust om , PASSWORD( ' obscure'));
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES( ' server.domain', "' custon , PASSWORD(' obscure'));
nysql > | NSERT | NTO db

-> (Host , Db, User, Sel ect _priv,Insert_priv,

-> Updat e_priv, Del ete_priv, Create_priv, Drop_pri v)

-> VALUES(' | ocal host"', ' bankaccount', ' customni,

-> YO LY LY YY)
nysql > | NSERT | NTO db

-> (Host, Db, User, Sel ect _priv, |nsert_priv,

-> Updat e_priv, Del ete_priv, Create_priv, Drop_pri v)

-> VALUES(' host 47. exanpl e. coni , ' expenses', ' customni,

-> YO LY LY YY)
nysql > | NSERT | NTO db

-> (Host , Db, User, Sel ect _priv,Insert_priv,

-> Updat e_priv, Del ete_priv, Create_priv, Drop_pri v)

-> VALUES( ' server.domain','custoner','custon,

-> YO LY LY YY)

nysql > FLUSH PRI VI LEGES;

The first three | NSERT statements add user table entries that permit the user cust omto connect from the
various hosts with the given password, but grant no global privileges (all privileges are set to the default
value of ' N' ). The next three | NSERT statements add db table entries that grant privileges to cust omfor
the bankaccount , expenses, and cust oner databases, but only when accessed from the proper hosts.
As usual when you modify the grant tables directly, you must tell the server to reload them with FLUSH

PRI VI LEGES so that the privilege changes take effect.

To create a user who has access from all machines in a given domain (for example, nydonai n. com), you
can use the “9%8 wildcard character in the host part of the account name:

nysql > CREATE USER ' nynane' @ % nydonmai n. coml | DENTI FI ED BY ' nypass' ;

To do the same thing by modifying the grant tables directly, do this:

nysqgl > | NSERT | NTO user (Host, User, Password, . ..)
-> VALUES( ' % nydonai n. conm , ' mynane' , PASSWORD( ' nypass' ), ...);
nysql > FLUSH PRI VI LEGES;

5.3 Removing User Accounts

To remove an account, use the DROP USER statement, which is described in DROP USER Syntax.

5.4 Setting Account Resource Limits

One means of limiting use of MySQL server resources is to set the global max_user _connecti ons
system variable to a nonzero value. This limits the number of simultaneous connections that can be made
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by any given account, but places no limits on what a client can do once connected. In addition, setting
max_user _connecti ons does not enable management of individual accounts. Both types of control are
of interest to many MySQL administrators, particularly those working for Internet Service Providers.

In MySQL 5.1, you can limit use of the following server resources for individual accounts:
» The number of queries that an account can issue per hour

e The number of updates that an account can issue per hour

» The number of times an account can connect to the server per hour

» The number of simultaneous connections to the server by an account

Any statement that a client can issue counts against the query limit (unless its results are served from the
guery cache). Only statements that modify databases or tables count against the update limit.

An “account” in this context corresponds to a row in the mysql . user table. That is, a connection is
assessed against the User and Host values in the user table row that applies to the connection. For
example, an account' user a' @ % exanpl e. conl corresponds to a row in the user table that has
User and Host values of user a and % exanpl e. com to permit user a to connect from any host in

the exanpl e. comdomain. In this case, the server applies resource limits in this row collectively to all
connections by user a from any host in the exanpl e. comdomain because all such connections use the
same account.

Before MySQL 5.0.3, an “account” was assessed against the actual host from which a user connects.
This older method accounting may be selected by starting the server with the - - ol d- st yl e- user -

[ i m ts option. In this case, if user a connects simultaneously from host 1. exanpl e. comand
host 2. exanpl e. com the server applies the account resource limits separately to each connection.
If user a connects again from host 1. exanpl e. com the server applies the limits for that connection
together with the existing connection from that host.

To set resource limits for an account, use the GRANT statement (see GRANT Syntax). Provide a W TH
clause that names each resource to be limited. The default value for each limit is zero (no limit). For
example, to create a new account that can access the cust oner database, but only in a limited fashion,
issue these statements:

nmysql > CREATE USER 'franci s' @I ocal host' | DENTI FI ED BY ' frank';
mysql > GRANT ALL ON custoner.* TO 'francis' @I ocal host'

o> W TH MAX_QUERI ES_PER HOUR 20
o> MAX_UPDATES_PER HOUR 10
o> MAX_CONNECTI ONS_PER HOUR 5
o> MAX_USER_CONNECTI ONS 2;

The limit types need not all be named in the W TH clause, but those named can be present in any

order. The value for each per-hour limit should be an integer representing a count per hour. For

MAX USER_CONNECTI ONS, the limit is an integer representing the maximum number of simultaneous
connections by the account. If this limit is set to zero, the global max_user _connecti ons system
variable value determines the number of simultaneous connections. If max_user connect i ons is also
zero, there is no limit for the account.

To modify existing limits for an account, use a GRANT USAGE statement at the global level (ON *. *). The
following statement changes the query limit for f r anci s to 100:

nmysqgl > GRANT USAGE ON *.* TO 'francis' @I ocal host"'
-> W TH MAX_QUERI ES_PER _HOUR 100;
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The statement modifies only the limit value specified and leaves the account otherwise unchanged.

To remove a limit, set its value to zero. For example, to remove the limit on how many times per hour
franci s can connect, use this statement:

nmysql > GRANT USAGE ON *.* TO 'francis' @I ocal host'
-> W TH MAX_CONNECTI ONS_PER_HOUR O;

As mentioned previously, the simultaneous-connection limit for an account is determined from the
MAX _USER_CONNECTI ONS limit and the max_user _connect i ons system variable. Suppose that the
global max_user _connecti ons value is 10 and three accounts have resource limits specified with
GRANT:

GRANT ... TO 'userl' @I ocal host' W TH MAX USER CONNECTI ONS 0;
GRANT ... TO 'user2' @I ocal host' W TH MAX USER CONNECTI ONS 5;
GRANT ... TO 'user3' @I ocal host' W TH MAX USER CONNECTI ONS 20;

user 1 has a connection limit of 10 (the global mex_user connect i ons value) because it has a zero
MAX USER_CONNECTI ONS limit). user 2 and user 3 have connection limits of 5 and 20, respectively,
because they have nonzero MAX USER CONNECTI ONS limits.

The server stores resource limits for an account in the user table row corresponding to the account.
The max_quest i ons, max_updat es, and max_connect i ons columns store the per-hour limits, and
the max_user _connect i ons column stores the MAX USER_CONNECTI ONS limit. (See Section 4.2,
“Privilege System Grant Tables”.) If your user table does not have these columns, it must be upgraded;
see nysql _upgrade — Check and Upgrade MySQL Tables.

Resource-use counting takes place when any account has a nonzero limit placed on its use of any of the
resources.

As the server runs, it counts the number of times each account uses resources. If an account reaches

its limit on number of connections within the last hour, further connections for the account are rejected
until that hour is up. Similarly, if the account reaches its limit on the number of queries or updates, further
queries or updates are rejected until the hour is up. In all such cases, an appropriate error message is
issued.

Resource counting is done per account, not per client. For example, if your account has a query limit of 50,
you cannot increase your limit to 100 by making two simultaneous client connections to the server. Queries
issued on both connections are counted together.

The current per-hour resource-use counts can be reset globally for all accounts, or individually for a given
account:

» To reset the current counts to zero for all accounts, issue a FLUSH USER RESOURCES statement.
The counts also can be reset by reloading the grant tables (for example, with a FLUSH PRI VI LECES
statement or a nysql admi n rel oad command).

» The counts for an individual account can be set to zero by re-granting it any of its limits. To do this, use
GRANT USAGE as described earlier and specify a limit value equal to the value that the account currently
has.

Counter resets do not affect the MAX_USER_CONNECTI ONS limit.
All counts begin at zero when the server starts; counts are not carried over through a restart.

For the MAX_USER_CONNECTI ONS limit, an edge case can occur if the account currently has open the
maximum number of connections permitted to it: A disconnect followed quickly by a connect can result in
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an error (ER_TOO MANY USER CONNECTI ONS or ER_USER LI M T_REACHED) if the server has not fully
processed the disconnect by the time the connect occurs. When the server finishes disconnect processing,
another connection will once more be permitted.

5.5 Assigning Account Passwords

Required credentials for clients that connect to the MySQL server can include a password. This section
describes how to assign passwords for MySQL accounts.

To assign a password when you create a new account with CREATE USER, include an | DENTI FI ED BY
clause:

nysqgl > CREATE USER 'jeffrey' @I ocal host'
-> | DENTI FI ED BY ' nypass';

To assign or change a password for an existing account, one way is to issue a SET PASSWORD statement:

nmysql > SET PASSWORD FOR
-> "jeffrey' @l ocal host' = PASSWORD(' nypass');

MySQL stores passwords in the user table in the nysql database. Only users such as r oot that have
the UPDATE privilege for the mysql database can change the password for other users. If you are not
connected as an anonymous user, you can change your own password by omitting the FOR clause:

nysql > SET PASSWORD = PASSWORD(' mypass' ) :

The ol d_passwor ds system variable value determines the hashing method used by PASSWORDY ) .
If you specify the password using that function and SET PASSWORD rejects the password as not being
in the correct format, it may be necessary to set ol d_passwor ds to change the hashing method. For
descriptions of the permitted values, see Server System Variables.

Enabling the r ead_onl y system variable prevents the use of the SET PASSWORD statement by any user
not having the SUPER privilege.

You can also use a GRANT USAGE statement at the global level (ON *. *) to assign a password to an
account without affecting the account's current privileges:

mysql > GRANT USAGE ON *.* TO 'jeffrey' @Il ocal host*
-> | DENTI FI ED BY ' nypass';

To assign a password from the command line, use the nysqgl adm n command:

shel | > nysgl admi n -u user_nane -h host_nane password "newpwd"

The account for which this command sets the password is the one with a user table row that matches
user _nane inthe User column and the client host from which you connect in the Host column.

During authentication when a client connects to the server, MySQL treats the password in the user table
as an encrypted hash value (the value that PASSWORD( ) would return for the password). When assigning
a password to an account, it is important to store an encrypted value, not the plaintext password. Use the
following guidelines:

« When you assign a password using CREATE USER, GRANT with an | DENTI FI ED BY clause, or the
nysql adm n passwor d command, they encrypt the password for you. Specify the literal plaintext
password:
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nysql > CREATE USER 'jeffrey' @I ocal host'
-> | DENTI FI ED BY ' nmypass';

» For CREATE USER or GRANT, you can avoid sending the plaintext password if you know the hash value
that PASSWORD( ) would return for the password. Specify the hash value preceded by the keyword
PASSWORD:

nmysql > CREATE USER 'jeffrey' @Il ocal host'
-> | DENTI FI ED BY PASSWORD ' *90E462C37378CED12064BB3388827D2BA3A9B689" ;

» When you assign an account a nonempty password using SET PASSWORD, you must use the
PASSWORD( ) function to encrypt the password, otherwise the password is stored as plaintext. Suppose
that you assign a password like this:

nysql > SET PASSWORD FOR
-> "jeffrey' @l ocal host' = 'nypass';

The result is that the literal value ' nypass' is stored as the password in the user table, not the
encrypted value. When j ef f r ey attempts to connect to the server using this password, the value

is encrypted and compared to the value stored in the user table. However, the stored value is the
literal string ' mypass' , so the comparison fails and the server rejects the connection with an Access
deni ed error.

Note

PASSWORD( ) encryption differs from Unix password encryption. See Section 5.1,
“User Names and Passwords”.

It is preferable to assign passwords using SET PASSWORD, GRANT, or nmysql admni n, but it is also possible
to modify the user table directly. In this case, you must also use FLUSH PRI VI LEGES to cause the server
to reread the grant tables. Otherwise, the change remains unnoticed by the server until you restart it.

5.6 Using SSL for Secure Connections

MySQL supports secure (encrypted) connections between MySQL clients and the server using the Secure
Sockets Layer (SSL) protocol. This section discusses how to use SSL connections. For information on
how to require users to use SSL connections, see the discussion of the REQUI RE clause of the GRANT
statement in GRANT Syntax.

The standard configuration of MySQL is intended to be as fast as possible, so encrypted connections are
not used by default. For applications that require the security provided by encrypted connections, the extra
computation to encrypt the data is worthwhile.

MySQL enables encryption on a per-connection basis. You can choose an unencrypted connection or a
secure encrypted SSL connection according the requirements of individual applications.

Secure connections are based on the OpenSSL API and are available through the MySQL C API.
Replication uses the C API, so secure connections can be used between master and slave servers. See
Setting Up Replication Using SSL.

Another way to connect securely is from within an SSH connection to the MySQL server host. For an
example, see Section 5.7, “Connecting to MySQL Remotely from Windows with SSH”.

5.6.1 Basic SSL Concepts
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To understand how MySQL uses SSL, it is necessary to explain some basic SSL and X509 concepts.
People who are familiar with these concepts can skip this part of the discussion.

By default, MySQL uses unencrypted connections between the client and the server. This means that
someone with access to the network could watch all your traffic and look at the data being sent or received.
They could even change the data while it is in transit between client and server.

When you need to move information over a network in a secure fashion, an unencrypted connection is
unacceptable. Encryption is the way to make any kind of data unreadable. Encryption algorithms must
include security elements to resist many kinds of known attacks such as changing the order of encrypted
messages or replaying data twice.

SSL is a protocol that uses different encryption algorithms to ensure that data received over a public
network can be trusted. It has mechanisms to detect any data change, loss, or replay. SSL also
incorporates algorithms that provide identity verification using the X509 standard.

X509 makes it possible to identify someone on the Internet. It is most commonly used in e-commerce
applications. In basic terms, there should be some entity called a “Certificate Authority” (or CA) that
assigns electronic certificates to anyone who needs them. Certificates rely on asymmetric encryption
algorithms that have two encryption keys (a public key and a secret key). A certificate owner can show
the certificate to another party as proof of identity. A certificate consists of its owner's public key. Any data
encrypted with this public key can be decrypted only using the corresponding secret key, which is held by
the owner of the certificate.

For more information about SSL, X509, encryption, or public-key cryptography, perform an Internet search
for the keywords in which you are interested.

5.6.2 Configuring MySQL for SSL

To use SSL connections between the MySQL server and client programs, your system must support either
OpenSSL or yaSSL, and your version of MySQL must be built with SSL support. To make it easier to use
secure connections, MySQL is bundled with yaSSL, which uses the same licensing model as MySQL.
(OpenSSL uses an Apache-style license.) yaSSL support is available on all MySQL platforms supported by
Oracle Corporation.

To get secure connections to work with MySQL and SSL, you must do the following:

1. If you are not using a binary (precompiled) version of MySQL that has been built with SSL support,
and you are going to use OpenSSL rather than the bundled yaSSL library, install OpenSSL if it has not
already been installed. We have tested MySQL with OpenSSL 0.9.6. To obtain OpenSSL, visit http://
www.openssl.org.

Building MySQL using OpenSSL requires a shared OpenSSL library, otherwise linker errors occur.
Alternatively, build MySQL using yaSSL.

2. If you are not using a binary (precompiled) version of MySQL that has been built with SSL support,
configure a MySQL source distribution to use SSL. When you configure MySQL, invoke the
confi gur e script like this:

shell > ./configure --with-ssl

That command configures the distribution to use the bundled yaSSL library. To use OpenSSL instead,
specify the - - wi t h- ssl option with the path to the directory where the OpenSSL header files and
libraries are located:
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shell > ./configure --wth-ssl=path
Note

On some platforms the full determination of the You may also need to explicitly
add the SSL library and header directories. You can do this by setting the
LDFLAGS, CFLAGS, CPPFLAGS and CXXFLAGS with the full directories. For
example:

shel | > LDFLAGS="-L/usr/local /ssl/lib" CFLAGS="-I/usr/local/ssl/include" \
CPPFLAGS="-1/usr/l ocal /ssl/include" CXXFLAGS="-I/usr/l|ocal/ssl/include" \
configure --wth-ssl=/usr/local/ssl

Before MySQL 5.1.11, you must use the appropriate option to select the SSL library that you want to
use.

For yaSSL:

shell > ./configure --wth-yassl

For OpenSSL:

shell > ./configure --wth-openssl
Then compile and install the distribution.

On Unix platforms, yaSSL retrieves true random numbers from either / dev/ ur andomor / dev/
random Bug#13164 lists workarounds for some very old platforms which do not support these devices.

3. To check whether a mysqgl d server supports SSL, examine the value of the have_ssl| system
variable:

nysqgl > SHOW VARI ABLES LI KE ' have_ssl ' ;

feccomccoooomoos dhe oo oo +
| Variable_nanme | Value |
feccomccoooomoos dhe oo oo +
| have_ssl | YES |
feccomccoooomoos dhe oo oo +

If the value is YES, the server supports SSL connections. If the value is DI SABLED, the server is
capable of supporting SSL connections but was not started with the appropriate - - ssl - xxx options to
enable them to be used; see Section 5.6.3, “Using SSL Connections”.

5.6.3 Using SSL Connections

To enable SSL connections, your MySQL distribution must be built with SSL support, as described in
Section 5.6.2, “Configuring MySQL for SSL”. In addition, the proper SSL-related options must be used to
specify the appropriate certificate and key files. For a complete list of SSL options, see Section 5.6.4, “SSL
Command Options”.

To start the MySQL server so that it permits clients to connect using SSL, use the options that identify the
certificate and key files the server uses when establishing a secure connection:

» --ssl - ca identifies the Certificate Authority (CA) certificate.

e --ssl-cert identifies the server public key certificate. This can be sent to the client and authenticated
against the CA certificate that it has.
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e --ssl - key identifies the server private key.

For example, start the server like this:

shel | > nysqgl d --ssl-ca=ca-cert.pem\
--ssl-cert=server-cert.pem\
- -ssl - key=server-key. pem

Each option names a file in PEM format. For instructions on generating the required SSL certificate and
key files, see Section 5.6.5, “Setting Up SSL Certificates and Keys for MySQL". If you have a MySQL
source distribution, you can also test your setup using the demonstration certificate and key files in the
nmysql -t est/ st d_dat a directory of the distribution.

Similar options are used on the client side, but - - ssl -cert and - - ssl - key identify the client public and
private key. The Certificate Authority certificate, if specified, must be the same as used by the server.

To establish a secure connection to a MySQL server with SSL support, the options that a client must
specify depend on the SSL requirements of the MySQL account used by the client. (See the discussion of
the REQUI RE clause in GRANT Syntax.)

Suppose that you want to connect using an account that has no special SSL requirements or was created
using a GRANT statement that includes the REQUI RE SSL option. As a recommended set of SSL options,
start the server with at least - - ssl - cert and - - ssl - key, and invoke the client with - - ssl - ca. A client
can connect securely like this:

shel | > nysqgl --ssl-ca=ca-cert.pem

To require that a client certificate also be specified, create the account using the REQUI RE X509 option.
Then the client must also specify the proper client key and certificate files or the server will reject the
connection:

shel | > nysqgl --ssl-ca=ca-cert.pem\
--ssl-cert=client-cert.pem\
--ssl -key=client-key. pem

To prevent use of SSL and override other SSL options, invoke the client program with - - ssl =0 or a
synonym (- - ski p-ssl, - -di sabl e-ssl):
shel | > nysqgl --ssl =0

A client can determine whether the current connection with the server uses SSL by checking the value
of the Ssl _ci pher status variable. The value is nonempty if SSL is used, and empty otherwise. For
example:

nmysql > SHOW STATUS LI KE ' Ssl _ci pher"';

S e S +
| Variabl e_nane | Val ue |
S e S +
| Ssl _cipher | DHE- RSA- AES256- SHA |
S e S +

For the nysql client, an alternative is to use the STATUS or \ s command and check the SSL line:

mysql > \'s

SSL: Ci pher in use i s DHE- RSA- AES256- SHA
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Or:

nysqgl > \'s

SSL: Not in use

The C API enables application programs to use SSL:

» To establish a secure connection, use the nysql ssl _set () C API function to set the appropriate
certificate options before calling mysql real connect (). See mysql_ssl_set().

* To determine whether SSL is in use after the connection is established, use
nysql _get _ssl _ci pher (). Anon-NULL return value indicates a secure connection and names
the SSL cipher used for encryption. A NULL return value indicates that SSL is not being used. See
mysql_get_ssl_cipher().

Replication uses the C API, so secure connections can be used between master and slave servers. See
Setting Up Replication Using SSL.

5.6.4 SSL Command Options

This section describes options that specify whether to use SSL and the names of SSL certificate and

key files. These options can be given on the command line or in an option file. They are not available
unless MySQL has been built with SSL support. See Section 5.6.2, “Configuring MySQL for SSL". For
examples of suggested use and how to check whether a connection is secure, see Section 5.6.3, “Using
SSL Connections”. (There are also - - nast er - ssl * options that can be used for setting up a secure
connection from a slave replication server to a master server; see Replication and Binary Logging Options
and Variables.)

Table 5.1 SSL Option/Variable Summary

Name Cmd-Line Option File |System Var |Status Var |Var Scope |Dynamic
have_openssl Yes Global No
have_ssl Yes Global No
skip-ssl Yes Yes

ssl Yes Yes

ssl-ca Yes Yes Global No
- Variable: ssl_ca Yes Global No
ssl-capath Yes Yes Global No
- Variable: Yes Global No
ssl_capath

ssl-cert Yes Yes Global No
- Variable: Yes Global No
ssl_cert

ssl-cipher Yes Yes Global No
- Variable: Yes Global No
ssl_cipher

ssl-key Yes Yes Global No
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Name Cmd-Line Option File |System Var |Status Var |Var Scope |Dynamic
- Variable: Yes Global No
ssl_key

o --ssli

For the server, this option specifies that the server permits but does not require SSL connections.

For a client program, this option permits but does not require the client to connect to the server using
SSL. Therefore, this option is not sufficient in itself to cause an SSL connection to be used. For example,
if you specify this option for a client program but the server has not been configured to permit SSL
connections, an unencrypted connection is used.

As a recommended set of options to enable SSL connections, use at least - - ssl -cert and - - ssl -
key on the server side and - - ssl - ca on the client side. See Section 5.6.3, “Using SSL Connections”.

- - ssl may be implied by other - - ss| - xxx options, as indicated in the descriptions for those options.

The - - ssl option can be given in its negated form to override other SSL options and indicate that
SSL should not be used. To do this, specify the option as - - ssl =0 or a synonym (- - ski p-ssl , - -
di sabl e-ssl). For example, you might have SSL options specified inthe [ cl i ent] group of your
option file to use SSL connections by default when you invoke MySQL client programs. To use an
unencrypted connection instead, invoke the client program with - - ski p- ssl on the command line to
override the options in the option file.

To require use of an SSL connection for a MySQL account, issue a GRANT statement for the account
that includes at least a REQUI RE SSL clause. Connections for the account will be rejected unless
MySQL supports SSL connections and the server and client have been started with the proper SSL
options.

The REQUI RE clause permits other SSL-related options, which can be used to enforce stricter
requirements than REQUI RE SSL. For additional details about which SSL command options may or
must be specified by clients that connect using accounts configured using the various REQUI RE options,
see the description of REQUI RE in GRANT Syntax.

--ssl-ca=fil e_nane

The path to a file in PEM format that contains a list of trusted SSL certificate authorities. This option
implies - - ssl .

As of MySQL 5.1.18, if you use SSL when establishing a client connection, to tell the client not to
authenticate the server certificate, specify neither - - ssl - ca nor - - ssl - capat h. The server still
verifies the client according to any applicable requirements established using GRANT statements for
the client account, and it still uses any - - ssl - ca or - - ssl - capat h option values specified at server
startup.

--ssl -capat h=di rectory_nane

The path to a directory that contains trusted SSL certificate authority certificates in PEM format. This
option implies - - ssl .

As of MySQL 5.1.18, if you use SSL when establishing a client connection, to tell the client not to
authenticate the server certificate, specify neither - - ssl - ca nor - - ssl - capat h. The server still
verifies the client according to any applicable requirements established using GRANT statements for
the client account, and it still uses any - - ssl - ca or - - ssl - capat h option values specified at server
startup.
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MySQL distributions built with OpenSSL support the - - ssl - capat h option. Distributions built with
yaSSL do not because yaSSL does not look in any directory and does not follow a chained certificate
tree. yaSSL requires that all components of the CA certificate tree be contained within a single CA
certificate tree and that each certificate in the file has a unique SubjectName value. To work around this
yaSSL limitation, concatenate the individual certificate files comprising the certificate tree into a new file
and specify that file as the value of the - - ssl - ca option.

--ssl-cert=file_nane

The name of the SSL certificate file in PEM format to use for establishing a secure connection. This
option implies - - ssl .

--ssl -ci pher =ci pher _|i st

A list of permissible ciphers to use for SSL encryption. If no cipher in the list is supported, SSL
connections will not work. This option implies - - ssl .

For greatest portability, ci pher _| i st should be a list of one or more cipher names, separated by
colons. This format is understood both by OpenSSL and yaSSL. Examples:

- -ssl - ci pher =AES128- SHA
- - ssl - ci pher =DHE- RSA- AES256- SHA: AES128- SHA

OpenSSL supports a more flexible syntax for specifying ciphers, as described in the OpenSSL
documentation at http://www.openssl.org/docs/apps/ciphers.html. However, yaSSL does not, so
attempts to use that extended syntax fail for a MySQL distribution built with yaSSL.

For OpenSSL, the supported ciphers may depend on which version your server is linked against. For
example, the list might include these ciphers:

AES256- GCCM SHA384

AES256- SHA

AES256- SHA256

CAMELLI A256- SHA

DES- CBC3- SHA

DHE- DSS- AES256- GCM SHA384
DHE- DSS- AES256- SHA

DHE- DSS- AES256- SHA256

DHE- DSS- CAMELLI A256- SHA

DHE- RSA- AES256- GCM SHA384
DHE- RSA- AES256- SHA

DHE- RSA- AES256- SHA256

DHE- RSA- CAMELLI A256- SHA
ECDH ECDSA- AES256- GCM SHA384
ECDH ECDSA- AES256- SHA

ECDH- ECDSA- AES256- SHA384
ECDH ECDSA- DES- CBC3- SHA
ECDH RSA- AES256- GCM SHA384
ECDH RSA- AES256- SHA

ECDH- RSA- AES256- SHA384

ECDH- RSA- DES- CBC3- SHA

ECDHE- ECDSA- AES128- GCM SHA256
ECDHE- ECDSA- AES128- SHA
ECDHE- ECDSA- AES128- SHA256
ECDHE- ECDSA- AES256- GCM SHA384
ECDHE- ECDSA- AES256- SHA
ECDHE- ECDSA- AES256- SHA384
ECDHE- ECDSA- DES- CBC3- SHA
ECDHE- RSA- AES128- GCM SHA256
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ECDHE- RSA- AES128- SHA
ECDHE- RSA- AES128- SHA256
ECDHE- RSA- AES256- GCM SHA384
ECDHE- RSA- AES256- SHA
ECDHE- RSA- AES256- SHA384
ECDHE- RSA- DES- CBC3- SHA
EDH- DSS- DES- CBC3- SHA
EDH- RSA- DES- CBC3- SHA
PSK- 3DES- EDE- CBC- SHA

PSK- AES256- CBC- SHA

SRP- DSS- 3DES- EDE- CBC- SHA
SRP- DSS- AES- 128- CBC- SHA
SRP- DSS- AES- 256- CBC- SHA
SRP- RSA- 3DES- EDE- CBC- SHA
SRP- RSA- AES- 128- CBC- S
SRP- RSA- AES- 256- CBC- SHA

yaSSL supports these ciphers:

AES128- RVD

AES128- SHA

AES256- RVD

AES256- SHA

DES- CBC- SHA

DES- CBC3- RVD

DES- CBC3- SHA

DHE- RSA- AES128- RVD
DHE- RSA- AES128- SHA
DHE- RSA- AES256- RVD
DHE- RSA- AES256- SHA
DHE- RSA- DES- CBC3- RVD
EDH- RSA- DES- CBC- SHA
EDH- RSA- DES- CBC3- SHA
RCA- MD5

RCA- SHA

To verify exactly which ciphers a given server supports, check the value of the Ssl _ci pher _|i st
status variable using this query:

SHOW STATUS LI KE ' Ssl _ci pher_list';
--ssl-key=file_nane

The name of the SSL key file in PEM format to use for establishing a secure connection. This option
implies - - ssl .

If the MySQL distribution was built using OpenSSL and the key file is protected by a passphrase, the
program prompts the user for the passphrase. The password must be given interactively; it cannot be
stored in a file. If the passphrase is incorrect, the program continues as if it could not read the key. If the
MySQL distribution was built using yaSSL and the key file is protected by a passphrase, an error occurs.

--ssl-verify-server-cert

This option is available for client programs only, not the server. It causes the client to check the server's
Common Name value in the certificate that the server sends to the client. The client verifies that name
against the host name the client uses for connecting to the server, and the connection fails if there is

a mismatch. This feature can be used to prevent man-in-the-middle attacks. Verification is disabled by
default. This option was added in MySQL 5.1.11.
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5.6.5 Setting Up SSL Certificates and Keys for MySQL

This section demonstrates how to set up SSL certificate and key files for use by MySQL servers and
clients. The first example shows a simplified procedure such as you might use from the command line. The
second shows a script that contains more detail. The first two examples are intended for use on Unix and
both use the openss| command that is part of OpenSSL. The third example describes how to set up SSL
files on Windows.

Important

Whatever method you use to generate the certificate and key files, the Common
Name value used for the server and client certificates/keys must each differ from
the Common Name value used for the CA certificate. Otherwise, the certificate and
key files will not work for servers compiled using OpenSSL. A typical error in this
case is:

ERROR 2026 (HYOO00): SSL connection error:
error:00000001: 1ib(0):func(0):reason(1)

Example 1: Creating SSL Files from the Command Line on Unix

The following example shows a set of commands to create MySQL server and client certificate and key
files. You will need to respond to several prompts by the openss| commands. To generate test files,
you can press Enter to all prompts. To generate files for production use, you should provide nonempty
responses.

# Create clean environnment

shel > rm-rf newcerts

shel | > nkdir newcerts &% cd newcerts

# Create CA certificate

shel | > openssl genrsa 2048 > ca- key. pem

shel | > openssl req -new -x509 -nodes -days 3600 \

-key ca-key.pem -out ca-cert.pem
# Create server certificate, renove passphrase, and sign it
# server-cert.pem = public key, server-key.pem= private key
shel | > openssl| req -newkey rsa: 2048 -days 3600 \

-nodes -keyout server-key.pem -out server-req.pem
shel | > openssl rsa -in server-key.pem -out server-key.pem
shel | > openssl x509 -req -in server-reqg. pem -days 3600 \

-CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out server-cert.pem
# Create client certificate, renove passphrase, and sign it
# client-cert.pem= public key, client-key.pem= private key
shel | > openssl| req -newkey rsa: 2048 -days 3600 \

-nodes -keyout client-key.pem-out client-req.pem
shel | > openssl rsa -in client-key.pem-out client-key.pem
shel | > openssl x509 -req -in client-reqg. pem-days 3600 \

- CA ca-cert.pem - CAkey ca-key.pem -set_serial 01 -out client-cert.pem

After generating the certificates, verify them:

shel | > openssl| verify -CAfile ca-cert.pemserver-cert.pemclient-cert.pem
server-cert.pem OK
client-cert.pem K

Now you have a set of files that can be used as follows:

e ca-cert.pem Use this as the argument to - - ssl - ca on the server and client sides. (The CA
certificate, if used, must be the same on both sides.)
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e server-cert.pemserver-key. pem Use these as the arguments to - - ssl -cert and - - ssl - key
on the server side.

e client-cert.pemclient-key. pem Use these as the argumentsto - - ssl -cert and - - ssl - key
on the client side.

To use the files to test SSL connections, see Section 5.6.3, “Using SSL Connections”.
Example 2: Creating SSL Files Using a Script on Unix

Here is an example script that shows how to set up SSL certificate and key files for MySQL. After
executing the script, use the files to test SSL connections as described in Section 5.6.3, “Using SSL
Connections”.

Dl R="pwd" / openssl

PRI V=$DI R/ pri vat e

nkdir $DI R $PRIV $DI R/ newcerts

cp /usr/share/ssl/openssl.cnf $DIR

repl ace ./denbCA $DIR -- $Dl R/ openssl . cnf

# Create necessary files: $database, $serial and $new certs_dir

# directory (optional)

touch $DI R/ i ndex. t xt

echo "01" > $DI R/ seri al

#

# Generation of Certificate Authority(CA)

#

openssl req -new -x509 -keyout $PRIV/cakey.pem -out $DI R/ ca-cert.pem\
-days 3600 -config $Dl R/ openssl . cnf

# Sanpl e out put :

# Using configuration from/home/ nonty/openssl/openssl . cnf

# Generating a 1024 bit RSA private key

,,,,,,,,,,,,,,,, PP R

,,,,,,,,, PP R

witing new private key to '/honme/ nonty/openssl/private/ cakey. pem

Ent er PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be

incorporated into your certificate request.

What you are about to enter is what is called a Distingui shed Nane

or a DN.

There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Nane (2 letter code) [AU : Fl

State or Province Name (full nane) [Sone-State]:.

Locality Nanme (eg, city) []:

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: My\SQ. AB

Organi zational Unit Nane (eg, section) []:

Common Narme (eg, YOUR nane) []:M/SQL admin

Emai| Address []:

Create server request and key

HHFHHHFH R R

openssl req -new -keyout $DI R/ server-key.pem -out \
$DI R/ server-req. pem -days 3600 -config $Dl R/ openssl . cnf
Sanpl e out put :
Usi ng configuration from/home/ nonty/openssl/openssl . cnf
Generating a 1024 bit RSA private key
o o APAFPTPEAR
,,,,,,,,,, PP R
witing new private key to '/hone/ nonty/openssl/server-key. pem
Ent er PEM pass phrase:

HoH O H R HH
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Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distingui shed Nane
or a DN.

There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Nane (2 letter code) [AU : Fl

State or Province Nanme (full nane) [Sone-State]:.

Locality Nanme (eg, city) []:

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: My\SQL AB
Organi zational Unit Nane (eg, section) []:

Common Narme (eg, YOUR nane) []: MySQL server

Emai| Address []:

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

Renmove the passphrase fromthe key

penssl rsa -in $D R/ server-key. pem -out $Dl R/ server-key. pem

Si gn server cert

HHHFOHHFHFHHHFHHFHHH R

openssl ca -cert $DI R/ ca-cert.pem -policy policy_anything \
-out $DI R/ server-cert.pem-config $D R/ openssl.cnf \
-infiles $DI R/ server-req. pem

Sanpl e out put :

Usi ng configuration from/home/ nonty/openssl/openssl . cnf
Ent er PEM pass phrase:

Check that the request matches the signature

Si ghat ure ok

The Subj ects Di stinguished Nanme is as foll ows

count r yName : PRI NTABLE: ' FI'*

or gani zat i onNane : PRI NTABLE: ' \ySQL. AB'

commonNane : PRI NTABLE: ' MySQL admi n'
Certificate is to be certified until Sep 13 14:22:46 2003 GMI
(365 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, conmmt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed

Create client request and key

HHHHHH R R

openssl req -new -keyout $DI R/ client-key. pem-out \

$DI R/ cl i ent-req. pem -days 3600 -config $Dl R/ openssl . cnf
# Sanpl e out put :
# Using configuration from/home/ nonty/openssl/openssl . cnf
# Generating a 1024 bit RSA private key
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, APAFAFTFARA R
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, APAFAFTFARA R
witing new private key to '/hone/ nonty/openssl/client-key. pem
Ent er PEM pass phrase:
Verifying password - Enter PEM pass phrase:
You are about to be asked to enter information that will be
incorporated into your certificate request.
What you are about to enter is what is called a Distingui shed Nane
or a DN.

HH O H R H R HHHR
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There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Nane (2 letter code) [AU : Fl

State or Province Nanme (full nane) [Sone-State]:.

Locality Nanme (eg, city) []:

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: My\SQL AB
Organi zational Unit Nane (eg, section) []:

Common Narme (eg, YOUR nane) []: M/SQL user

Emai| Address []:

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

Renmove the passphrase fromthe key

penssl rsa -in $D R/ client-key. pem-out $D R/ client-key. pem

Sign client cert

HHHFOHHFHHFHFHHFHHFHHH R

openssl ca -cert $DI R/ ca-cert.pem -policy policy_anything \
-out $DIR/client-cert.pem-config $D R/ openssl.cnf \
-infiles $DI R/ client-req. pem

Sanpl e out put :

Usi ng configuration from/home/ nonty/openssl/openssl . cnf
Ent er PEM pass phrase:

Check that the request matches the signature

Si ghat ure ok

The Subj ects Di stinguished Nane is as foll ows

count r yName : PRI NTABLE: ' FI'*

or gani zat i onNane : PRI NTABLE: ' \ySQ. AB'

conmmonName : PRI NTABLE: ' MySQL user'
Certificate is to be certified until Sep 13 16:45:17 2003 GMVI
(365 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, conmmt? [y/n]y
Wite out database with 1 new entries
Dat a Base Updat ed

Create a nmy.cnf file that you can use to test the certificates

HHHHHH R R

cat <<ECOF > $DI R/ ny. cnf
[client]

ssl -ca=%$Dl R/ ca-cert. pem
ssl-cert=$DI R/ client-cert.pem
ssl - key=3%$DI R/ cl i ent - key. pem
[nysgl d]

ssl -ca=%$Dl R/ ca-cert. pem

ssl -cert=$Dl R/ server-cert.pem
ssl - key=3%$DI R/ ser ver - key. pem
EOF

Example 3: Creating SSL Files on Windows

Download OpenSSL for Windows if it is not installed on your system. An overview of available packages
can be seen here:

http://ww. sl proweb. com product s/ Wn320penSSL. ht ni
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Choose the Win32 OpenSSL Light or Win64 OpenSSL Light package, depending on your architecture
(32-bit or 64-bit). The default installation location will be C. \ QpenSSL- W n32 or C. \ OpenSSL- W n64,
depending on which package you downloaded. The following instructions assume a default location of C:
\ OpenSSL- W n32. Modify this as necessary if you are using the 64-bit package.

If a message occurs during setup indicating' . . . critical conponent is mssing: Mcrosoft
Vi sual C++ 2008 Redi stri butabl es', cancel the setup and download one of the following
packages as well, again depending on your architecture (32-bit or 64-bit):

 Visual C++ 2008 Redistributables (x86), available at:

http://ww. m crosoft.com downl oads/ det ai | s. aspx?fam | yi d=9B2DA534- 3E03-4391- 8A4D- 074B9F2BC1BF

» Visual C++ 2008 Redistributables (x64), available at:

http://ww. m crosoft.com downl oads/ det ai | s. aspx?fam | yi d=bd2a6171- e2d6-4230- b809- 9a8d7548c1hb6
After installing the additional package, restart the OpenSSL setup procedure.

During installation, leave the default C: \ OpenSSL- W n32 as the install path, and also leave the default
option' Copy OpenSSL DLL files to the Wndows system directory' selected.

When the installation has finished, add C: \ OpenSSL- W n32\ bi n to the Windows System Path variable of
your server:

1. On the Windows desktop, right-click the My Computer icon, and select Properties.

2. Select the Advanced tab from the System Properties menu that appears, and click the Environment
Variables button.

3. Under System Variables, select Path, then click the Edit button. The Edit System Variable dialogue
should appear.

4, Add'; C.\ QpenSSL- W n32\ bi n' to the end (notice the semicolon).
5. Press OK 3 times.

6. Check that OpenSSL was correctly integrated into the Path variable by opening a new command
console (St ar t >Run>cnd. exe) and verifying that OpenSSL is available:

M crosoft W ndows [Version ...]

Copyright (c) 2006 M crosoft Corporation. Al rights reserved.

C:\ W ndows\ syst enB2>cd \

C: \ >openssl

OpenSSL> exit <<< |f you see the OpenSSL pronpt, installation was successful.
C\>

Depending on your version of Windows, the preceding path-setting instructions might differ slightly.

After OpenSSL has been installed, use instructions similar to those from Example 1 (shown earlier in this
section), with the following changes:

» Change the following Unix commands:

# Create clean environnent
shell> rm-rf newcerts
shel | > nkdir newcerts &% cd newcerts
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On Windows, use these commands instead:

# Create clean environnent
shell > md c:\newcerts
shell > cd c:\newcerts

e Whena'\' character is shown at the end of a command line, this' \ ' character must be removed and
the command lines entered all on a single line.

After generating the certificate and key files, to use them to test SSL connections, see Section 5.6.3,
“Using SSL Connections”.

5.7 Connecting to MySQL Remotely from Windows with SSH

This section describes how to get a secure connection to a remote MySQL server with SSH. The
information was provided by David Carlson <dcar | son@mpl conm con®.

1. Install an SSH client on your Windows machine. For a comparison of SSH clients, see http://
en.wikipedia.org/wiki/Comparison_of SSH_clients.

2. Start your Windows SSH client. Set Host _Nane = yournysqgl server URL_or | P. Set
userid=your useri dtolog into your server. This useri d value might not be the same as the user
name of your MySQL account.

3. Set up port forwarding. Either do a remote forward (Set | ocal port: 3306, renote_host:
your mysql servernane_or _ip,renote_port: 3306 ) or alocal forward (Setport: 3306,
host: | ocal host,renpote port: 3306).

4. Save everything, otherwise you will have to redo it the next time.
5. Log in to your server with the SSH session you just created.
6. On your Windows machine, start some ODBC application (such as Access).

7. Create a new file in Windows and link to MySQL using the ODBC driver the same way you normally do,
except type in | ocal host for the MySQL host server, not your nysql ser ver nane.

At this point, you should have an ODBC connection to MySQL, encrypted using SSH.

5.8 SQL-Based MySQL Account Activity Auditing

Applications can use the following guidelines to perform SQL-based auditing that ties database activity to
MySQL accounts.

MySQL accounts correspond to rows in the nysql . user table. When a client connects successfully, the
server authenticates the client to a particular row in this table. The User and Host column values in this
row uniguely identify the account and correspond to the ' user _nane' @ host _nane' format in which
account names are written in SQL statements.

The account used to authenticate a client determines which privileges the client has. Normally, the
CURRENT_USER() function can be invoked to determine which account this is for the client user. Its value
is constructed from the User and Host columns of the user table row for the account.

However, there are circumstances under which the CURRENT_USER( ) value corresponds not to the client
user but to a different account. This occurs in contexts when privilege checking is not based the client's
account:
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 Stored routines (procedures and functions) defined with the SQL SECURI TY DEFI NER characteristic
* Views defined with the SQL SECURI TY DEFI NER characteristic (as of MySQL 5.1.12)
» Triggers and events

In those contexts, privilege checking is done against the DEFI NER account and CURRENT _USER() refers
to that account, not to the account for the client who invoked the stored routine or view or who caused

the trigger to activate. To determine the invoking user, you can call the USER() function, which returns a
value indicating the actual user name provided by the client and the host from which the client connected.
However, this value does not necessarily correspond directly to an account in the user table, because the
USER() value never contains wildcards, whereas account values (as returned by CURRENT _USER( ) ) may
contain user name and host name wildcards.

For example, a blank user name matches any user, so an account of ' * @ | ocal host' enables clients to

connect as an anonymous user from the local host with any user name. If this case, if a client connects as
user 1 from the local host, USER() and CURRENT USER() return different values:

nysql > SELECT USER(), CURRENT_USER();

dooccococoocooocooo doococcoonccoooooo +
| USER() | CURRENT_USER() |
dooccococoocooocooo doococcoonccoooooo +
| userl@ocal host | @ ocal host |
dooccococoocooocooo doococcoonccoooooo +

The host name part of an account can contain wildcards, too. If the host name containsa' % or

' ' pattern character or uses netmask notation, the account can be used for clients connecting from
multiple hosts and the CURRENT USER() value will not indicate which one. For example, the account
"user2' @ % exanpl e. com can be used by user 2 to connect from any host in the exanpl e. com
domain. If user 2 connects from r enot e. exanpl e. com USER() and CURRENT USER() return different
values:

nysql > SELECT USER(), CURRENT USER();

disccocccoscccosocccoocoooso dieccocccoocccosoocooos +
| USER() | CURRENT_USER() |
disccocccoscccosocccoocoooso dieccocccoocccosoocooos +
| user2@ enot e. exanpl e. com | user2@b6 exanpl e. com |
disccocccoscccosocccoocoooso dieccocccoocccosoocooos +

If an application must invoke USER( ) for user auditing (for example, if it does auditing from within triggers)
but must also be able to associate the USER() value with an account in the user table, it is necessary

to avoid accounts that contain wildcards in the User or Host column. Specifically, do not permit User to
be empty (which creates an anonymous-user account), and do not permit pattern characters or netmask
notation in Host values. All accounts must have a nonempty User value and literal Host value.

With respect to the previous examples, the ' ' @1 ocal host' and' user2' @ % exanpl e. coni
accounts should be changed not to use wildcards:

RENAME USER '' @1 ocal host' TO 'user1l' @I ocal host ' ;
RENAME USER ' user?2' @ % exanpl e. coml TO 'user2' @renot e. exanpl e. coni ;

If user 2 must be able to connect from several hosts in the exanpl e. comdomain, there should be a
separate account for each host.

To extract the user name or host name part from a CURRENT _USER() or USER() value, use the
SUBSTRI NG _| NDEX() function:
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SQL-Based MySQL Account Activity Auditing

nysql > SELECT SUBSTRI NG | NDEX( CURRENT _USER(),' @, 1)

o f o e e e e e e e e +
| SUBSTRI NG | NDEX( CURRENT USER(),' @, 1) |

o f e e e e e e e e +

| useril [

o f e e e e e e e e +

nysql > SELECT SUBSTRI NG | NDEX( CURRENT USER(),' @, - 1);
o m m e e e e e e e e meeeao o +

| SUBSTRI NG_| NDEX( CURRENT USER(),' @, -1) |

o e m e e e e e e e e me e oo +

| 1 ocal host [

o e m e e e e e e e e me e oo +
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Appendix A Licenses for Third-Party Components

Table of Contents

AL ANTLR 3 LICENSE ..ttt ettt ettt et e e et e ettt e et e e e e et e e e e et e e e enanas 89
A2 OEOA.C LICEBNSE ...ttt ettt e et e et b et e et e s 89
A.3 Editline Library (lIDedit) LICENSE .....ccoouuiiiiii ettt et eeeae e 90
A4 FINAGTESE.CMEAKE LICENSE ...oetiiiiiiiii ettt ettt ettt e et ettt e e e e et e e e e ena s 92
A.5 Fred Fish's Dbug LiDrary LICENSE ........oiiiiiiiiiiiii ettt et e 93
ALB EIANG LICEINSE ...ttt ettt ettt e e 94
A.7 GNU General Public License Version 2.0, June 1991 ..ot 94
A.8 GNU Lesser General Public License Version 2.1, February 1999 ..........ccccooiiiiiiiiiiiiiiiiieciieeeeee 100
A.9 GNU LIDOOI LICENSE ...ttt ettt ettt e ettt e et e et et e e e enb e e eenans 108
A.10 GNU ReEAAINE LICENSE .. oeitiiiiiiiiiee ettt et ettt e et et et e e e s 108
A.11 Google Controlling Master Thread /O Rate PatCh LICENSE ..........coviiiiiiiiiiiiiiiiciiiiece e 109
A.12 Google Perftools (TCMalloc utility) LICENSE .......iiiiiiiieiiiii e 109
A.13 G0oO0gle SMP PaAtCh LICENSE ......uuiiiiiiieiiii et et e e 110
ALLA TID_SOLCC LICENSE ...ttt et ettt et ettt e et e e e e e e s 111
ALLS TIDEVENT LICENSE ...ttt ettt e ettt e e et et e e et et r e et e et n e et erba e e eenbnnaaee 111
ALLB LINUX-PAM LICENSE ...ttt ittt ettt ettt ettt e et et r et e et e et e aa e et e et aeeeaba e eeennas 113
A.17 md5 (Message-Digest Algorithm 5) LICENSE ........viiiiiiiiiiiii e 114
A.18 MEMCACNEA LICEBNSE ...ttt et e e e et e e et eeeeaa s 114
A.19 nt_servc (Windows NT Service class library) LICENSE ........cccooiiiiiiiiiiiiii e 115
A.20 OPENPAM LICENSE ...ttt ettt ettt e et e et et e et et e e et et e e e e et e e e e nba s 115
A.21 ParamikO LICENSE .....uuiiiiiii ettt ettt et e et e et et e e et e e s 115
A.22 Percona Multiple I/O Threads PatCh LICENSE .........uiiiiiiiiiiiiii e 116
A.23 RegEX-Spencer LiDrary LICENSE .......coouuuiiiiiiiei ettt ettt e e 116
A.24 RFC 3174 - US Secure Hash Algorithm 1 (SHAL) LICENSE .....ccvviiniiiiiiiiieieiie e 117
A.25 Richard A. O'Keefe String Library LICENSE ......co.uuiiiiiiiiii et 117
A.26 SHA-L N € LICENSE ..ittiiiiiiii ettt ettt ettt e ettt e et e e et e et et e et e et e eb e e e e nbe e e eennnns 118
AL27 ZIID LICEBNSE ..ottt e 118

The following is a list of the libraries we have included with the MySQL Server source and components
used to test MySQL. We are thankful to all individuals that have created these. Some of the components
require that their licensing terms be included in the documentation of products that include them. Cross
references to these licensing terms are given with the applicable items in the list.

* Bjorn Benson

For his safe_malloc (memory checker) package which is used in when you build MySQL using one of the
BUI LD/ conpi | e-*- debug scripts or by manually setting the - DSAFEMALL OC flag.

e GrouplLens Research Project

The MySQL Quality Assurance team would like to acknowledge the use of the MovieLens Data Sets (10
million ratings and 100,000 tags for 10681 movies by 71567 users) to help test MySQL products and to
thank the GroupLens Research Project at the University of Minnesota for making the data sets available.

MySQL 5.1

e Section A.2, “dtoa.c License”

» Section A.3, “Editline Library (libedit) License”
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MySQL Cluster 7.1

+ Section A.4, “FindGTest.cmake License”

e Section A.5, “Fred Fish's Dbug Library License”

» Section A.6, “getarg License”

» Section A.7, “GNU General Public License Version 2.0, June 1991”

» Section A.9, “GNU Libtool License”

» Section A.10, “GNU Readline License”

e Section A.11, “Google Controlling Master Thread I/O Rate Patch License”
e Section A.13, “Google SMP Patch License”

e Section A.14, “lib_sql.cc License”

» Section A.17, “md5 (Message-Digest Algorithm 5) License”

» Section A.19, “nt_servc (Windows NT Service class library) License”

» Section A.22, “Percona Multiple I/O Threads Patch License”

e Section A.23, “RegEX-Spencer Library License”

e Section A.24, “RFC 3174 - US Secure Hash Algorithm 1 (SHA1) License”
» Section A.25, “Richard A. O'Keefe String Library License”

» Section A.27, “zlib License”

MySQL Cluster 7.1
» Section A.1, “ANTLR 3 License”
» Section A.2, “dtoa.c License”
» Section A.3, “Editline Library (libedit) License”
+ Section A.4, “FindGTest.cmake License”
» Section A.5, “Fred Fish's Dbug Library License”
» Section A.6, “getarg License”
» Section A.7, “GNU General Public License Version 2.0, June 1991”
» Section A.8, “GNU Lesser General Public License Version 2.1, February 1999”
+ Section A.9, “GNU Libtool License”
+ Section A.10, “GNU Readline License”
» Section A.11, “Google Controlling Master Thread I/O Rate Patch License”
» Section A.12, “Google Perftools (TCMalloc utility) License”
» Section A.13, “Google SMP Patch License”
» Section A.14, “lib_sql.cc License”

» Section A.15, “libevent License”
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ANTLR 3 License

» Section A.16, “Linux-PAM License”

» Section A.17, “md5 (Message-Digest Algorithm 5) License”

» Section A.18, “memcached License”

e Section A.19, “nt_servc (Windows NT Service class library) License”
» Section A.20, “OpenPAM License”

» Section A.21, “Paramiko License”

» Section A.22, “Percona Multiple I/O Threads Patch License”

» Section A.23, “RegEX-Spencer Library License”

» Section A.25, “Richard A. O'Keefe String Library License”

» Section A.26, “SHA-1 in C License”

» Section A.27, “zlib License”

A.1 ANTLR 3 License

The followi ng software may be included in this product:
ANTLR 3

ANTLR 3 License

[ The BSD License]

Copyright (c) 2003-2007, Terence Parr
Al rights reserved.

Redi stri bution and use in source and binary fornms, with or wi thout
nodi fication, are permtted provided that the follow ng conditions
are net:

* Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

* Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

* Neither the name of the author nor the names of its contributors
may be used to endorse or pronote products derived fromthis
sof tware wi thout specific prior witten pernission.

THI'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OANER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG
BUT NOT LIMTED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAMAGE.

A.2 dtoa.c License

The following software may be included in this product:
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Editline Library (libedit) License

dtoa. c

The author of this software is David M Gay.
Copyright (c) 1991, 2000, 2001 by Lucent Technol ogi es.

Perm ssion to use, copy, nodify, and distribute this software for

any purpose W thout fee is hereby granted, provided that this entire
notice is included in all copies of any software which is or includes
a copy or nodification of this software and in all copies of the
supporting docunentation for such software.

TH'S SOFTWARE | S BEI NG PROVIDED "AS | S"', W THOUT ANY EXPRESS OR

I MPLI ED WARRANTY. | N PARTI CULAR, NElI THER THE AUTHOR NOR LUCENT
MAKES ANY REPRESENTATI ON OR WARRANTY OF ANY KI ND CONCERNI NG THE
MERCHANTABI LI TY OF THI S SOFTWARE OR I TS FI TNESS FOR ANY PARTI CULAR
PURPCSE.

A.3 Editline Library (libedit) License

The following software may be included in this product:
Editline Library (libedit)

Some files are:

Copyright (c) 1992, 1993
The Regents of the University of California. Al rights reserved.

This code is derived fromsoftware contributed to
Ber kel ey by Christos Zoul as of Cornell University.

Redi stri bution and use in source and binary forns,
with or without nodification, are permtted provided
that the follow ng conditions are net:

1. Redistributions of source code nust retain the
above copyright notice, this list of conditions
and the foll ow ng disclainer.

2. Redistributions in binary form nmust reproduce the
above copyright notice, this list of conditions and
the foll owing disclainer in the docunentati on and/ or
other materials provided with the distribution.

3. Neither the nane of the University nor the nanes of
its contributors may be used to endorse or pronote
products derived fromthis software w thout specific
prior witten perm ssion.

TH'S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG

BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO
EVENT SHALL THE REGENTS OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED
AND ON ANY THECRY OF LI ABILITY, WHETHER I N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
I'N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
OF THE PGSSI BI LI TY OF SUCH DAMAGE.

Some files are:
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Editline Library (libedit) License

Copyright (c) 2001 The Net BSD Foundation, Inc.
Al rights reserved.

This code is derived fromsoftware contri buted to The Net BSD Foundati on
by Ant hony Mall et.

Redi stri bution and use in source and binary forns,
with or without nodification, are permtted provided
that the follow ng conditions are net:

1. Redistributions of source code nmust retain the
above copyright notice, this list of conditions
and the foll owi ng disclainer.
2. Redistributions in binary form nmust reproduce the
above copyright notice, this list of conditions and the
follow ng disclainmer in the docunentati on and/ or
other materials provided with the distribution.

TH S SOFTWARE | S PROVI DED BY THE NETBSD FOUNDATI ON, | NC.
AND CONTRI BUTORS "AS | S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL
THE FOUNDATI ON OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LI M TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LIABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGE.

Some files are:

Copyright (c) 1997 The Net BSD Foundation, Inc.
Al rights reserved.

This code is derived fromsoftware contri buted to The Net BSD Foundati on
by Jarom r Dol ecek.

Redi stri bution and use in source and binary fornmns,
with or without nodification, are permtted provi ded
that the follow ng conditions are net:

1. Redistributions of source code nmust retain the
above copyright notice, this list of conditions
and the fol |l owi ng disclai mer.
2. Redistributions in binary form nust reproduce
t he above copyright notice, this list of conditions
and the follow ng disclainmer in the documentation
and/or other materials provided with the distribution.

TH S SOFTWARE | S PROVI DED BY THE NETBSD FOUNDATI ON, | NC.
AND CONTRI BUTORS "AS | S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL
THE FOUNDATI ON OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
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FindGTest.cmake License

USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LIABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH
DAMAGE.

Some files are:

Copyright (c) 1998 Todd C. MIler <Todd.M || er @ourtesan. con>

Perm ssion to use, copy, nodify, and distribute this
software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and
thi s perm ssion notice appear in all copies.

THE SOFTWARE | S PROVIDED "AS | S" AND TCDD C. M LLER

DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO TH S SOFTWARE

I NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS. I N NO EVENT SHALL TODD C. M LLER BE LI ABLE
FOR ANY SPECI AL, DI RECT, | NDI RECT, OR CONSEQUENTI AL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTI NG FROM

LOSS OF USE, DATA OR PRCFITS, WHETHER I N AN ACTI ON

OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON,

ARl SI NG QUT OF OR I N CONNECTI ON W TH THE USE OR
PERFORVANCE OF THI S SOFTWARE.

A.4 FindGTest.cmake License

The following software may be included in this product:

Fi ndGTest . cmake hel per script (part of Cwvake)

Copyri ght 2009 Kitware, Inc.
Copyri ght 2009 Philip Lowran
Copyri ght 2009 Dani el Bl ezek

Di stri buted under the OSI-approved BSD Li cense (the "License");
see acconpanying file Copyright.txt for details.

This software is distributed WTHOUT ANY WARRANTY; without even the
inplied warranty of MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE.
See the License for nore information.

(To distributed this file outside of Cvake, substitute the full
Li cense text for the above reference.)

Thanks to Dani el Blezek for the GIEST_ADD TESTS code

Text of Copyright.txt nentioned above:

Cvake - Cross Pl atform Makefil e Generat or

Copyri ght 2000-2009 Kitware, Inc., Insight Software Consortium

Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout
nodi fication, are permtted provided that the follow ng conditions

are net:

* Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

* Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
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Fred Fish's Dbug Library License

docunent ati on and/or other materials provided with the distribution.
* Neither the nanes of Kitware, Inc., the Insight Software Consortium
nor the nanes of their contributors may be used to endorse or pronote
products derived fromthis software without specific prior witten
per mi ssi on.
TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIM TED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
HOLDER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE
OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.

A.5 Fred Fish's Dbug Library License

The following software may be included in this product:

Fred Fish's Dbug Library

NOTI CE
Copyri ght Abandoned, 1987, Fred Fi sh

Thi s previously copyrighted work has been placed into the public
domain by the author and may be freely used for any purpose,

private or commrercial .

Because of the number of inquiries | was receiving about the use
of this product in commercially devel oped works | have decided to
sinply make it public domain to further its unrestricted use. |
specifically would be nost happy to see this material becone a
part of the standard Unix distributions by AT&T and the Berkel ey
Conput er Science Research Group, and a standard part of the GNU

system from the Free Software Foundati on.

I would appreciate it, as a courtesy, if this notice is left in

all copies and derivative works. Thank you.

The author makes no warranty of any kind with respect to this
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getarg License

product and explicitly disclains any inplied warranti es of mer-
chantability or fitness for any particul ar purpose.
The dbug_anal yze.c file is subject to the foll owi ng notice:

Copyri ght June 1987, Bi nayak Banerjee
Al rights reserved.

This program may be freely distributed under the sanme terns and
condi tions as Fred Fish's Dbug package.

A.6 getarg License

The following software may be included in this product:

get ar g Function (get ar g. h, get ar g. c files)

Copyright (c) 1997 — 2000 Kungliga Tekni ska Hogskol an
(Royal Institute of Technol ogy, Stockhol m Sweden).
Al rights reserved.

Redi stri bution and use in source and binary forns, with
or without nodification, are permitted provided that the
following conditions are net:

1. Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng disclaimer.

2. Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
di sclaimer in the docunmentati on and/or other materials
provided with the distribution.

3. Neither the name of the Institute nor the names of its
contributors may be used to endorse or pronote products
derived fromthis software without specific prior witten
per mi ssi on.

TH' S SOFTWARE | S PROVI DED BY THE | NSTI TUTE AND CONTRI BUTORS

"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG,

BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO

EVENT SHALL THE | NSTI TUTE OR CONTRI BUTORS BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE
GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS

| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
VWHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG

NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY OUT OF THE USE OF

TH' S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH

DAVAGE.

A.7 GNU General Public License Version 2.0, June 1991

The following applies to all products |icensed under the GNU General
Public License, Version 2.0: You may not use the identified files
except in conpliance with the GNU General Public License, Version
2.0 (the "License.") You may obtain a copy of the License at
http://ww. gnu. org/licenses/gpl-2.0.txt. A copy of the license is

al so reproduced bel ow. Unl ess required by applicable |aw or agreed
toin witing, software distributed under the License is distributed
on an "AS |S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND,
either express or inplied. See the License for the specific |anguage
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governi ng perm ssions and limtations under the License

GNU GENERAL PUBLI C LI CENSE
Version 2, June 1991

Copyright (C 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim
copies of this |license docunent, but changing it is not

al | oned.

Pr eanbl e

The |icenses for nobst software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li cense is intended to guarantee your freedomto share and change free
software--to make sure the software is free for all its users. This
General Public License applies to nost of the Free Software
Foundation's software and to any ot her program whose authors comit to
using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public License instead.) You can apply it to
your prograns, too

When we speak of free software, we are referring to freedom not
price. Qur General Public Licenses are designed to make sure that you
have the freedomto distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free prograns; and that you know you can do these things

To protect your rights, we need to nake restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you nodify it.

For exanple, if you distribute copies of such a program whether
gratis or for a fee, you nust give the recipients all the rights that
you have. You nmust nake sure that they, too, receive or can get the
source code. And you nust show themthese terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this |icense which gives you | egal permission to
copy, distribute and/or nodify the software.

Al so, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free

software. |If the software is nodified by sonmeone el se and passed on
we want its recipients to know that what they have is not the original
so that any problens introduced by others will not reflect on the

original authors' reputations

Finally, any free programis threatened constantly by software
patents. W wish to avoid the danger that redistributors of a free
programw | | individually obtain patent |icenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent nust be |icensed for everyone's free use or not |icensed at all

The precise terns and conditions for copying, distribution and
nodi fication follow

GNU GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the ternms of this General Public License. The "Progrant, bel ow,
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refers to any such programor work, and a "work based on the Progrant
means either the Program or any derivative work under copyright |aw
that is to say, a work containing the Programor a portion of it,
either verbatimor with nodifications and/or translated into another

| anguage. (Hereinafter, translation is included without limtation in
the term"nodification".) Each |icensee is addressed as "you"

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running the Programis not restricted, and the output fromthe Program
is covered only if its contents constitute a work based on the
Program (i ndependent of havi ng been made by running the Program

Whet her that is true depends on what the Program does

1. You may copy and distribute verbatimcopies of the Programs
source code as you receive it, in any medium provided that you
conspi cuously and appropriately publish on each copy an appropriate
copyright notice and disclainer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Programa copy of this License
along with the Program

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee

2. You may nodify your copy or copies of the Program or any portion
of it, thus formng a work based on the Program and copy and
di stribute such nodifications or work under the terms of Section 1
above, provided that you al so neet all of these conditions

a) You nust cause the nodified files to carry prom nent notices
stating that you changed the files and the date of any change

b) You nust cause any work that you distribute or publish, that in
whole or in part contains or is derived fromthe Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License

c) If the nodified program normally reads comrands interactively
when run, you nust cause it, when started running for such
interactive use in the nost ordinary way, to print or display an
announcenent including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user howto view a copy of this
Li cense. (Exception: if the Programitself is interactive but
does not normally print such an announcenment, your work based on
the Programis not required to print an announcenent.)

These requirements apply to the nodified work as a whole. |f
identifiable sections of that work are not derived fromthe Program

and can be reasonably consi dered i ndependent and separate works in
thensel ves, then this License, and its ternms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based

on the Program the distribution of the whole nust be on the terns of
thi s License, whose perm ssions for other |icensees extend to the

entire whole, and thus to each and every part regardl ess of who wote it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

col l ective works based on the Program

In addition, nere aggregation of another work not based on the Program
with the Program (or with a work based on the Progran) on a vol une of
a storage or distribution medi um does not bring the other work under
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the scope of this License

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable formunder the terns of
Sections 1 and 2 above provided that you al so do one of the follow ng

a) Acconpany it with the conpl ete correspondi ng nachi ne-readabl e
source code, which nust be distributed under the terms of Sections
1 and 2 above on a nmedium customarily used for software

i nt erchange; or

b) Acconmpany it with a witten offer, valid for at |east three
years, to give any third party, for a charge no nore than your
cost of physically perform ng source distribution, a conplete
machi ne-r eadabl e copy of the correspondi ng source code, to be

di stributed under the terms of Sections 1 and 2 above on a medi um
customarily used for software interchange; or

c) Acconpany it with the informati on you received as to the offer
to distribute corresponding source code. (This alternative is

al l oned only for noncommercial distribution and only if you
received the programin object code or executable formw th such
an offer, in accord with Subsection b above.)

The source code for a work neans the preferred formof the work for
maki ng nodi fications to it. For an executable work, conplete source
code nmeans all the source code for all nodules it contains, plus any
associ ated interface definition files, plus the scripts used to
control conpilation and installation of the executable. However, as
a speci al exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form with the maj or conponents (conpiler, kernel, and so on) of the
operating system on which the executabl e runs, unless that conponent
itsel f acconpani es the executabl e

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equival ent
access to copy the source code fromthe sane place counts as
distribution of the source code, even though third parties are not
conpel l ed to copy the source along with the object code

4. You may not copy, nodify, sublicense, or distribute the Program
except as expressly provided under this License. Any attenpt
otherwi se to copy, nodify, sublicense or distribute the Programis
void, and will autonatically termi nate your rights under this License
However, parties who have received copies, or rights, fromyou under
this License will not have their licenses term nated so | ong as such
parties remain in full conpliance

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you perm ssion to nodify or
distribute the Programor its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nmodi fyi ng or distributing the Program (or any work based on the
Progran), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Program or works based on it.

6. Each tine you redistribute the Program (or any work based on the
Progranm), the recipient automatically receives a license fromthe
original licensor to copy, distribute or nodify the Program subject to
these terms and conditions. You may not inpose any further
restrictions on the recipients' exercise of the rights granted herein
You are not responsible for enforcing conpliance by third parties to
this License

7. If, as a consequence of a court judgnment or allegation of patent
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infringement or for any other reason (not limted to patent issues)
condi tions are inposed on you (whether by court order, agreenent or

ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Programat all. For exanple, if a patent
license would not permt royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Program

If any portion of this section is held invalid or unenforceabl e under
any particul ar circunmstance, the bal ance of the section is intended to
apply and the section as a whole is intended to apply in other

ci rcumst ances

It is not the purpose of this section to induce you to infringe any
patents or other property right clains or to contest validity of any
such clains; this section has the sol e purpose of protecting the
integrity of the free software distribution system which is

i mpl emented by public |license practices. Mny peopl e have nmade
generous contributions to the wi de range of software distributed
through that systemin reliance on consistent application of that
system it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i npose that choice

This section is intended to nake thoroughly clear what is believed to
be a consequence of the rest of this License

8. If the distribution and/or use of the Programis restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution Iimtation excluding
those countries, so that distribution is pernmitted only in or anpng
countries not thus excluded. |n such case, this License incorporates
the limtation as if witten in the body of this License

9. The Free Software Foundation may publish revised and/or new
versions of the CGeneral Public License fromtine to tinme. Such new
versions will be simlar in spirit to the present version, but may
differ in detail to address new probl ems or concerns

Each version is given a distinguishing version nunber. If the Program
speci fies a version nunber of this License which applies to it and
"any later version", you have the option of follow ng the terns and
conditions either of that version or of any l|later version published by
the Free Software Foundation. |If the Program does not specify a
versi on nunber of this License, you may choose any version ever
publ i shed by the Free Software Foundati on

10. If you wish to incorporate parts of the Programinto other free
prograns whose distribution conditions are different, wite to the
aut hor to ask for permission. For software which is copyrighted by the
Free Software Foundation, wite to the Free Software Foundation; we
soneti mes make exceptions for this. Qur decision will be guided by the
two goals of preserving the free status of all derivatives of our free
software and of pronoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM | S LI CENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPLI CABLE LAW
EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR
OTHER PARTI ES PROVI DE THE PROGRAM "AS | S" W THOUT WARRANTY OF ANY KI ND,
El THER EXPRESSED CR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO, THE | MPLI ED
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WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE.
THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORVANCE OF THE PROGRAM | S
WTH YOQU. SHOULD THE PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF
ALL NECESSARY SERVI CI NG REPAI R OR CORRECTI ON.

12. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N
VWRI TI NG WLL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY
AND/ OR REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YQU
FOR DAVAGES, | NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR
CONSEQUENTI AL DAMAGES ARI SI NG QUT OF THE USE OR I NABI LITY TO USE THE
PROGRAM (| NCLUDI NG BUT NOT LIM TED TO LOSS OF DATA OR DATA BEI NG
RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD PARTIES OR A
FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER PROGRAMS), EVEN | F
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGES.

END OF TERVS AND CONDI Tl ONS
How to Apply These Ternms to Your New Prograns

If you devel op a new program and you want it to be of the greatest
possi bl e use to the public, the best way to achieve this is to nmake it
free software which everyone can redistribute and change under these terns.

To do so, attach the following notices to the program It is safest
to attach themto the start of each source file to nost effectively
convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program s name and a brief idea of what it
does. >
Copyright (C <year> <nane of author>

This programis free software; you can redistribute it and/or
modi fy it under the terns of the GNU General Public License as
publ i shed by the Free Software Foundation; either version
2 of the License, or (at your option) any |ater version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110- 1301 USA

Al so add i nformati on on how to contact you by el ectronic and paper mail .

If the programis interactive, make it output a short notice like this
when it starts in an interactive node:

Gnhonovi si on version 69, Copyright (C) year nanme of author

Gnhonovi si on conmes with ABSOLUTELY NO WARRANTY; for details
type 'show w . This is free software, and you are wel cone

to redistribute it under certain conditions; type 'show c'
for details.

The hypot heti cal comrands 'show w and 'show c¢' shoul d show t he
appropriate parts of the General Public License. O course, the
conmands you use may be cal |l ed sonet hi ng ot her than 'show w and
‘show c'; they could even be nouse-clicks or nmenu itens--whatever
suits your program

You shoul d al so get your enployer (if you work as a programrer) or your
school, if any, to sign a "copyright disclainmer" for the program if
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necessary. Here is a sanple; alter the nanes
Yoyodyne, Inc., hereby disclains all copyright interest in the
program ' Ghonovi si on' (whi ch nmakes passes at conpilers) witten
by Janes Hacker

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program

into proprietary prograns. |f your programis a subroutine library,
you may consider it nore useful to pernmit |inking proprietary
applications with the library. |If this is what you want to do, use

the GNU Lesser Ceneral Public License instead of this License

A.8 GNU Lesser General Public License Version 2.1, February 1999

The follow ng applies to all products |icensed under the
G\U Lesser General Public License, Version 2.1: You may

not use the identified files except in conpliance with

the G\NU Lesser Ceneral Public License, Version 2.1 (the
"License"). You may obtain a copy of the License at
http://ww. gnu.org/licenses/lgpl-2.1.htm. A copy of the
license is also reproduced bel ow. Unl ess required by
applicable law or agreed to in witing, software distributed
under the License is distributed on an "AS | S" BASI S

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express
or inplied. See the License for the specific |anguage governing
perm ssions and |limtations under the License

GNU LESSER GENERAL PUBLI C LI CENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, |nc

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permtted to copy and distribute verbatim copies
of this |license docunent, but changing it is not allowed.

[This is the first rel eased version of the Lesser GPL. |t also counts
as the successor of the G\U Library Public License, version 2, hence
the version nunber 2.1.]

Pr eanbl e

The licenses for nbst software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li censes are intended to guarantee your freedomto share and change
free software--to make sure the software is free for all its users

This license, the Lesser General Public License, applies to sonme
speci al | y desi gnated software packages--typically libraries--of the
Free Software Foundati on and ot her authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particul ar case, based on the expl anations bel ow.

Wien we speak of free software, we are referring to freedom of use
not price. Qur General Public Licenses are designed to make sure that
you have the freedomto distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pi eces of
it in new free prograns; and that you are informed that you can do
t hese t hi ngs

To protect your rights, we need to nake restrictions that forbid
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distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you nmodify it.

For exanple, if you distribute copies of the library, whether gratis
or for a fee, you nust give the recipients all the rights that we gave
you. You nust make sure that they, too, receive or can get the source
code. If you link other code with the library, you nust provide
conpl ete object files to the recipients, so that they can relink them
with the library after making changes to the library and reconpiling
it. And you nmust show them these terns so they know their rights

We protect your rights with a two-step nethod: (1) we copyright the
library, and (2) we offer you this |icense, which gives you | ega
permi ssion to copy, distribute and/or nodify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
nmodi fi ed by sonmeone el se and passed on, the recipients should know
that what they have is not the original version, so that the origina
author's reputation will not be affected by problens that m ght be
i ntroduced by others

Finally, software patents pose a constant threat to the existence of
any free program W wish to nmake sure that a conpany cannot
effectively restrict the users of a free program by obtaining a
restrictive license froma patent holder. Therefore, we insist that
any patent |icense obtained for a version of the library nmust be
consistent with the full freedom of use specified in this |icense

Most GNU software, including some |libraries, is covered by the
ordinary GNU General Public License. This |license, the G\NU Lesser
General Public License, applies to certain designated libraries, and
is quite different fromthe ordinary General Public License. W use
this license for certain libraries in order to permt |inking those
libraries into non-free prograns.

When a programis linked with a |ibrary, whether statically or using
a shared library, the conmbination of the two is legally speaking a
conbi ned work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire conmbination fits its criteria of freedom The Lesser Cenera
Public License pernmits nore lax criteria for |linking other code with
the library.

W call this license the "Lesser" Ceneral Public License because it
does Less to protect the user's freedomthan the ordi nary Genera
Public License. It also provides other free software devel opers Less
of an advantage over conpeting non-free programs. These di sadvant ages
are the reason we use the ordinary General Public License for nmany
libraries. However, the Lesser |icense provides advantages in certain
speci al circunstances

For exanple, on rare occasions, there may be a special need to
encourage the wi dest possible use of a certain library, so that it
becones a de-facto standard. To achieve this, non-free prograns
must be allowed to use the library. A nore frequent case is that
a free library does the same job as wi dely used non-free libraries
In this case, there is little to gain by limting the free library
to free software only, so we use the Lesser Ceneral Public License

In other cases, permission to use a particular library in non-free
progranms enabl es a greater nunber of people to use a |arge body of
free software. For exanple, permi ssion to use the GNU C Library in
non-free progranms enabl es many nore people to use the whole GNU
operating system as well as its variant, the GNU Li nux operating
system
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Al t hough the Lesser General Public License is Less protective of the
users' freedom it does ensure that the user of a programthat is
linked with the Library has the freedom and the wherewithal to run
that program using a nodified version of the Library.

The precise terns and conditions for copying, distribution and
nmodi fication follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived fromthe |ibrary, whereas the latter nust
be conbined with the library in order to run

GNU LESSER GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License Agreenent applies to any software library or other
program whi ch contains a notice placed by the copyright hol der or
ot her authorized party saying it may be distributed under the terns of
this Lesser CGeneral Public License (also called "this License")
Each |icensee is addressed as "you"

A "library" nmeans a collection of software functions and/or data
prepared so as to be conveniently |linked with application prograns
(whi ch use sonme of those functions and data) to form executabl es

The "Library", below, refers to any such software library or work
whi ch has been distributed under these terns. A "work based on the
Li brary" nmeans either the Library or any derivative work under
copyright law that is to say, a work containing the Library or a
portion of it, either verbatimor wth nodifications and/or transl ated
straightforwardly into another |anguage. (Hereinafter, translation is
included without limtation in the term"nodification".)

"Source code" for a work nmeans the preferred formof the work for
maki ng nodi fications to it. For a library, conplete source code neans
all the source code for all nodules it contains, plus any associ at ed
interface definition files, plus the scripts used to contro
conpi lation and installation of the library.

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running a programusing the Library is not restricted, and output from
such a programis covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
witing it). Wether that is true depends on what the Library does
and what the programthat uses the Library does

1. You may copy and distribute verbatimcopies of the Library's
conpl ete source code as you receive it, in any nedium provided that
you conspi cuously and appropriately publish on each copy an
appropriate copyright notice and disclainer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Li brary.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee

2. You may nodify your copy or copies of the Library or any portion
of it, thus formng a work based on the Library, and copy and
di stribute such nodifications or work under the terms of Section 1
above, provided that you al so neet all of these conditions
a) The nodified work nust itself be a software library

b) You nust cause the files nodified to carry prom nent notices
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stating that you changed the files and the date of any change

c) You nust cause the whole of the work to be licensed at no
charge to all third parties under the terns of this License

d) If afacility in the nodified Library refers to a function or a
table of data to be supplied by an applicati on programthat uses
the facility, other than as an argunment passed when the facility
is invoked, then you nust make a good faith effort to ensure that,
in the event an application does not supply such function or

table, the facility still operates, and perforns whatever part of
its purpose remains meani ngf ul

(For exanple, a function in a library to conpute square roots has
a purpose that is entirely well-defined i ndependent of the
application. Therefore, Subsection 2d requires that any

appl i cati on-supplied function or table used by this function nust

be optional: if the application does not supply it, the square
root function nmust still conpute square roots.)
These requirements apply to the nodified work as a whole. |f

identifiable sections of that work are not derived fromthe Library,
and can be reasonably consi dered i ndependent and separate works in
thensel ves, then this License, and its ternms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole nust be on the terns of
thi s License, whose permi ssions for other |icensees extend to the
entire whole, and thus to each and every part regardl ess of who wote
it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

col l ective works based on the Library.

In addition, nere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a vol une of
a storage or distribution medi um does not bring the other work under
the scope of this License

3. You may opt to apply the ternms of the ordinary GNU General Public
Li cense instead of this License to a given copy of the Library. To do
this, you nust alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to al
subsequent copi es and derivative works made fromthat copy.

This option is useful when you wish to copy part of the code of
the Library into a programthat is not a |library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the ternms of Sections 1 and 2 above provi ded that you acconpany
it with the conpl ete correspondi ng machi ne-readabl e source code, which
nmust be distributed under the terms of Sections 1 and 2 above on a
medi um customarily used for software interchange

If distribution of object code is made by offering access to copy
from a designated place, then offering equival ent access to copy the
source code fromthe sane place satisfies the requirement to
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distribute the source code, even though third parties are not
conpel l ed to copy the source along with the object code

5. A programthat contains no derivative of any portion of the
Li brary, but is designed to work with the Library by being conpiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License
Section 6 states ternms for distribution of such executabl es

When a "work that uses the Library" uses material froma header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked wi thout the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by |aw

If such an object file uses only nunerical parameters, data
structure | ayouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardl ess of whether it is legally a derivative
wor k. (Execut abl es containing this object code plus portions of the
Library will still fall under Section 6.)

O herwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terns of Section 6
Any execut abl es containing that work al so fall under Section 6
whet her or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may al so conbi ne or
link a "work that uses the Library" with the Library to produce a
wor k contai ning portions of the Library, and distribute that work
under terms of your choice, provided that the terns permt
nodi fication of the work for the customer's own use and reverse
engi neering for debuggi ng such nodifications

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You nust supply a copy of this License. |If the work
during execution displays copyright notices, you must include the
copyright notice for the Library anong them as well as a reference
directing the user to the copy of this License. Also, you nust do one
of these things

a) Acconpany the work with the conpl ete correspondi ng
machi ne-r eadabl e source code for the Library including whatever
changes were used in the work (which nmust be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked
with the Library, with the conpl ete machi ne-readabl e "work t hat
uses the Library", as object code and/or source code, so that the
user can nodify the Library and then relink to produce a nodified
execut abl e containing the nodified Library. (It is understood
that the user who changes the contents of definitions files in the
Li brary will not necessarily be able to reconpile the application
to use the nodified definitions.)

b) Use a suitable shared |ibrary mechanismfor linking with the

Li brary. A suitable mechanismis one that (1) uses at run tinme a
copy of the library already present on the user's conputer system
rather than copying library functions into the executable, and (2)
will operate properly with a nodified version of the library, if
the user installs one, as long as the nodified version is
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interface-conpatible with the version that the work was nade with.

c) Acconpany the work with a witten offer, valid for at
|l east three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no nore
than the cost of performng this distribution

d) If distribution of the work is nade by offering access to copy
from a designated pl ace, offer equival ent access to copy the above
specified materials fromthe sanme pl ace

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required formof the "work that uses the
Li brary" must include any data and utility progranms needed for
reproduci ng the executable fromit. However, as a special exception
the materials to be distributed need not include anything that is
normal ly distributed (in either source or binary form with the major
conponents (conpiler, kernel, and so on) of the operating system on
whi ch the executabl e runs, unless that conmponent itself acconpanies
t he execut abl e

It may happen that this requirenment contradicts the |icense
restrictions of other proprietary libraries that do not normally
acconpany the operating system Such a contradiction neans you cannot
use both them and the Library together in an executable that you
di stribute.

7. You may place library facilities that are a work based on the
Li brary side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a conbi ned
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherw se
pernmitted, and provi ded that you do these two things

a) Acconpany the conbined library with a copy of the sane work
based on the Library, unconmbined with any other |ibrary
facilities. This nust be distributed under the terns of the
Secti ons above

b) G ve promi nent notice with the conbined library of the fact
that part of it is a work based on the Library, and expl ai ning
where to find the acconpanyi ng uncomnbi ned form of the same work.

8. You may not copy, nodify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attenpt otherw se to copy, nodify, sublicense, link with, or

distribute the Library is void, and will automatically term nate your
rights under this License. However, parties who have received copies
or rights, fromyou under this License will not have their |icenses
term nated so long as such parties remain in full conpliance

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you perm ssion to nodify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nmodi fying or distributing the Library (or any work based on the
Li brary), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Library or works based on it.

10. Each tine you redistribute the Library (or any work based on the
Li brary), the recipient automatically receives a license fromthe
original licensor to copy, distribute, link with or nodify the Library
subject to these terms and conditions. You may not inmpose any further
restrictions on the recipients' exercise of the rights granted herein
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You are not responsible for enforcing conpliance by third parties with
this License

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limted to patent issues)
condi tions are inposed on you (whether by court order, agreenent or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For exanple, if a patent
license would not permt royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Library

If any portion of this section is held invalid or unenforceabl e under
any particul ar circunstance, the bal ance of the section is intended
to apply, and the section as a whole is intended to apply in other

ci rcumst ances

It is not the purpose of this section to induce you to infringe any
patents or other property right clains or to contest validity of any
such clains; this section has the sol e purpose of protecting the
integrity of the free software distribution systemwhich is

i mpl emented by public |license practices. Mny peopl e have nmade
generous contributions to the wi de range of software distributed
through that systemin reliance on consistent application of that
system it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i npose that choice

This section is intended to nake thoroughly clear what is believed to
be a consequence of the rest of this License

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution Iimtation excluding
those countries, so that distribution is pernmitted only in or anpng
countries not thus excluded. |n such case, this License incorporates
the limtation as if witten in the body of this License

13. The Free Software Foundati on may publish revised and/or new
versions of the Lesser Ceneral Public License fromtine to tine
Such new versions will be simlar in spirit to the present version
but may differ in detail to address new probl enms or concerns

Each version is given a distinguishing version nunber. |f the Library
speci fies a version nunber of this License which applies to it and
"any later version", you have the option of follow ng the terns and
conditions either of that version or of any l|later version published by
the Free Software Foundation. |If the Library does not specify a

|i cense version nunber, you may choose any version ever published by
the Free Software Foundation

14. |If you wish to incorporate parts of the Library into other free
progranms whose distribution conditions are inconpatible with these
wite to the author to ask for perm ssion. For software which is
copyrighted by the Free Software Foundation, wite to the Free
Sof t war e Foundati on; we sonetines make exceptions for this. Qur
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY
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15. BECAUSE THE LI BRARY IS LI CENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LI BRARY, TO THE EXTENT PERM TTED BY APPLI CABLE LAW
EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR
OTHER PARTI ES PROVI DE THE LI BRARY "AS | S" W THOUT WARRANTY OF ANY
KI'ND, ElI THER EXPRESSED OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO, THE
I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE. THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORVMANCE OF THE
LIBRARY | S WTH YOU. SHOULD THE LI BRARY PROVE DEFECTI VE, YOU ASSUME
THE COST OF ALL NECESSARY SERVI CI NG REPAI R OR CORRECTI ON.

16. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N
VWRI TI NG WLL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY
AND/ OR REDI STRI BUTE THE LI BRARY AS PERM TTED ABOVE, BE LI ABLE TO YQU
FOR DAVAGES, | NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR
CONSEQUENTI AL DAMAGES ARI SI NG OQUT OF THE USE OR INABI LITY TO USE THE
LI BRARY (I NCLUDI NG BUT NOT LIM TED TO LOSS OF DATA OR DATA BEI NG
RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD PARTIES OR A
FAI LURE OF THE LI BRARY TO OPERATE W TH ANY OTHER SOFTWARE), EVEN | F
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGES.

END OF TERVS AND CONDI Tl ONS
How to Apply These Terns to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possi bl e use to the public, we recommend meking it free software that
everyone can redistribute and change. You can do so by permtting
redi stribution under these terns (or, alternatively, under the terns
of the ordinary General Public License).

To apply these terns, attach the follow ng notices to the library.
It is safest to attach themto the start of each source file to nost
ef fectively convey the exclusion of warranty; and each file shoul d
have at |east the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C <year> <nane of author>

This library is free software; you can redistribute it and/or

modi fy it under the terns of the GNU Lesser General Public

Li cense as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any |ater version.

This library is distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the G\U
Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public

Li cense along with this library; if not, wite to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA

Al so add i nformati on on how to contact you by el ectronic and paper mail .

You shoul d al so get your enployer (if you work as a programrer) or your
school, if any, to sign a "copyright disclainmer" for the library, if
necessary. Here is a sanple; alter the nanes:

Yoyodyne, Inc., hereby disclains all copyright interest in the
library "Frob' (a library for tweaking knobs) witten by Janes
Random Hacker .

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice
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That's all there is to it!

A.9 GNU Libtool License

The following software may be included in this product:

GNU Libtool (The GNU Portable Library Tool)

If you are receiving a copy of the Oracle software in
source code, you are also receiving a copy of two files
(I'tmain.sh and Itdl.h) generated by the GNU Libtool in
source code. |If you received the Oracle software under
a license other than a comrercial (non-GPL) |icense,
then the terns of the Oracle |license do NOT apply to
these files from G\NU Li btool; they are |licensed under
the followi ng |icenses, separately fromthe Oracle
prograns you receive.

Oracle elects to use GNU General Public License version
2 (GPL) for any software where a choice of GPL or G\U
Lesser/Li brary General Public License (LGPL) |icense
versions are nade available with the | anguage indicating
that GPL/LGPL or any |later version may be used, or where
a choi ce of which version of the GPL/LGPL is applied is
unspeci fi ed.

From G\U Li bt ool :

I tmain.sh - Provide generalized |ibrary-buildi ng support
servi ces.

NOTE: Changing this file will not affect anything until

you rerun configure.

Copyright (C) 1996, 1997, 1998, 1999, 2000, 2001, 2003, 2004,
2005, 2006, 2007 Free Software Foundation, |nc.

Oiginally by Gordon Matzigkeit, 1996

This programis free software; you can redistribute it
and/or nodify it under the terns of the GNU General

Public License as published by the Free Software Foundati on;
either version 2 of the License, or (at your option) any

| ater version.

This programis distributed in the hope that it will be
useful, but WTHOUT ANY WARRANTY; w t hout even the inplied
warranty of MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR
PURPOSE. See the GNU CGeneral Public License for nore
details. You shoul d have received a copy of the GNU Ceneral
Public License along with this program if not, wite to
the Free Software Foundation, Inc., 51 Franklin Street,
Fifth Fl oor, Boston, MA 02110-1301, USA

As a special exception to the GNU General Public License,
if you distribute this file as part of a program that
contains a configuration script generated by Autoconf,

you may include it under the sane distribution terns that
you use for the rest of that program

This component is licensed under Section A.7, “GNU General Public License Version 2.0, June 1991”

A.10 GNU Readline License

The following software may be included in this product:
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GNU Readline Library

G\U Readl i ne Library

Wth respect to MySQL Server/C uster software |icensed
under GNU General Public License, you are receiving a
copy of the GNU Readline Library in source code. The
terns of any Oracle license that nmight acconpany the
Oracl e programs do NOT apply to the GNU Readline Library;
it is licensed under the followi ng |license, separately
fromthe Oracle prograns you receive. Oracle elects to
use G\U General Public License version 2 (GPL) for any
sof tware where a choice of GPL |icense versions are
made avail able with the | anguage indicating that GPLv2
or any |later version nmay be used, or where a choice of
whi ch version of the GPL is applied is unspecified.

This component is licensed under Section A.7, “GNU General Public License Version 2.0, June 1991”

A.11 Google Controlling Master Thread I/O Rate Patch License

The following software may be included in this product:

Google Controlling master thread 1/O rate patch

Copyright (c) 2009, Google Inc.
Al'l rights reserved.

Redi stri bution and use in source and binary forns, with or without
nodi fication, are pernmitted provided that the follow ng conditions
are nmet:

* Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

* Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

* Neither the name of the Google Inc. nor the names of its contributors
may be used to endorse or pronpote products derived fromthis software
wi t hout specific prior witten permi ssion.

TH'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OANER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG,
BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED COF THE
PCOSSI BI LI TY OF SUCH DANVAGE.

A.12 Google Perftools (TCMalloc utility) License

The following software may be included in this product:

Googl e Perftools (TCMvalloc utility)

Copyright (c) 1998-2006, Google Inc.
Al rights reserved.
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Redi stri bution and use in source and binary fornms, with or
wi t hout nodification, are permtted provided that the follow ng
conditions are met:

* Redistributions of source code nust retain the above
copyright notice, this list of conditions and the foll ow ng
di scl ai mer.

* Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll ow ng
di sclaimer in the docunentation and/or other materials provided
with the distribution.

* Neither the nane of Google Inc. nor the names of its
contributors may be used to endorse or pronote products
derived fromthis software without specific prior witten
per mi ssi on.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT

LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE
OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.

A.13 Google SMP Patch License

The following software may be included in this product:

Google SMP Patch

Googl e SMP pat ch

Copyright (c) 2008, Google Inc.
Al'l rights reserved.

Redi stri bution and use in source and binary forns, with or without
nodi fication, are permtted provided that the follow ng conditions
are net:

* Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

* Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

* Neither the name of the Google Inc. nor the names of its contributors
may be used to endorse or pronpte products derived fromthis software
wi t hout specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OANER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG,
BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAVAGE.
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A.14 lib_sqgl.cc License

The following software may be included in this product:

lib sql.cc

Copyright (c) 2000
SWsoft company

This material is provided "as is", with absolutely no warranty
expressed or inplied. Any use is at your own ri sk.

Perm ssion to use or copy this software for any purpose is hereby
granted without fee, provided the above notices are retained on

all copies. Permission to nodify the code and to distribute nodified
code is granted, provided the above notices are retained, and a
notice that the code was nodified is included with the above copyri ght
noti ce.

This code was nodified by the MySQL team

A.15 libevent License

The following software may be included in this product:

|'i bevent

Copyright (c) 2000-2007 Niels Provos <provos@iti.um ch. edu>
Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout

nmodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other naterials provided with the distribution.

The name of the author may not be used to endorse or pronote products
derived fromthis software without specific prior witten perm ssion.

THI S SOFTWARE | S PROVI DED BY THE AUTHOR ""AS I S'' AND ANY EXPRESS OR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED.
I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

| NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAVMAGES (| NCLUDI NG, BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOMNEVER CAUSED AND ON ANY
THEORY COF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF

TH S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI Bl LI TY OF SUCH DAVAGE

Parts devel oped by Adam Langl ey

l og.c
Based on err.c, which was adapted from OpenBSD |ibc *err*warncode.

Copyright (c) 2005 Ni ck Mat hewson
Copyright (c) 2000 Dug Song
Copyright (c) 1993 The Regents of the University of California.
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Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout

nodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. Neither the name of the University nor the nanes of its
contributors may be used to endorse or pronote products derived
fromthis software without specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRI BUTORS "AS | S"
AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LI M TED
TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FCR A
PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE REGENTS
OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
LIM TED TO PROCUREMENT CF SUBSTI TUTE GOODS OR SERVI CES; LGOSS OF
USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED
AND ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT

LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARl SI NG
I'N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF
THE PGSSI BI LI TY OF SUCH DAMAGE.

Copyright (c) 2006 Maxi m Yegorushkin
Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout
nodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

3. The nane of the author may not be used to endorse or pronote
products derived fromthis software without specific prior
witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR "AS | S" AND ANY EXPRESS

OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TGO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE
GOCDS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS

| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER
I N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR
OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN
I F ADVI SED CF THE PGSSI BI LI TY OF SUCH DAMAGE.

Copyri ght 2000-2002 N el s Provos
Copyri ght 2003 M chael A. Davis
Al rights reserved.
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Linux-PAM License

Redi stri bution and use in source and binary forms, with or w thout

nodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. The nane of the author may not be used to endorse or pronote
products derived fromthis software without specific prior
witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR "AS | S" AND ANY EXPRESS

OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TGO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE
GOCDS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS

| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER
I N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR
OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN
I F ADVI SED CF THE PGSSI BI LI TY OF SUCH DAMAGE.

A.16 Linux-PAM License

The following software may be included in this product:

Li nux- PAM (pam devel , Pl uggabl e aut henti cati on nodul es for Linux)
Copyright Theodore Ts'o, 1996. All rights reserved.

(For the avoi dance of doubt, Oracle uses and distributes this
conponent under the terns bel ow and el ects not to do so under
the GPL even though the GPL is referenced as an option bel ow. )

Redi stri bution and use in source and binary fornms, with or
wi t hout nodification, are permtted provided that the foll ow ng
conditions are met:

1. Redistributions of source code nust retain the above copyri ght
notice, and the entire permi ssion notice in its entirety,
i ncludi ng the disclaimer of warranties.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

3. The nane of the author may not be used to endorse or pronote
products derived fromthis software without specific prior
witten perm ssion.

ALTERNATI VELY, this product may be distributed under the terns
of the GNU Public License, in which case the provisions of the
GPL are required | NSTEAD OF the above restrictions. (This clause
is necessary due to a potential bad interaction between the GPL
and the restrictions contained in a BSD-styl e copyright.)

THI'S SOFTWARE | S PROVIDED " "AS | S'' AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TGO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT,
I NDI RECT, | NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
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md5 (Message-Digest Algorithm 5) License

(I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR
SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT,
STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)

ARI SI NG I N ANY WAY QUT OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED
CF THE PGCSSI BI LI TY OF SUCH DAMAGE.

A.17 md5 (Message-Digest Algorithm 5) License

The following software may be included in this product:

nd5 (Message- Di gest Al gorithm 5)

This code inplenments the MD5 nmessage-di gest al gorithm

The algorithmis due to Ron Rivest. This code was

witten by Colin Plunb in 1993, no copyright is clained.
This code is in the public domain; do with it what you w sh.

Equi val ent code is avail able from RSA Data Security, Inc.
This code has been tested agai nst that, and is equival ent,
except that you don't need to include two pages of |egal ese
with every copy.

The code has been nodified by Mkael Ronstroemto handle
cal cul ating a hash value of a key that is always a nmultiple
of 4 bytes long. Wrd 0 of the cal cul ated 4-word hash val ue
is returned as the hash val ue.

A.18 memcached License

The following software may be included in this product:

memcached

Copyright (c) 2003, Danga Interactive, Inc.
Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout
nmodi fication, are permtted provided that the foll ow ng conditions
are net:

* Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

* Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the foll owi ng disclai ner
in the docunentation and/or other materials provided with the
di stribution.

* Neither the nane of the Danga |nteractive nor the nanes of its
contributors may be used to endorse or pronote products derived from
this software without specific prior witten permnission.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT

LIM TED TO PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS COF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOMNEVER CAUSED AND ON ANY
THEORY COF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
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nt_servc (Windows NT Service class library) License

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE
CF TH'S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE.

A.19 nt_servc (Windows NT Service class library) License

The following software may be included in this product:

nt_servc (Windows NT Service class library)

W ndows NT Service class library
Copyri ght Abandoned 1998 Irena Pancirov - |rnet Snc
This file is public domain and comes with NO WARRANTY of any ki nd

A.20 OpenPAM License

The following software may be included in this product:

OpenPAM

Copyright (c) 2002-2003 Networ ks Associ ates Technol ogy, |nc.
Copyright (c) 2004-2007 Dag-Erling Snwrgrav
Al'l rights reserved.

This software was devel oped for the FreeBSD Project by
Thi nkSec AS and Networ k Associ ates Laboratories, the
Security Research Division of Network Associates, |nc.
under DARPA/ SPAWAR contract N66001-01- C-8035 ("CBCSS"),
as part of the DARPA CHATS research program

Redi stri bution and use in source and binary forns,
with or without nodification, are permitted provided
that the followi ng conditions are net:

1. Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
fol | owi ng di scl ai ner.

2. Redistributions in binary form nust reproduce the
above copyright notice, this |list of conditions and
the foll owing disclainer in the docunentati on and/ or
other materials provided with the distribution.

3. The nane of the author may not be used to endorse or
pronote products derived fromthis software w thout
specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE AUTHOR AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG,
BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. IN
NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE FOR
ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED
AND ON ANY THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)

ARI SING I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN

I F ADVI SED OF THE POCSSI BI LI TY OF SUCH DAVAGE.

A.21 Paramiko License

The following software may be included in this product:
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Percona Multiple 1/0 Threads Patch License

Par am ko

You are receiving a copy of Param ko in both source and obj ect code. The
terms of the Oracle license do NOT apply to the Parami ko program it is
l'icensed under the following |license, separately fromthe O acle
progranms you receive. If you do not wish to install this program you
may del ete the Parami ko folder and all its contents.

This component is licensed under Section A.8, “GNU Lesser General Public License Version 2.1, February
1999".

A.22 Percona Multiple I/O Threads Patch License

The following software may be included in this product:

Percona Multiple 1/O threads patch

Copyright (c) 2008, 2009 Percona |nc
Al rights reserved.

Redi stri bution and use of this software in source and bi nary forns,
with or without nodification, are permtted provided that the
followi ng conditions are net:

* Redistributions of source code nust retain the above copyri ght
notice, this Ilist of conditions and the follow ng disclainer.

* Redistributions in binary form nust reproduce the above copyri ght
notice, this |list of conditions and the follow ng disclainmer in the
docunent ati on and/ or other nmaterials provided with the distribution.

* Neither the name of Percona Inc. nor the names of its contributors
may be used to endorse or pronote products derived fromthis software
wi t hout specific prior witten pernission of Percona Inc.

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS |S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE
COPYRI GHT OANER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,
I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG,
BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAVAGE.

A.23 RegEX-Spencer Library License

The following software may be included in this product: Henry Spencer's Regular-Expression Library
(RegEX-Spencer)

Copyright 1992, 1993, 1994 Henry Spencer. Al rights reserved.
This software is not subject to any |icense of the American Tel ephone
and Tel egraph Conpany or of the Regents of the University of California.

Perm ssion is granted to anyone to use this software for any purpose on
any conputer system and to alter it and redistribute it, subject
to the following restrictions:

1. The author is not responsible for the consequences of use of this
software, no matter how awful, even if they arise fromflaws in it.
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RFC 3174 - US Secure Hash Algorithm 1 (SHA1) License

2. The origin of this software nust not be m srepresented, either by
explicit claimor by om ssion. Since few users ever read sources,
credits nust appear in the docunentation.

3. Altered versions nust be plainly marked as such, and nust not be
m srepresented as being the original software. Since few users
ever read sources, credits nust appear in the docunentation.

4. This notice may not be renopved or altered.

A.24 RFC 3174 - US Secure Hash Algorithm 1 (SHA1) License

The following software may be included in this product:

RFC 3174 - US Secure Hash Algorithm 1 (SHA1)

RFC 3174 - US Secure Hash Al gorithm 1 (SHA1)
Copyright (C) The Internet Society (2001). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of

devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The |limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SCOClI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE

Acknow edgenent

Fundi ng for the RFC Editor function is currently provided by the
I nternet Society.

A.25 Richard A. O'Keefe String Library License

The following software may be included in this product:

Richard A. O'Keefe String Library

The Richard O Keefe String Library is subject to the follow ng notice

These files are in the public domain. This includes getopt.c, which
is the work of Henry Spencer, University of Toronto Zool ogy, who
says of it "None of this software is derived fromBell software.

had no access to the source for Bell's versions at the time | wote
it. This software is hereby explicitly placed in the public domain
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SHA-1 in C License

It may be used for any purpose on any nachi ne by anyone." | woul d
greatly prefer it if *ny* material received no nmilitary use.

The t_ctype.h file is subject to the foll owi ng notice:

Copyright (C 1998, 1999 by Pruet Boonmm, all rights reserved.
Copyright (C 1998 by Theppitak Karoonboonyanan, all rights reserved.

Perm ssion to use, copy, nodify, distribute and sell this software and its
docunentation for any purpose is hereby granted without fee, provided that the above
copyright notice appear in all copies.

Smaphan Raruenrom and Pruet Boonma makes no representati ons about
the suitability of this software for any purpose. It is provided
"as is" without express or inplied warranty.

A.26 SHA-1in C License

The following software may be included in this product:

SHA-1inC

SHA-1 in C
By Steve Reid <steve@dmieb. conr
100% Publ i ¢ Domai n

A.27 zlib License

The following software may be included in this product:
zlib

Oracle gratefully acknowledges the contributions of Jean-loup Gailly and Mark Adler in creating the zlib
general purpose compression library which is used in this product.

zlib.h -- interface of the 'zlib' general purpose conpression |library
Copyright (C 1995-2004 Jean-loup Gailly and Mark Adler

zlib.h -- interface of the 'zlib' general purpose conpression |library
version 1.2.3, July 18th, 2005
Copyright (C 1995-2005 Jean-loup Gailly and Mark Adler

zlib.h -- interface of the 'zlib' general purpose conpression |library
version 1.2.5, April 19th, 2010
Copyright (C 1995-2010 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or inplied warranty.
In no event will the authors be held |iable for any damages arising fromthe
use of this software. Permission is granted to anyone to use this software
for any purpose,including conmercial applications, and to alter it and
redistribute it freely, subject to the followi ng restrictions:

1. The origin of this software nust not be mi srepresented; you nust not
claimthat you wote the original software. |If you use this software
in a product, an acknow edgnent in the product docunentation would
be appreciated but is not required.

2. Altered source versions nust be plainly nmarked as such, and nust not
be mi srepresented as being the original software.

3. This notice may not be renoved or altered from any source distribution.

Jean-loup Gailly jloup@zip.org
Mar k Adl er madl er @l umi . cal t ech. edu
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Appendix B MySQL 5.1 FAQ: Security

Questions

e B.1: [119] Where can | find documentation that addresses security issues for MySQL?

B.2: [119] Does MySQL 5.1 have native support for SSL?

B.3: [119] Is SSL support be built into MySQL binaries, or must | recompile the binary myself to enable
it?

B.4: [119] Does MySQL 5.1 have built-in authentication against LDAP directories?

B.5: [120] Does MySQL 5.1 include support for Roles Based Access Control (RBAC)?
Questions and Answers

B.1: Where can | find documentation that addresses security issues for MySQL?
The best place to start is Chapter 1, Security.

Other portions of the MySQL Documentation which you may find useful with regard to specific security
concerns include the following:

» Section 2.1, “Security Guidelines”.

» Section 2.3, “Making MySQL Secure Against Attackers”.

» How to Reset the Root Password.

» Section 2.5, “How to Run MySQL as a Normal User”.

» User-Defined Function Security Precautions.

e Section 2.4, “Security-Related mysqld Options and Variables”.
» Section 2.6, “Security Issues with LOAD DATA LOCAL".

» Chapter 3, Postinstallation Setup and Testing.

e Section 5.6.1, “Basic SSL Concepts”.

B.2: Does MySQL 5.1 have native support for SSL?

Most 5.1 binaries have support for SSL connections between the client and server. See Section 5.6, “Using
SSL for Secure Connections”.

You can also tunnel a connection using SSH, if (for example) the client application does not support SSL
connections. For an example, see Section 5.7, “Connecting to MySQL Remotely from Windows with SSH”.

B.3: Is SSL support be built into MySQL binaries, or must | recompile the binary myself to enable
it?

Most 5.1 binaries have SSL enabled for client-server connections that are secured, authenticated, or both.
See Section 5.6, “Using SSL for Secure Connections”.

B.4: Does MySQL 5.1 have built-in authentication against LDAP directories?
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http://dev.mysql.com/doc/refman/5.1/en/resetting-permissions.html
http://dev.mysql.com/doc/refman/5.1/en/udf-security.html

Not at this time.
B.5: Does MySQL 5.1 include support for Roles Based Access Control (RBAC)?

Not at this time.
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